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NTP.INSIDE, 72, 73
NTP.OUTSIDE, 72, 73
OUR-DNS, 72
OUR-GW, 55, 65
OURHOST, 56
OUTSIDE, 87, 89, 93–101, 103, 105,

109–111, 114, 115
PCLAB-NET, 72
PSERVER, 93
REMOTETHOST, 254
RESEARCH.ATT.COM, 75, 134, 183
RESEARCH, 95, 96, 113, 114
RS.INTERNIC.NET, 34
SECONDARY, 72, 73
SPIGOT, 55, 65
TARGETHOST, 150
THEIRHOST, 56, 57
X.TRUSTED.EDU, 61

Hussein, Saddam, 168

ı, 64
IBM, 214
ICMP, 25, 25–26

attacks
detected with icmpmon, 137

bogus messages, 152
can change routing, 25
denial-of-service with bogus packets, 166
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message contents, 25
messages

Destination Unreachable, 25,
141, 146, 150, 166, 252

Echo, 130, 146, 147, see also ping
Port Invalid, 70
Redirect, 25, 26, 86, 91, 150–152
Time Exceeded, 70

old implementations drop all connections,
25

raw socket, 152
reports routing problems, 25
routers can distinguish “safe” and “unsafe”

packets, 70
supplies port number, 141

IDEA, 214, 214, 233
identification, 119
Identification Friend or Foe, see IFF
IETF, 46

meetings, 104
IFF, 121
IGMP, 46
incident

Berferd, see Chapter 10
detection after the fact, 137
legal logs, 201
logging format, 127
rates, see Chapter 11
reporting, 130
scanning previous day’s, 110

incoming
access policy, 74
access to port 2049, 38
calls, abuse, 77
file storage cleared, 42
filtering packets, 64
FTP, 57
FTP data connection, 41
FTP directory, 42
login service, 88
logins, 96–98
mail, 28, 55, 61, 94–96, 250
mail policy, 75
mail service, 88
MBone packets, 104
proxy use, 77
routing messages, 68

services, 78–79
socket, 126
telnet, 96–98
telnet, 61
telnet sessions, 48
viruses, 76
vs. outgoing TCP calls, 254
X11, 57, 60

industrial espionage, 29, 30
inet ntoa, 125
inetd, see tools, inetd
information leakage, 165
information protocols, 44
information security, 4
information theory, 13
initialization vector, see IV
insiders

access to gateway via NFS, 107
can export secrets with ftp, 75
rejecting a firewall, 80
risk from, 114
telnet access to gateway, 103

installation, see configuration
integrity, 201
integrity checking, 14
internal gateway, 51
internal networks, 140
internal users, see insiders
Internet, 21

growth, 4, 5
shutdown incoming access, 74

Internet Control Message Protocol, see ICMP
Internet Engineering Task Force, see IETF
Internet Group Management Protocol, 46
Internet Protocol, see IP
Internet Relay Chat, see IRC
Internet Security Scanner, 149
Internet Talk Radio, 104
Internet Worm, 30, 88, 161, 162, 198
Iowa, permits printouts as evidence, 202
IP, 19, 19–22

accounting, 189
addresses, 21

class D, 46
broadcast, 46
checksum, 19, 20
configuration, 80
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connectivity, 85, 89, 235
conversion to “IPng”, 236
delivery isn’t guaranteed, 20
dialup, 235
encapsulation, 104
filtering fragments, 56
fragmentation, 20, 20
from a portable computer, 237
header, 19, 19, 20, 228
hops, 20
host address, 21
host can have multiple addresses, 24
IP-over-IP, 80
labels, see security, labels
multicast, 46

group, 46, 46
network address, 21
options, 26, 67
over IP, 70
packets, 19
routing, see routing
security labels constrain routing, 22
security option, 21
source routing, 26, 67, 69, 72, 86, 89, 116

loose, 26
subnet address, 21
tunneling, 80, 228

with DNS, 80
unicast, 46
use numeric addresses, 93, 94, 99
use of bogus addresses internally, 73

ipcopen, 126
ipcpath, 126
IPng, 236
Iraq, 168
IRC, 156, 252
ISDN, 236
ISS, 149
IV, 215, 216, 231

Jacobson, Van, 147
jail partition, 92, 175–179
Jerusalem, 169
joint ventures, 80–82

sharing file systems, 81

Karlbridge, 74
KDC, 123, 212

external, 225
for RIPEM, 233
must be available in real time, 218
safeguarding, 14

Kerberos, 8, 39, 124, 223–226, 229, 231, 234
attacks on initial ticket, 226
authentication, 78, 211
authenticators, 226
connecting outside realm, 225
instance, 223
interrealm authentication, 250
key distribution, 223
limitations of, 225–226
no hand-held authenticators for, 226
primary name, 223
principal, 223, 224
realm, 223
ticket, 223
ticket-granting ticket, 226
variant of X11, 48

kernel
configuration, see configuration, kernel
configuring mbufs, 89
source code, 86

key, 236
cache, 225
database, 36, 98, 121, 122
distribution, 14, 35, 48, 164, 223, 229,

232–234
Kerberos, 223

distribution problems, 48
expiration, 221
exponential exchange, 35
lifetime, 227
public, 233
RIPEM, 233
session, 35
stealing, 213
validity of RIPEM, 233

Key Distribution Center, see KDC
keyboard, 47
keyrings, 233
keystroke logging, see monitoring
Klaus, C., 149
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knob-twisting, 184, 185

labels, see security, labels
Lamport, Leslie, 121
LAN

commercial monitors, 128
misconfigured router on the gateway, 71
monitoring foiled by encryption, 236
monitoring gateway, 128
network encryption on, 229
policies for home, 235

Latin, Medieval, 199
Laugh-in, 29
laundering connections, see attacks, connection

laundering
law enforcement, xiii
least privilege, 163
legal notation, 199
legal restrictions to cryptography, 212, 231
letter bombs, 115
liability, 206–209

for harboring hackers, 52
libel, 208
library

compatibility, 242
cracklib, 245
design of, 125
get host names, 28
information protocol (X39.50), 107
IPC, 77
logging, 127
modification to, 77
netlib, 183
portable application, 117
proxy, 77, 100
proxylib, 125–126

limitations, 126
selecting gateway for, 126

regular expression, 93
RPC, 135, 137
securelib, 77, 240

obtaining, 240
security problems with shared, 131
shared, 77
shared have had security problems, 254
standard connection validation, 253

SunOS, 240
system cracking, 160
X11 font, 39

Linux
has recent software, 242
has user-level NFS server, 242
suitability for gateway use, 89

lip-print, 123
listener service, System V, 252
load average, 31
lockpicking, 144
logging, 3, 92–93, 98, 110, 113, 117, 127–128,

130–131, 133–134
constant file format, 127
drop-safe, 88, 110, 110
files, 181
finger attempts, 16
forged logs, 200
ftpd, 130–131
guard connections, 97
in ftpd, 101
in inetd, 130
in login, 130
incidents, 127
incoming data, 133
inverse DNS queries, 131
legal concerns, 200–202
mail, 201
needs disk space, 90
noise, 192–193
proxy connections, 189
scanning, after-the-fact, 139
subroutine library, 127
syslog LOG INETD, 127
syslog LOG PROXY, 127
syslog LOG SMTPSCHED, 127
TCP destination, 77
TCP wrapper, 127
use of syslog local entries, 127
useful for the postmaster, 75
with rpcinfo command, 35

login
authenticated, 88
banner, 203
guard, 121
logging improvements, 130
modifications, 131
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sample guard, 121
logs, see logging

monitoring, 139
loopback address, 109
Los Alamos, 168
loss of life, 15
lures, see honey pot

MAC, 221, 221, 222, 224
Macintosh, 127
magic cookie, 47, 164
mail, 11, 29–32, 45, 48, 67, 78, 79

aliases on gateway, 30
aliases provide hacking clues, 30
application gateway, 75
bastion host processing, 94
delivery, 67
delivery through a packet filter, 56
expertise at gateway, 30
fraud, 198
gateway, 75, 88
gateway security, 82
gateway transit time, 95
header lines, 83
headers, 30
incoming, 55, 75, 94–96
is most important network service, 41
logs, 201
mailing list, 30
may not be read by service providers, 205
multimedia, see MIME
outgoing, 94–96
postmaster, 201
return address not reliable, 30
serviced on gateway, 78
unused aliases, 149

mailing list
firewalls, 247
bugtraq, 248

mandatory access control, 22
manners, 15
Markoff, J., 178
MBone, 46, 46–47, 70, 104, 113

gateway relay, 114
ports, 46
session directory, 104

mbufs, the cereal of champions, 89
MD2, 222, 232
MD5, 222, 231–233
media, xiii
Merkle, R., 247
Message Authentication Code, see MAC
microphone, 123
Middle East, 173
military, 6
milk, adulterated, 144
MILTEN Spy, 204
MIME, 31, 31, 44, 107
mine tunnels, 209
minimal trust, 30, 139
MIPS

M/120, 115, 170
Magnum, 88, 89, 115
RISC/OS 4.52, 89

MIT, 223
mobile hosts, 79, 236
modems, 235
modes of operation, see cryptographic, modes of

operation
Mogul, J., 57
monitoring, 32, 43, 48, 79, 128–129, 170,

175–177, 193, 202–206, 232
Ethernet, 137
illegal, 204
passwords, 159
random, may be illegal, 205
tools, 168
wiretap, 4, 12

Morris, R. H., 161
Morris, R.T., 198
mount function, 107, 108
mount daemon, 135, 192
MS-DOS, xii, 128, 233
multicast, 47, see IP, multicast

addresses, 104
audio, 104
backbone, see MBone
reception, 104
router support, 46
routers, 46
session directory, 46

multilevel secure, 81
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Multipurpose Internet Mail Extensions, see
MIME

Murphy’s Law, 7
Muuss, Mike, 148

name service, see also DNS
attacks on, 123
bind 4.9, 243
external, 62
internal, 62

name serving
dumping the database, 145

NASA, 46
National Bureau of Standards, 214
National Security Agency, see NSA
NBS, see National Bureau of Standards
NCR, 73
negligence, see liability
Netherlands, 178
netlib, 184
netnews, 45

defamation via, 208
on a gateway, 45
processing on the gateway, 45
resource hog, 45
security groups, 248
security holes in, 45
source of hacking software, 149
trusted sources, 48

netstat, 90
network

backup links, 73
BSD-derived daemon, 85
disconnection not recommended, 6
external access, 100
hardening internal, 148
internal, 143
internal leaking outside, 145
modified daemons, 139
modified utilities, 126
standard management tools, 80
topology, 73

Network File System, see NFS
Network Information Service, see NIS
Network Layer Security Protocol, see NLSP
Network News Transfer Protocol, see NNTP

network services
dragonmud, 189

Network Time Protocol, see NTP
New York Times, 30, 178, 222
newsgroups

alt.security, 248
comp.risks, 248
comp.security.announce, 248
comp.security.misc, 248
comp.security.unix, 248
comp.sys.*, 248
comp.windows.x, 248
misc.legal.computing, 248
sci.crypt, 248
proprietary, 45
security-related, 156

NFS, 37, 37–38
a more secure implementation, 81
blocked from outside at a university, 73
bogus requests, 108
detecting a hole with NOP, 193
disable on gateways, 90
file handle, 37, 107
is stateless, 37
Linux has user-level server, 242
mount daemon, 192, 193
proxy, 81, 107–108, 111, 126
public archives, 192
requests

NOP, 192, 193
root access prohibited, 38
sample captured request, 192
sample proxy connection, 108
security of a archive site using, 191
suspicious access to, 70
used for auditing, 107
uses DES-authenticated RPC, 35
Version 2, 81
Version 3, 38, 81

NIC, 145
NIS, 14, 36, 36–38, 149, 160, 164

disable on gateways, 90
NIST, 214, see National Bureau of Standards,

220, 222
NLSP, 227, 228, 230
NNTP, 45, 45–46, 191
North America, 187
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Northern Hemisphere, 187
NSA, 161, 217
NSFnet, 4
NTP, 32, 32–33, 70

installation, 109
permit access, 72

numeric IP address, 125, 127, 145

oak trees, 181
OFB, 215, 215, 216, 231
onion, 82

ches doesn’t like, 167, see also garlic
glass, 82

ooze, primordial, 209
Open Shortest Path First, see OSPF
Optimum Systems, 204
Orange Book, 8, 162

access controls, 8
auditing, 8

OSF, 35
OSI, 204, 227
OSPF, 27

authentication, 27
outgoing

access policy, 74
authentication, 115
calls from high-numbered ports, 57
connections, 99
filtering packets, 64
FTP, 75, 115
FTP access, 94
FTP control requires incoming data

connection, 41
FTP data channel connection, 60
laundering calls, 3
mail, 94–96
mail headers, 30
MBone worries us, 113
packet filtering, 56
proxy, 189–190
restrictions, 3, 6
rlogin, 115
secrets, 86
TCP proxy service, 77
TCP services, 99
telnet, 100, 115

UDP packets, 70
vs. incoming TCP calls, 254

output feedback mode, see OFB
outside world, xii

packet filtering, 51, 55, 54–75, 86, 91
AT&T policies, 235
better filter language, 254
block UDP port 2049, 38
blocking hosts, 96
bridge, 129
by subnet, 56
CERT recommendations, 247
compiler, 253
defense against port scanners, 150
distinguishing packet directions, 254
DNS, 57, 61–64, 72, 73, 250
erroneous, 55–56, 65, 66
evaluating, 116–117
fragmentation, 56–57
FTP, 57–60
high port numbers, 46
ICMP, 70
implementation, 74
IP fragmentation, 56
Karlbridge, 243
logging option, 254
MBone, 70, 104
MBone can subvert, 46
menu systems, 116
network provider, 109
on IP address, 243
on port number, 243
on regional network router, 109
other protocols, 70
outbound calls, 56
output only, 88
performance, 74
pinging through, 147
placement, 64–69
port summary, 249–252
portmapper, 35, 64
preventing address-spoofing, 109
recommendations, 254
reject packets with options, 26
removed or erroneous, 6
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requires expertise, 55
routing, 71–73, 80
routing protocols, 254
RPC, 64
RPC requests hard to block, 192
rule order, 66
sample configurations, 73–74
screend, 242
securelib, 240
suppress ICMP Destination Unreachable,

25
TCP considerations, 56
testing, 150
UDP, 69–70
UDP is very hard, 69
X11, 60–61
XDR is hard, 35

packet sucker, 133–135
paranoia, 4, 6, 7, 36, 67, 69, 162
passwd file, see /etc/passwd
passwords, 11–14, 120, 122

why are you wasting your time, 14
captured on logs, 183
converted to Kerberos key, 224
cracking, 14, 168, 226, 236

prevent with cracklib, 245
prevent with passwd+, 245
with crack, 149, 245

don’t use conventional, 86, 245, 253
eliminate need for, 10
files

Berferd wanted to modify, 170
bogus, 12, 168
distributed by NIS, 36
in FTP directory, 42, 148
retrieval attempt rate, 192
shadow, 14, 37, 159
simulated for Berferd, 174
stealing, 160
stealing with tftp, 134

gateway administrative, 129
given out by NIS, 36
guessing, 11–12, 33, 34, 39, 143, 154, 164,

236
by Berferd, 167
over slow lines, 159
with finger information, 165

in encrypted telnet, 229
in exponential key exchange, 220
in log files, 130
in router configuration files, 39
keys generated from, 14
not reliable on tapped lines, 32
obvious, 140
on serial lines, 89
one-time, 32, 78, 96, 116, 120, 120–122,

216, 253
S/Key, 241

optimum length, 13
poorly-chosen, 10
protect private keys, 164
protected by secure telnet, 32
protecting, 14
stealing, 12, 27, 32, 128, 129, 154, 155,

160–161
big-time, 77
by monitoring, 163
from the Ethernet, 236
with fake login, 153
with NIS, 149

stored on a gateway, 131
trafficking, 198
user-selected, 99
via NIS, 37

PC, 24, 43, 73, 74, 76, 122, 127, 139, 141, 163,
191

PCMCIA, 122
PEM, 81, 232, 232–233

modes of operation, 232
pen register, 202
Pennsylvania, 206
Perl script

generated by httpd, 45, 107
personal identification number, see PIN
personal use, 6
pessimism, 8
PGP, 232, 233
philosophy, 55, 116
phone book

determine organizational structure with, 165
network service, xi
on-line, 165

phone-phreaking, 156
Phrack, 156
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physical perimeter, xi
pigeons, 80
PIN, 121, 121, 122, 216
ping, 130
pinglist, 147

derived from traceroute, 147
pirated software, 42
plaintext, 212, 212, 214–216, 218, 220
Plan 9, 98, 113

authentication server, 98
playback monitored terminal sessions, 178
Point-to-Point Protocol, see PPP
police, xiii
politicians, 42
port

above 1023, 57
high-numbered, 57
low-numbered, 57
privileged, see privileged ports

port number, 24, 35, 36, 44, 47, 62, 64, 78, 125,
150, 255

incoming proxy, 94
random, 38, 46, 60, 64, 70, 135
range for ftp connections, 103
special login, 103

portmapper
forwards screened requests, 163
indirect calls, 35

postern gate, see backdoors
postmaster

knows SMTP commands, 30
likes logging, 75
located with SMTP VRFY command, 30
logs have legal use, 201

Postscript
can be dangerous, 31

PPP, 80, 235, 236
Presotto, D., 88
Pretty Good Privacy, see PGP
prime numbers, 218
print service, 76, 93, 94, 113, 114
printouts

can be legal evidence, 200
privacy, 15, 165, 207, 208, 232
Privacy-Enhanced Electronic Mail, see PEM
privileged ports, 24, 34, 35
programs

3-D FS, 77
COPS, 154, 244, 246
Crack, 149, 245, 246
Fremont, 147, 244
ISS, 149, 245
Karlbridge, 243
MILTEN Spy, 204
SATAN, 149, 150, 245
SPI, 246
S/Key, 241
Swatch, 139, 242
TAMU, 244, 245
Telnet, 31, 96, 97, 229
Toolkit, 100
Tripwire, 245
amd, 192
archie, 184
authd, 138
awk, 116, 127
bind, 27, 243
bootp, 149
cracklib, 245
crontab, 188
cron, 43, 111, 139
dig, 100, 130, 145, 147
domainname, 134
emacs, 193
etherfind, 128
expect, 149
expire, 45
expose-me, 153
fingerd, 34, 149
finger, 33, 34, 133–135, 138, 139, 160, 161,

165, 172, 184, 186, 233, 242, 250
fsirand, 38
ftp, 298
gopherd, 45, 103, 107
gopher, 44, 76
grep, 77, 139
httpd, 107
icmpmon, 137, 138
ident, 141, 241
inetd, 31, 91, 92, 130, 134, 240, 254
insidetelnet, 113
ipfilterd, 74
ivs, 252
lex, 162
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login, xi, 12, 31, 32, 94, 97, 101, 114, 130,
131, 140, 153, 154, 159, 176, 184,
254

ls, 38, 42, 161
mail, 62
mount, 107
named, 131
netlib, 183, 190
netstat, 176, 249
nntpd, 45
nslookup, 130, 243
nv, 252
passwd +, 245
passwd, 173, 245
perl, 107, 127
pftp, 126
pinglist, 147, 148
ping, 25, 70, 100, 130, 137, 146, 147, 152,

249
port20, 103, 131
portmapper, 35, 36, 38, 64, 135, 137, 138,

240
portmopper, 135, 136, 138, 188, 191
potmapper, 240
proxyd, 113
proxynfs, 113, 114
proxy, 113
ps, 172, 174, 176, 178, 249
ptelnet, 105, 126
px11, 105, 106
rcp, 193, 251
rexecd, 12
rlogind, 26, 43, 131, 254, 300
rlogin, 8, 10, 28, 42, 43, 72, 78, 96, 104,

110, 118, 121, 134, 171, 172, 183,
184, 191, 229, 241

rm, 15, 174
routed, 90
rpc.mountd, 107
rpcinfo, 35, 149
rshd, 26, 131, 254, 300
rsh, 41, 43, 57, 96, 134, 160, 163, 188, 193
rusers, 16, 138
safe finger, 138, 287
scanports, 149, 150
screend, 57, 66, 74
sd, 252

secrettelnet, 113, 114
securelib, 77, 240
sendmail, 115
seq, 147
serviced.sh, 101
setupsucker, 176
sleep, 170, 173
snefru, 112, 222, 247
socks, 241
sum, 112
su, 12, 154
syslogd, 128, 131
syslog, 130
systat, 191, 249
tail -f, 172
talk, 171, 204
tap, 241
tcpdump, 128, 152, 175, 177, 286
tcpmux, 64, 193, 252
tcpwrapper, 240
telnetd, 94, 97, 101, 111, 131, 254
telnet, 16, 31, 32, 35, 43, 44, 48, 61, 71, 77,

78, 80, 88, 91, 94, 97, 100, 113,
114, 116, 120, 126, 131, 139, 140,
146, 150, 154, 160, 229, 231, 241,
242

tftpd, 14
tftp, 110, 160
traceroute, 70, 100, 130, 139, 145, 147
tripwire, 111, 246
ttcp, 115
upas, 31, 67, 92, 113
uucp, 43, 46
uuencode, 44, 76
vat, 252
whois, 33, 34, 178, 191, 250
who, 176
w, 176, 249
xforward, 241
xgate, 104, 105
xmessage, 105
xmosaic, 107, 115
xp11, 104–106
xterm, 105, 106, 138
yacc, 162
ypx, 149

promiscuous mode, 71
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protocol
failures, 164
layers, 19, 70, 82
should be visible to packet filters, 255

proxy, 99, see also gateway, proxy services
ARP, 91, 152
NFS, see NFS, proxy

proxymach, 126
pseudo-random number generator, 38
pseudo-tty, 101
public key, see cryptography, public key
Puddin’head Wilson, 110
Pusan, S., xiv
puzzle palace, see National Security Agency

r-commands, 42–44, 134
random number generator, 215
Rconnect, 127
recommendations, 253

firewalls, 255
hosts, 253–254
protocols, 254–255
routers, 254

recursion, see recursion
regional network, 90, 109
relay, see gateway, relay services
reliability, 201
Remote File System, see RFS
Remote Procedure Call, see RPC
replay attacks, 223, see attacks, replay
Requests for Comments, 257
reservoir, dangers in owning, 209
RFC, 257
RFS, 81
Rgethostbyname, 99
RIP, 27
RIPEM, 232, 233
Risks Forum, 248, 248
Rivest, R, 218
Riyadh, 172
rlogind

modifications, 131
rm -rf /, 174
roach motel, see jail partition
router, 20, 88, 89, 91, 96

established keyword, 96

access from console, 91
access to network provider’s, 68
choke, 88, 91, 109
configuration, 54–75, 86, 90, 91, 94
configuration files, 39
deflecting routing attacks, 27
external, 91
IP accounting, 189
multicast support, 46
network provider’s, 39
packet filtering, 55, 116
performance, 74
swamped by UDP packets, 25

routing, 26–27, 235, see also packet filtering
asymmetric, 26
attacks, see attacks, routing
configuration, 91
default route, 71, 90
filtering, see packet filtering, routing
ICMP can change, 25
leaks, 80
static, 90
subversion by route confusion, 72
trouble reporting with ICMP, 25

Routing Information Protocol, see RIP
RPC, 34, 34–38

authentication, 34
cryptanalysis of Secure, 164
dump request, 135
filtering, see packet filtering, RPC
library, 135, 137
port scanners, 150
procedure number, 34, 135
program number, 34
secure, 48
sequence number, 34
sequence number vulnerability, 164
suspicious requests, 192
wrapper Potmapper, 240
wrapper portmopper, 135–137
X11 can use secure, 164

RSA, 218, 218
RSAREF, 218, 233
rshd

modifications, 131
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S/Key, 118, 122, 122
obtaining, 241

sacrificial host, 86
satellite links, 227
scanners

UDP, 150
Scotland Yard, 15
screend, 242
SCSI, 202
Scuds, 169, 171
SDNS, 227
SEAL, 75
search warrants, 201
Secure Data Network Systems, see SDNS
secure hash function, 121, 221, 231, 232
secure hash functions, see cryptography, secure

hash functions
Secure RPC, 35, 38, 48

key database, 36
problems with, 164

security
“minimal trust” philosophy, 30
administrative domain, 53
belt-and-suspenders, 88
by obscurity, 85, 135
cost of, 4
definition, 3–4
domains, 53, 53
labels, 21–22, 81

category, 21
level, 21, 22

multilevel, 81
policy, 4, 4–7, 9, 41, 53, 55, 197, 235

set by system administrators, 101
public information, 143
server, 78
strategies, 8–9
vs. convenience, xi, 19

Security Analysis Tool for Auditing Networks,
149

Security Profile Inspector, 246
Seidlitz, 204, 205
select, 89, 94, 115
self-defense, 16
sendmail

based letter bomb, 83
configuration, 30–31

DEBUG hole, 139, 167, 168, 174
disable on gateways, 90
distrust of, 67, 82
hard to configure, 30
most common mailer, 30
non-network security holes, 154, 178
recent bug, 83
SMTP fronts ends for, 31
we don’t trust, 113

sendwhale, see sendmail
sequence numbers, 22, see also TCP, sequence

numbers
attack, 24, 24, 27
design recommendations, 255
initial, 24
vulnerabilities, 164

serial lines, 20, 68, 89
services, 94–109

anonymous FTP, see FTP, anonymous
gateway menu, 99–101
inbound

telnet, 96–98
mail delivery, 94–96
MBone, see MBone
outbound

name service debugging, 100
network debugging, 100
ftp, 100
telnet, 100

outgoing TCP, 99
dig, 100
ping, 100
traceroute, 100
proxy, see services, outgoing TCP
proxy NFS, 107–108
time, 109
WAIS, 107
WWW, 107
X11, 104–106

session directory, 46, 46
packets, 104

setuid, 38, 76, 90, 147, 153, 178
SGI, 74
shadow password file, see passwords, files,

shadow
Shamir, A, 218
shell escape, 101, 140
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in rlogin, 121
shell script, 143, 150

created by sendmail, 173
delivered for gopher via FTP, 107
emulate login, 153
generated by httpd, 45, 107
guard, 98
hidden in /usr/lib/term/.s, 178
provides gateway services, 100
scans for incidents, 181
setupsucker, 176
to check file and directory integrity, 112
to simulate login, 176
uses seq, 147

Shimomura, T., 168, 177
shutdown, 94
signature, digital, see digital signature
Simple Mail Transport Protocol, see SMTP
Simple Network Management Protocol, see

SNMP
Skipjack, 214, 214
smart cards, 122, 122–124

hand-held readers, 122
PCMCIA readers, 122

smart hub, 129
SMTP, 29, 29–31

can disclose hacking information, 146
commands

DEBUG, 168, 170, 171, 182
EXPN, 30
MAIL FROM, 30
RCPT TO, 168
VRFY, 16, 30

configuration, 92
doesn’t have to run as root, 30
passing mail through a gateway, 95
relaying, 95
sample session, 29
sample unfriendly session, 168
security analysis, 113, 114
wrapper, 31, 115

in TIS toolkit, 241
snefru, 112

source, 247
SNMP, 231

access blocked by regional networks, 138,
145

authentication, 231
monitoring packages, 244
often not available on hosts, 138
probes were benign, 191
provides useful hacking information, 145

SO REUSEADDR, 103
social engineering, 155, 160, 160–161
socket, 77, 125
socks, 77, 127

in single machine gateway, 99
modified clients widely available for, 107
modifying clients for, 77
needs access to external name service, 99
obtaining, 241
uses numeric IP address, 76

software engineering, 162
Software Engineering Notes, 248
source address logger, 206
source code

analysis of, 86
for daemons available via FTP, 130

source-routed packets, 114
spider web, 19
spooling, needs disk space, 90
stance, 6, 60, 70, 77, 85, 88
Stanford University, 168, 171–173, 177, 178,

209
stateless servers, 37
stereotyped beginnings, 215
Stevens, W. R., 19
Stoll, C., 142, 173
Stornetta, W, 222
stub routines, 34
subnet address, 21
subversion by route confusion, 72
Sun

portmapper, 64
SunOS, 240
SunOS network monitoring tools, 128

supercomputer, 3
surveillance, 204
swap space, 90
Sweden, 179
swIPe, 229
syslog, 127–128

added to ftpd, 101
added to local daemons, 130
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block external access to, 109
consistent logging format, 127
may listen on UDP port, 128
modifications to, 131
modify to use UNIX-domain socket, 131
sends log to drop-safe, 110

syslogd
-P option, 131
enhanced version in TIS toolkit, 139

System V
listener service, 252
MLS, 22
ps command, 172
Release 3

listener service, 252
Release 4

mailer, 31, 168

T.J. Hooper, 207, 207, 208
TAMU, 74
TCB, 162
TCP, 22, 22–25

acknowledgement number, 22
circuit gateways, see gateway, circuit level
encryption with NLSP, 227–229
filtering, see packet filtering
filtering considerations, 56
half-closed connections, 94
half-open connection, 24
header bits

ACK, 23, 56, 69, 96
FIN, 23
RST, 56
SYN, 23

incoming call for ftp, 94
listen, 24
listen with inetd, see inetd
listen with proxy, 94
listening port

half open, 24
logging, 77
NFS over, 81
open request, 23
outgoing, 99
packet sucker, 134
port number, 24, 24

ports, see TCP ports
proxy service, 77
relay, 82
reliable delivery, 22
sequence number, 22, 164

attack, 164
initial, 23, 24, 164

server ports, 24
servers, 24
service for unserviced packets, 254
services on different interfaces, 86
shutdown, 94
states

TIMEWAIT, 40
synchronize bit, see TCP, header bits, SYN
tracing connections, 141
tunneling, 81, 82, 95

with PPP, 80
with TIS toolkit, 116

URGENT pointer, 94, 126
won’t continue of non-existent session, 56
wrapper, see TCP wrapper

TCP ports, see also Appendix B
515 (printer), 93
6000–6100, 60, 104
privileged, 43
scan with ISS, 149
scanning, 150, 165

TCP wrapper, 92, 91–94, 96, 99, 101, 103, 109,
111, 113, 114, 130

blocking TFTP, 118
logging, 97, 127
obtaining, 240
TIS, 115
Wietse Venema, 240

TCP/IP, 19
tcpdump, 243
telephones, 15
telnet, 31–32
telnetd, see tools, telnetd
TEMPEST, see electronic emissions
terminal, xi
terminal server, 168
terminology, xiii
Texas A&M University, 169
TFTP, 39

blocked from outside at a university, 73
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TGS, 223, 224, 225
thanks, xiv
The Cuckoo’s Egg, 208
theft, 198
theorem, 7
Thompson, Ken, 161
ticket, 224–226

Kerberos ticket-granting ticket, 226
ticket-granting, 224, 224, 225

Ticket-Granting Server, see TGS
tiger teams, 148, 155–156, 236
timestamp

based on ntp, 33
changing a file’s, 33
digital, 222
digital, service, 201
DNS information, 147
Kerberos, 224
SNMP, 231
useful in cryptographic protocols, 33

timestamps, see cryptography, timestamps
tin roof, 181
TIS, 100, 115, see Trusted Information Systems

gateway software, 126
TIS Firewall Toolkit, 115, see tools, TIS toolkit
TLSP, 227, 228

TCP virtual circuits, 227
token, 96, see authenticator, hand-held
tools

inetd, 91–92
authd, 138, 141
gateway, 91–94, 125–131
host scanning, 150
identd

obtaining, 241
inetd

logging improvements, 130
ISS, 149
network administration, 130
network monitoring, 128
network sweeps, 148–150
port scanning, 150
relay, see also gateway, relay services,

93–94
telnetd, 94
TIS toolkit, 44, 98, 115–116, 139, 241

obtaining, 241

wiretapping, 152
Top Secret, 22
Top-Level Certifying Authority, 232
topology, 71, 80
tort, see liability
traceroute, 130, 148, 243
tracing, 141–142
trade secrets, 202
traffic

analysis, 76, 226, 228
incoming, 6

transitive trust, 8, 9, 43, 48, 54, 54, 67
transmission error, see error propagation
Transport Control Protocol, see TCP
Transport Layer Security Protocol, see TLSP
trap and trace device, 202, 205, 206
traps, see honey pot
Trickey, H., 88
Trivial File Transport Protocol, see TFTP
Trojan horses, see attacks, Trojan horse
Truffles, 81
trust, 10, 48, 53
trust graph, 233
Trusted Information Systems, see TIS
trusted path, 8
tugboat, see T.J. Hooper
tunneling, 45, 79, 79–80

encrypted, 73, 255
gateways should support, 255
implement joint ventures, 81
IP level, 228
TCP with PPP, 80
to a shared machine, 81
UDP packets, 78

TV, 171

U.S.C., 199
UDP, 25, 25

pinglist use of, 147
traceroute use of, 130
ban outgoing packets, 70
easy to spoof, 25
echo service, 70
filtering, see packet filtering, UDP
no flow control, 25, 42
packet sucker, 134, 135
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port scanners, 150
safe filtering is hard, 69
sending syslog messages, 131
service for unserviced packets, 254
suitable for query/response applications, 25
tunneling, 78

UDP ports, see also Appendix B
2049 (NFS), 38
21 (FSP), 42
53 (DNS), 62
forgery, 70
MBone, 46
proxy NFS, 107
remap MBone, 104
scanning, 165
syslog, 128

ukase, see edict
umask, 101, 103
United States Code, 199
UNIX

philosophy, 125, 143
Tenth Edition connection server, 125
tools, 127, 153, 181

Urban, M., see fonts, Tengwar
USENET, see netnews
Usenix, 175, 183
user agents, 83
User Datagram Protocol, see UDP
uucp account, 111, 154, 178
uucp program, 43, 75, 95, 160

Van Dyke, Jerry, 171
vendor recommendations, 130–131
Venema, W., 33, 115, 178, 179, 240
video, 86
virtual circuit, 20, 22, 76
virtual terminal, 91
viruses, 16

infecting stolen software with, 42
scan for, 76

voice conversations, legally protected, 205
voiceprint, 122

WAIS, 44
WAN, 229

warez, 42
Wargames dialing, 145
Warrell, C., xiv
weather service, 189
weather forecasts, interrupted, 15
web of trust, 233
webster service, 189
Weinberger, P., 108
whois, 34, 145
Wide Area Information Servers, see WAIS
wild beast, 208
Wilson, N., 108
wire fraud, 198
wiretaps, see monitoring
World Wide Web, see WWW
WORM, 201
worm, see Internet Worm
WWW, 44, 44, 45

file pointer, 44
file pointer checksum, 44
pointer, 44
query scripts, 45

X.25, 69, 142
X11, 47–48

can use DES-authenticated RPC, 35
can use secure RPC, 164
challenge/response security scheme, 48
DES authentication mode, 164
filtering, see packet filtering, X11
font library accessed through TFTP, 39
is dangerous, 106
Kerberos version, 48
must provide own authentication, 163
not handled well by packet filters, 57
protocol has vulnerabilities, 163–164
proxy

with xforward, 241
requires incoming calls, 77
terminals booted with TFTP, 39
through the gateway, 104–106
tools are often not simpler, 253
used to snatch passwords, 160
using xforward, 106
window managers are a special risk, 61

XDR, 35
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xforward

obtaining, 241

xforward, 106

xgate, 104

xp11, 104

Yellow Pages, 36
YP, 36
ypx, 149

Z39.50, 107
zone transfers, 131, 138, 243


