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A Security Review of Protocols:
Lower Layers

In thenext two chapters,wepresentanoverview of theTCP/IPprotocolsuite.Thischaptercovers
thelower layersandsomebasicinfrastructureprotocols,suchasDNS; thenext chapterdiscusses
middlewareandapplications.Although we realizethat this is familiar materialto many people
who readthis book,we suggestthatyou not skip thechapter;our focushereis on security, sowe
discusstheprotocolsandareasof possibledangerin thatlight.

A word of caution:A security-mindedsystemadministratoroftenhasa completelydifferent
view of a network servicethana userdoes.Thesetwo partiesareoften at oppositeendsof the
security/conveniencebalance.Ourviewpoint is tilted towardoneendof thisbalance.

2.1 Basic Protocols

TCP/IPis theusualshorthandfor a collectionof communicationsprotocolsthatwereoriginally
developedunder the auspicesof the U.S. DefenseAdvancedResearchProjectsAgency (then
DARPA, laterARPA, now DARPA again), andwasdeployedon theold ARPANET in 1983.The
overview we canpresenthereis necessarilysketchy. For a morethoroughtreatment,the reader
is referredto any of a numberof books,suchas thoseby Comer [Comer, 2000; Comerand
Stevens,1998;Comeret al., 2000], KuroseandRoss[2002], or Stevens[Stevens,1995;Wright
andStevens,1995;Stevens,1996].

A schematicof thedata�o w is shown in Figure2.1. Eachrow is a differentprotocol layer.
Thetop layercontainstheapplications:mail transmission,login, videoservers,andsoon. These
applicationscall the lower layersto fetchanddeliver their data. In themiddleof thespiderweb
is the InternetProtocol (IP) [Postel,1981b]. IP is a packet multiplexer. Messagesfrom higher
level protocolshaveanIP headerprependedto them.They arethensentto theappropriatedevice
driver for transmission.We will examinetheIP layer�rst.
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Figure2.1: A schematic diagram of the different layers involving TCP/IP.

2.1.1 IP

IP packetsarethebundlesof datathat form thefoundationfor theTCP/IPprotocolsuite. Every
packet carriesa sourceanddestinationaddress,someoptionbits,a headerchecksum,anda pay-
loadof data.A typical IP packet is a few hundredbyteslong. Thesepackets�o w by thebillions
acrosstheworld overEthernets,seriallines,SONETrings,packet radioconnections,framerelay
connections,AsynchronousTransferMode(ATM) links, andsoon.

Thereis nonotionof avirtual circuit or “phonecall” at theIP level: everypacketstandsalone.
IP is anunreliabledatagramservice.No guaranteesaremadethatpacketswill bedelivered,deliv-
eredonly once,or deliveredin any particularorder. Nor is thereany checkfor packetcorrectness.
Thechecksumin theIP headercoversonly thatheader.

1

In fact,thereis noguaranteethatapacketwasactuallysentfrom thegivensourceaddress.
Any hostcantransmitapacketwith any sourceaddress.Althoughmany operatingsystems
control this �eld andensurethat it leaveswith a correctvalue,andalthougha few ISPs

ensurethat impossiblepacketsdo not leave a site [FergusonandSenie,2000], you cannotrely
on the validity of the source address,exceptunder certain carefully controlled circumstances.
Therefore,authenticationcannotrely on the sourceaddress�eld, althoughseveral protocolsdo
just that. In general,attackers cansendpackets with faked returnaddresses:this is called IP
spoo�ng. Authentication,andsecurityin general,mustusemechanismsin higherlayersof the
protocol.
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A packet traveling a long distancewill travel throughmany hops. Eachhop terminatesin a
hostor router, which forwardsthe packet to the next hop basedon routing information. How a
hostor routerdeterminesthepropernext hopis discussedin Section2.2.1.(Theapproximatepath
to agivensitecanbediscoveredwith thetracerouteprogram.SeeSection8.4.3for details.)

Along theway, a routeris allowedto droppacketswithout noticeif thereis too muchtraf�c.
Higherprotocollayers(i.e.,TCP)aresupposedto dealwith theseproblemsandprovideareliable
circuit to theapplication.

If apacket is too largefor thenext hop,it is fragmented. Thatis, it is dividedinto two or more
packets,eachof which hasits own IP header,but only a portionof thepayload.The fragments
make their own separateways to the ultimate destination. During the trip, fragmentsmay be
furtherfragmented.Whenthepiecesarriveat thetargetmachine,they arereassembled.As arule,
no reassemblyis doneat intermediatehops.

2

Somepacket �lters havebeenbreachedby beingfedpacketswith pathologicalfragmenta-
tion [Ziembaet al., 1995]. Whenimportantinformationis split betweentwo packets,the
�lter canmisprocessor simplypassthesecondpacket. Worseyet,therulesfor reassembly

don't say what shouldhappenif two overlappingfragmentshave differentcontent. Perhapsa
�re wall will passoneharmlessvariant,only to �nd thattheotherdangerousvariantis acceptedby
thedestinationhost[Paxson,1998]. (Most �re walls reassemblefragmentedpacketsto examine
their contents.This processingcanalsobea troublespot.) Fragmentsequenceshave alsobeen
chosento tickle bugsin theIP reassemblyroutinesonahost,causingcrashes(seeCERT Advisory
CA-97.28).

IP Addresses

Addressesin IP version4 (IPv4), the currentversion,are32 bits long andaredivided into two
parts,a networkportion anda hostportion. The boundaryis setadministratively at eachnode,
andin factcanvary within a site. (Theoldernotionof �x edboundariesbetweenthetwo address
portionshasbeenabandoned,andhasbeenreplacedby ClasslessInter-DomainRouting(CIDR).
A CIDR network addressis writtenasfollows:

207.99.106.128/25

In this example,the�rst 25 bits arethenetwork �eld (oftencalledthepre�x); thehost�eld is the
remainingsevenbits.)

Hostaddressportionsof eitherall 0s or all 1s arereservedfor broadcastaddresses.A packet
sentwith a foreign network's broadcastaddressis known asa directedbroadcast; thesecanbe
very dangerous,asthey're a way to disruptmany differenthostswith minimal effort. Directed
broadcastshave beenusedby attackers; seeSection5.8 for details. Most routerswill let you
disableforwardingsuchpackets;westronglyrecommendthisoption.

PeoplerarelyuseactualIP addresses:they preferdomainnames.Thenameis usuallytrans-
latedby aspecialdistributeddatabasecalledtheDomainNameSystem, discussedin Section2.2.2.
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2.1.2 ARP

IP packets are often sentover Ethernets. Ethernetdevices do not understandthe 32-bit IPv4
addresses:They transmitEthernetpacketswith 48-bitEthernetaddresses.Therefore,anIP driver
must translatean IP destinationaddressinto an Ethernetdestinationaddress.Although there
aresomestaticor algorithmicmappingsbetweenthesetwo typesof addresses,a tablelookup is
usuallyrequired.TheAddressResolutionProtocol (ARP)[Plummer, 1982] is usedto determine
thesemappings.(ARP is usedon someotherlink typesaswell; theprerequisiteis somesortof
link-level broadcastmechanism.)

ARP works by sendingout an Ethernetbroadcastpacket containingthe desiredIP address.
Thatdestinationhost,or anothersystemactingon its behalf,replieswith a packet containingthe
IP andEthernetaddresspair. This is cachedby thesenderto reduceunnecessaryARPtraf�c.

3

Thereis considerablerisk hereif untrustednodeshave write accessto thelocal net. Such
a machinecouldemit phony ARP queriesor repliesanddivert all traf�c to itself; it could
theneither impersonatesomemachinesor simply modify the datastreamsen passant.

This is calledARP spoo�nganda numberof Hacker Off-the-Shelf(HOTS)packagesimplement
thisattack.

TheARP mechanismis usuallyautomatic.On specialsecuritynetworks,theARP mappings
maybestaticallyhardwired,andtheautomaticprotocolsuppressedto preventinterference.If we
absolutelynever want two hoststo talk to eachother, we canensurethat they don't have ARP
translations(or havewrongARPtranslations)for eachotherfor anextra level of assurance.It can
behardto ensurethatthey neveracquirethemappings,however.

2.1.3 TCP

TheIP layeris freeto drop,duplicate,or deliver packetsoutof order. It is up to theTransmission
Control Protocol(TCP)[Postel,1981c] layerto usethisunreliablemediumto providereliablevir-
tual circuits to users'processes.Thepacketsareshuf�ed around,retransmitted,andreassembled
to matchtheoriginaldatastreamon theotherend.

Theorderingis maintainedby sequencenumbers in every packet. Eachbytesent,aswell as
the openandcloserequests,arenumberedindividually. A separatesetof sequencenumbersis
usedfor eachendof eachconnectionto ahost.

All packets,except for the very �rst TCP packet sentduring a conversation,containan ac-
knowledgmentnumber;it providesthesequencenumberof thenext expectedbyte.

Every TCPmessageis markedascomingfrom a particularhostandport number, andgoing
to adestinationhostandport. The4-tuple

�
localhost� localport� remotehost� remoteport�

uniquelyidenti�es aparticularcircuit. It is notonly permissible,it is quitecommonto havemany
differentcircuitson a machinewith thesamelocal port number;everythingwill behave properly
aslongaseithertheremoteaddressor theportnumberdiffer.

Servers, processesthat wish to provide someInternetservice,listen on particularports. By
convention,server portsare low-numbered.This conventionis not alwayshonored,which can
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causesecurityproblems,asyou'll seelater. Theport numbersfor all of thestandardservicesare
assumedto beknown to thecaller. A listeningportisin somesensehalf-open;only thelocalhost
andport numberareknown. (Strictly speaking,not even the local hostaddressneedbeknown.
Computerscanhave morethanoneIP address,andconnectionrequestscanusuallybeaddressed
to any of thelegal addressesfor thatmachine.)Whenaconnectionrequestpacketarrives,theother
�elds are�lled in. If appropriate,thelocaloperatingsystemwill clonethelisteningconnectionso
thatfurtherrequestsfor thesameportmaybehonoredaswell.

Clientsusetheofferedservices.They connectfrom a localport to theappropriateserverport.
The local port is almostalwaysselectedat randomby the operatingsystem,thoughclientsare
allowedto selecttheirown.

Most versionsof TCP andUDP for UNIX systemsenforcethe rule that only the superuser
(root) cancreatea port numberedlessthan1024. Theseareprivileged ports. The intent is that
remotesystemscantrusttheauthenticityof informationwritten to suchports.Therestrictionis a
conventiononly, andis not requiredby theprotocolspeci�cation. In any event,it is meaningless
onnon-UNIX operatingsystems.Theimplicationsareclear:Onecantrustthesanctityof theport
numberonly if oneis certainthat theoriginatingsystemhassucha rule, is capableof enforcing
it, andis administeredproperly. It is not safeto rely on thisconvention.

TCP Open

TCPopen,a three-stepprocess,is shown in Figure2.2. After theserver receivestheinitial SYN
packet,theconnectionis in ahalf–openedstate.Theserverreplieswith its own sequencenumber,
andawaitsanacknowledgment,thethird and�nal packetof aTCPopen.

Attackershave gamedthis half-openstate.SYN attacks(seeSection5.8.2)�ood the server
with the�rst packetonly, hopingto swampthehostwith half-openconnectionsthatwill neverbe
completed.In addition,the �rst partof this three-stepprocesscanbeusedto detectactive TCP
serviceswithout alerting the applicationprograms,which usuallyaren't informedof incoming
connectionsuntil thethree-packet handshake is complete(seeSection6.3for moredetails).

Thesequencenumbersmentionedearlierhave anotherfunction.Becausetheinitial sequence
numberfor new connectionschangesconstantly, it is possiblefor TCPto detectstalepacketsfrom
previous incarnationsof thesamecircuit (i.e., from previoususesof thesame4-tuple). Thereis
alsoa modestsecuritybene�t: A connectioncannotbe fully establisheduntil both sideshave
acknowledgedtheother's initial sequencenumber.

4

But thereis a threatlurking here. If an attacker canpredict the target's choiceof start-
ing points—andMorris showedthatthiswasindeedpossibleundercertaincircumstances
[Morris, 1985;Bellovin, 1989]—thenit is possiblefor theattacker to trick thetarget into

believing thatit is talkingto atrustedmachine.In thatcase,protocolsthatdependontheIP source
addressfor authentication(e.g.,the“r” commandsdiscussedlater)canbeexploitedto penetrate
thetargetsystem.This is known asasequencenumberattack.

Two furtherpointsareworth noting. First, Morris's attackdependedin parton beingableto
createa legitimateconnectionto the targetmachine.If thoseareblocked,perhapsby a �re wall,
theattackwouldnotsucceed.Conversely, agatewaymachinethatextendstoomuchtrustto inside
machinesmaybevulnerable,dependingontheexactcon�gurationinvolved.Second,theconcept
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Client States

established

Active open

Messages Server States

Half-opened

ACK(SSEQ+1),CSEQ+1

SYN,CSEQ

SYN,ACK(CSEQ+1),SSEQ

Connection

roc.3985 > coot.telnet: S 2131328000:2131328000(0) win 4096
coot.telnet > roc.3985: S 1925568000:1925568000(0) ack 2131328001 win 4096
roc.3985 > coot.telnet: . ack 1 win 4096

Figure 2.2: TCP Open The client sends the server a packet with the SYNbit set, and an initial client
sequence number CSEQ. The server’s reply packet has both the SYNand ACKpackets set, and contains
both the client’s (plus 1) and server’s sequence number (SSEQ) for this session. The client increments its
sequence number, and replies with the ACKbit set. At this point, either side may send data to the other.

of a sequencenumberattackcanbegeneralized.Many protocolsotherthanTCParevulnerable
[Bellovin, 1989]. In fact,TCP's three-way handshake at connectionestablishmenttime provides
moreprotectionthando someotherprotocols. Thehacker communitystartedusingthis attack
in late1995[Shimomura,1996], andit is quitecommonnow (seeCERT AdvisoryCA-95.01and
CERT AdvisoryCA-96.21).

Many OSvendorshave implementedvariousformsof randomizationof the initial sequence
number. Theschemedescribedin [Bellovin, 1996] works;many otherschemesaresusceptibleto
statisticalattacks(seeCERT AdvisoryCA-2001-09).Michal Zalewski [2002] providedtheclever
visualizationsof sequencenumberpredictability shown in Figure 2.3. Simple patternsimply
that the sequencenumberis easilypredictable;diffusecloudsarewhat shouldbe seen. It isn't
thathardto getsequencenumbergenerationright, but asof this writing, mostoperatingsystems
don't. With everythingfrom cell phonesto doorbellsrunninganIP stackthesedays,perhapsit is
time to updateRFC1123[Braden,1989a], includingsamplecode,to getstuff like this right.

TCP Sessions

OncetheTCPsessionis open,it' s full-duplex: data�o ws in bothdirections.It' s a purestream,
with no recordboundaries.The implementationis free to divide userdataamongasmany or as
few packetsasit chooses,withoutregardto thewayin whichthedatawasoriginally writtenby the
userprocess.This behavior hascausedtroublefor some�re walls thatassumeda certainpacket
structure.
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Figure 2.3: These are phase diagrams of the sequence number generators for four operating systems. The
lower right shows a correct implementation of RFC 1948 sequence number generation (by FreeBSD 4.6.)
The artistic patterns of the other three systems denote predictability that can be exploited by an attacker. The
upper right shows IRIX 6.5.15m, the upper left Windows NT 4.0 SP3, and the lower left shows a few of the
the many TCP/IP stacks for OpenVMS.

TheTCP closesequence(seeFigure2.4) is asymmetric;eachsidemustcloseits endof the
connectionindependently.

2.1.4 SCTP

A new transportprotocol,StreamControl TransmissionProtocol (SCTP), hasrecentlybeende-
�ned [Stewartetal., 2000;Coene,2002;OngandYoakum,2002]. LikeTCP, it providesreliable,
sequenceddelivery, but it hasanumberof otherfeatures.

The mostnotablenew featureis the capability to multiplex several independentstreamson
a SCTPconnection.Thus,a future FTP built on top of SCTPinsteadof TCP wouldn't needa
PORT commandto opena separatestreamfor the datachannel. Other improvementsinclude
a four-way handshake at connectionestablishmenttime, to frustratedenial-of-serviceattacks,
record-markingwithin eachstream,optionalunorderedmessagedelivery, andmulti-homingof
eachconnection.It' s a promisingprotocol,thoughit isn't clearif it will catchon. Becauseit' s
new, not many �re walls supportit yet. That is, not many �re walls provide thecapabilityto �lter
SCTPtraf�c on a per-port basis,nor do they have any proxiesfor applicationsrunningon top of
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Client States Messages Server States

Connection
open

Connection
open

FIN

ACK(FIN)

ACK(FIN)

FIN Half-closed

Closed

Closed

Half-closed

coot.telnet > roc.3985: P 87:94(7) ack 45 win 4096
roc.3985 > coot.telnet: . ack 94 win 4096
roc.3985 > coot.telnet: P 45:46(1) ack 94 win 4096
coot.telnet > roc.3985: P 94:98(4) ack 46 win 4096
coot.telnet > roc.3985: F 98:98(0) ack 46 win 4096
roc.3985 > coot.telnet: . ack 99 win 4096
roc.3985 > coot.telnet: F 46:46(0) ack 99 win 4096
coot.telnet > roc.3985: . ack 47 win 4095

Figure 2.4: TCP I/O The TCP connection is full duplex. Each end sends a FIN packet when it is done
transmitting, and the other end acknowledges. (All other packets here contain an ACK showing what has
been received; those ACKs are omitted, except for the ACKs of the FINs.) A reset (RST) packet is sent when
a protocol violation is detected and the connection needs to be torn down.
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SCTP.Moreover, someof thenew features,suchasthecapabilityto addnew IP addressesto the
connectiondynamically, may posesomesecurityissues.Keepa watchful eye on the evolution
of SCTP;it wasoriginally built for telephony signaling,andmay becomean importantpart of
multimediaapplications.

2.1.5 UDP

TheUserDatagramProtocol(UDP) [Postel,1980] extendstoapplicationprogramsthesamelevel
of serviceusedby IP. Deliveryisonabest-effort basis;thereisnoerrorcorrection,retransmission,
or lost, duplicated,or re-orderedpacket detection. Even error detectionis optionalwith UDP.
FragmentedUDP packetsarereassembled,however.

To compensatefor thesedisadvantages,thereis muchlessoverhead.In particular, thereis no
connectionsetup.ThismakesUDPwell suitedto query/responseapplications,wherethenumber
of messagesexchangedis smallcomparedto theconnectionsetupandteardown costsincurredby
TCP.

WhenUDPis usedfor largetransmissions,it tendsto behavebadlyonanetwork. Theprotocol
itself lacks�o w control features,so it canswamphostsandroutersandcauseextensive packet
loss.

UDPusesthesameportnumberandserverconventionsasdoesTCP, but in aseparateaddress
space.Similarly, serversusually(but not always)inhabitlow-numberedports.Thereis nonotion
of a circuit. All packetsdestinedfor a givenport numberaresentto thesameprocess,regardless
of thesourceaddressor portnumber.

5

It is mucheasierto spoofUDP packets thanTCP packets, as thereare no handshakes
or sequencenumbers.Extremecautionis thereforeindicatedwhenusingthesourcead-
dressfrom any suchpacket. Applicationsthatcaremustmake theirown arrangementsfor

authentication.

2.1.6 ICMP

TheInternetControl Message Protocol(ICMP) [Postel,1981a] is thelow-level mechanismused
to in�uence thebehavior of TCPandUDP connections.It canbeusedto inform hostsof a better
route to a destination,to report trouble with a route, or to terminatea connectionbecauseof
network problems.It is alsoa vital partof thetwo mostimportantlow-level monitoringtoolsfor
network administrators:pingandtraceroute[Stevens,1995].

Many ICMP messagesreceivedon a givenhostarespeci�c to a particularconnectionor are
triggeredby a packet sentby thatmachine.Thehacker communityis fond of abusingICMP to
teardown connections.(Ask yourWebsearchenginefor nuke.c.)

6

Worsethings can be donewith Redirect messages.As explainedin the following
section,anyonewho cantamperwith your knowledgeof theproperrouteto a destination
canprobablypenetrateyour machine.TheRedirect messagesshouldbeobeyedonly

byhosts,notrouters,andonlywhenamessagecomesfromarouteronadirectlyattachednetwork.
However, not all routers(or, in somecases,their administrators)arethatcareful;it is sometimes
possibleto abuseICMP to createnew pathsto a destination.If thathappens,you arein serious
troubleindeed.
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Unfortunately, it is extremely inadvisableto block all ICMP messagesat the �re wall. Path
MTU—the mechanismby which hostslearnhow large a packet canbe sentwithout fragmen-
tation—requiresthat certainDestinationUnreachablemessagesbeallowed through[Mogul and
Deering,1990]. Speci�cally, it relieson ICMP DestinationUnreachable,Code4 messages:The
packet is too large, but the “Don' t Fragment”bit wasset in the IP header. If you block these
messagesandsomeof your machinessendlargepackets,you canendup with hard-to-diagnose
deadspots. The risks notwithstanding,we stronglyrecommendpermittinginboundPath MTU
messages.(Note that thingslike IPsectunnelsandPPPover Ethernet,which is commonlyused
by DSL providers,canreducetheeffectiveMTU of a link.)

IPv6hasits own versionof ICMP [ContaandDeering,1998]. ICMPv6 is similar in spirit, but
is noticeablysimpler;unusedmessagesandoptionshavebeendeleted,andthingslikePathMTU
now have their own messagetype,whichsimpli�es �ltering.

2.2 Managing Addresses and Names

2.2.1 Routers and Routing Protocols

“Roo
���

ting” is what fansdo at a football game,what pigs do for truf�es underoak
treesin theVaucluse,andwhatnurseryworkersintenton propagationdo to cuttings
from plants.“Rou

� �
ting” is how onecreatesa bevelededgeon a tabletopor sendsa

corpsof infantrymeninto full-scale,disorganizedretreat.Eitherpronunciationis cor-
rectfor routing, which refersto theprocessof discovering,selecting,andemploying
pathsfrom oneplaceto another(or to many others)in anetwork.1

OpenSystemsNetworking:TCP/IPandOSI
—DAVID M. PISCITELLO AND A. LYMAN CHAPIN

Routing protocolsare mechanismsfor the dynamicdiscovery of the properpathsthroughthe
Internet.They arefundamentalto theoperationof TCP/IP. Routinginformationestablishestwo
paths:from thecalling machineto thedestinationandback.Thesecondpathmayor maynot be
thereverseof the�rst. Whenthey aren't, it is calledanasymmetricroute. Thesearequitecommon
ontheInternet,andcancausetroubleif youhavemorethanone�re wall (seeSection9.4.2).From
a securityperspective, it is the returnpaththat is oftenmoreimportant. Whena targetmachine
is attacked,whatpathdo thereverse-�owing packetstake to theattackinghost?If theenemycan
somehow subvert the routing mechanisms,thenthe target canbe fooled into believing that the
enemy'smachineis reallyatrustedmachine.If thathappens,authenticationmechanismsthatrely
onsourceaddressveri�cation will fail.

1. If you're talking to someonefrom Down Under, pleasepronounceit “Rou
���

ting.”
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7

Thereare a numberof ways to attackthe standardrouting facilities. The easiestis to
employ theIP loosesourcerouteoption. With it, thepersoninitiating a TCPconnection
canspecifyanexplicit pathto thedestination,overridingtheusualrouteselectionprocess.

Accordingto RFC 1122[Braden,1989b], the destinationmachinemustusethe inverseof that
pathasthereturnroute,whetheror not it makesany sense,which in turn meansthatanattacker
canimpersonateany machinethatthetargettrusts.

Theeasiestway to defendagainstsourceroutingproblemsis to rejectpacketscontainingthe
option. Many routersprovide this facility. Sourcerouting is rarely usedfor legitimatereasons,
althoughthosedo exist. For example,it canbe usedfor debuggingcertainnetwork problems;
indeed,many ISPsusethis function on their backbones.You will do yourself little harm by
disablingit atyour �re wall—theusesmentionedaboverarelyneedto crossadministrativebound-
aries.Alternatively, someversionsof rlogindandrshdwill rejectconnectionswith sourcerouting
present.This option is inferior becausetheremay be otherprotocolswith the sameweakness,
but without the sameprotection. Besides,oneabuseof sourcerouting—learningthe sequence
numbersof legitimateconnectionsin orderto launchasequence-numberguessingattack—works
evenif thepacketsaredroppedby theapplication;the�rst responsefrom TCPdid thedamage.

8

Anotherpathattackerscantakeis toplaygameswith theroutingprotocolsthemselves.For
example,it is relatively easyto injectbogusRoutingInformationProtocol(RIP) [Malkin,
1994] packetsinto a network. Hostsandotherrouterswill generallybelieve them. If the

attackingmachineis closerto thetargetthanis therealsourcemachine,it is easyto divert traf�c.
Many implementationsof RIP will even accepthost-speci�croutes,which aremuchharderto
detect.

Someroutingprotocols,suchasRIP version2 [Malkin, 1994] andOpenShortestPath First
(OSPF)[Moy, 1998], provide for an authentication�eld. Theseareof limited utility for three
reasons.First,somesitesusesimplepasswordsfor authentication,eventhoughOSPFhasstronger
variants. Anyone who hasthe ability to play gameswith routing protocolsis also capableof
collectingpasswordswanderingby on thelocalEthernetcable.Second,if a legitimatespeaker in
theroutingdialoghasbeensubverted,thenits messages—correctlyandlegitimatelysignedby the
propersource—cannotbetrusted.Finally, in mostroutingprotocols,eachmachinespeaksonly to
its neighbors,andthey will repeatwhatthey aretold, oftenuncritically. Deceptionthusspreads.

Not all routingprotocolssuffer from thesedefects.Thosethatinvolvedialogsbetweenpairsof
hostsareharderto subvert, althoughsequencenumberattacks,similar to thosedescribedearlier,
may still succeed.A strongerdefenseis topological. Routerscanandshouldbe con�gured so
that they know what routescanlegally appearon a given wire. In general,this canbe dif�cult
to achieve, but �re wall routersareideally positionedto implementtheschemerelatively simply.
This canbe hard if the routing tablesare too large. Still, the generalcaseof routing protocol
securityis a researchquestion.

SomeISPsuseOSI's IS-IS routingprotocolinternally, insteadof OSPF.This hastheadvan-
tagethat customerscan't inject falserouting messages:IS-IS is not carriedover IP, so thereis
no connectivity to customers.Notethat this techniquedoesnot helpprotectagainstinternalBad
Guys.
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BGP

Border GatewayProtocol (BGP)distributesrouting informationover TCPconnectionsbetween
routers.It is normallyrun within or betweenISPs,betweenanISPanda multi-homedcustomer,
andoccasionallywithin a corporateintranet. The detailsof BGP arequite arcane,andwell be-
yondthescopeof this book—see[Stewart,1999] for a gooddiscussion.We cancover important
securitypointshere,however.

BGP is usedto populatethe routing tablesfor the coreroutersof the Internet. The various
AutonomousSystems(AS) tradenetwork location information via announcements.Thesean-
nouncementsarrive in a steadystream,oneevery coupleof secondson average.It cantake 20
minutesor morefor an announcementto propagatethroughthe entirecoreof the Internet. The
pathinformationdistributeddoesnot tell thewholestory:Theremaybespecialarrangementsfor
certaindestinationsor packet types,andotherfactors,suchasrouteaggregationandforwarding
delays,canmuddlethings.

Clearly, theseannouncementsarevital, andincorrectannouncements,intentionalorotherwise,
candisruptsomeor even mostof the Internet. Corruptannouncementscanbe usedto perform
a varietyof attacks,andwe probablyhaven't seentheworstof themyet. We have heardreports
of evildoersplaying BGP games,diverting packet �o ws via GRE tunnels(seeSection10.4.1)
throughconvenientroutersto eavesdropon, hijack, or suppressInternetsessions.Othersan-
nouncea routeto their own network, attacka target,andthenremove their routebeforeforensic
investigatorscanprobethesourcenetwork.

ISPshavebeendealingwith routingproblemssincethebeginningof time. SomeBGPchecks
are easy: an ISP can �lter announcementsfrom its own customers.But the ISP cannot�lter
announcementsfrom its peers—almostanything is legal. The infrastructureto �x this doesn't
exist at themoment.

Theoretically, it is possibleto hijackaBGPTCPsession.MD5 BGPauthenticationcanprotect
againstthis (see[Heffernan,1998]) andis available,but it is notwidely used.It shouldbe.

Someproposalshave beenmadeto solve theproblem[Kentet al., 2000b,2000a;Goodellet
al., 2003;Smith andGarcia-Luna-Aceves,1996]. Oneproposal,S-BGP,providesfor chainsof
digital signatureson the entirepathreceived by a BGP speaker, all the way backto the origin.
Severalthings,however, arestandingin thewayof deployment:

• Performanceassumptionsseemto be unreasonablefor a busy router. A lot of public key
cryptography is involved, which makes the protocolvery compute-intensive. Somepre-
computationmayhelp,but hardwareassistsmaybenecessary.

• A Public Key Infrastructure (PKI) basedon authorizedIP addressassignmentsis needed,
but doesn't exist.

• Somepeoplehavepolitical concernsabouttheexistenceof acentralroutingregistry. Some
companiesdon't want to explicitly revealpeeringarrangementsandcustomerlists, which
canbea targetfor salesmenfrom competingorganizations.

For now, the best solution for end-users(and, for that matter, for ISPs) is to do regular
traceroutes to destinationsof interest,including the nameservers for major zones. Although
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Table2.1: Some Important DNS Record Types
Type Function

A IPv4addressof aparticularhost
AAAA IPv6addressof ahost

NS Nameserver. Delegatesasubtreeto anotherserver.
SOA Startof authority. Denotesstartof subtree;containscacheandcon�gu-

rationparameters,andgivestheaddressof thepersonresponsiblefor the
zone.

MX Mail exchange.Namesa hostthatprocessesincomingmail for thedes-
ignatedtarget.Thetargetmaycontainwildcardssuchas* .ATT.COM, so
thatasingleMX recordcanredirectthemail for anentiresubtree.

CNAME An aliasfor therealnameof thehost
PTR Usedto mapIP addressesto hostnames

HINFO Host type andoperatingsysteminformation. This cansupplya hacker
with a list of targetssusceptibleto a particularoperatingsystemweak-
ness.This recordis rare,andthatis good.

WKS Well-known services,a list of supportedprotocols.It is rarelyused,but
couldsaveanattacker anembarrassingport scan.

SRV ServiceLocation — usethe DNS to �nd out how to get to contacta
particularservice.Also seeNAPTR.

SIG A signaturerecord;usedaspartof DNSsec
DNSKEY A publickey for DNSsec
NAPTR NamingAuthority Pointer, for indirection

theindividual hopswill changefrequently, theso-calledAS pathto nearby, majordestinationsis
likely to remainrelatively stable.Thetraceroute-aspackagecanhelpwith this.

2.2.2 The Domain Name System

The DomainNameSystem(DNS) [Mockapetris,1987a,1987b;Lottor, 1987;Stahl,1987] is a
distributed databasesystemusedto map host namesto IP addresses,and vice versa. (Some
vendorscall DNS bind, after a commonimplementationof it [Albitz and Liu, 2001].) In its
normalmodeof operation,hostssendUDP queriesto DNS servers. Servers reply with either
theproperansweror informationaboutsmarterservers. Queriescanalsobemadevia TCP, but
TCPoperationis usuallyreserved for zonetransfers. Zonetransfersareusedby backupservers
to obtaina full copy of their portionof thenamespace.They arealsousedby hackersto obtaina
list of targetsquickly.

A numberof differentsortsof resourcerecords(RRs)arestoredby theDNS. An abbreviated
list is shown in Table2.1.

The DNS namespaceis treestructured.For easeof operation,subtreescanbe delegatedto
other servers. Two logically distinct treesare used. The �rst tree mapshost namessuchas
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SMTP.ATT.COM to addresseslike 192.20.225.4. Otherper-host informationmay optionally be
included,suchasHINFO or MX records. The secondtree is for inverse queries, andcontains
PTR records.In thiscase,it wouldmap4.225.20.192.IN-ADDR.ARPA to SMTP.ATT.COM. There
is no enforcedrelationshipbetweenthe two trees,thoughsomesiteshave attemptedto mandate
sucha link for someservices.Theinversetreeis seldomaswell-maintainedandup-to-dateasthe
commonlyusedforwardmappingtree.

Thereareproposalsfor othertrees,but they arenotyetwidely used.
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The separationbetweenforward namingand backward namingcan lead to trouble. A
hacker who controlsa portion of the inversemappingtreecanmake it lie. That is, the
inverserecordcould falsely containthe nameof a machineyour machinetrusts. The

attacker thenattemptsanrlogin to your machine,which, believing thephony record,will accept
thecall.

Most newer systemsarenow immuneto this attack. After retrieving theputative hostname
via theDNS, they usethatnameto obtaintheir setof IP addresses.If theactualaddressusedfor
theconnectionis not in this list, thecall is bouncedandasecurityviolation logged.

Thecross-checkcanbeimplementedin eitherthelibrary subroutinethatgenerateshostnames
from addresses(gethostbyaddr on many systems)or in thedaemonsthatareextendingtrust
basedonhostname.It is importantto know how youroperatingsystemdoesthecheck;if youdo
not know, you cannotsafelyreplacecertainpieces.Regardless,whichever componentdetectsan
anomalyshouldlog it.
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Thereis a moredamagingvariantof this attack[Bellovin, 1995]. In this version,theat-
tackercontaminatesthetarget's cacheof DNSresponsesprior to initiating thecall. When
the target doesthe cross-check,it appearsto succeed,andthe intrudergainsaccess.A

variationon this attackinvolves�ooding the target's DNS server with phony responses,thereby
confusingit. We've seenhacker's toolkitswith simpleprogramsfor poisoningDNScaches.

Althoughthevery latestimplementationsof theDNSsoftwareseemto beimmuneto this, it is
imprudentto assumethattherearenomoreholes.Westronglyrecommendthatexposedmachines
not rely onname-basedauthentication.Address-basedauthentication,thoughweak,is farbetter.

There is also a dangerin a featureavailable in many implementationsof DNS resolvers
[Gavron, 1993]. They allow usersto omit trailing levels if thedesirednameandtheuser's name
havecomponentsin common.This is apopularfeature:Usersgenerallydon't like to spellout the
fully quali�ed domainname.

For example,supposesomeoneon SQUEAMISH.CS.BIG.EDU tries to connectto somedes-
tination FOO.COM. The resolver would try FOO.COM .CS.BIG.EDU, FOO.COM .BIG.EDU, and
FOO.COM .EDU beforetrying (the correct)FOO.COM. Thereinlies the risk. If someonewere
to createadomainCOM .EDU, they couldintercepttraf�c intendedfor anythingunder.COM. Fur-
thermore,if they hadany wildcardDNS records,thesituationwould beevenworse.A cautious
usermay wish to usea rooteddomainname, which hasa trailing period. In this example,the
resolver won't play thesegamesfor theaddressX .CS.BIG.EDU. (notethetrailing period).A cau-
tioussystemadministratorshouldsetthesearchsequencesothatonly thelocaldomainis checked
for unquali�ed names.

Authenticationproblemsaside,theDNSis problematicfor otherreasons.It containsawealth
of informationabouta site: Machinenamesandaddresses,organizationalstructure,andso on.
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Thinkof thejoy aspy wouldfeelonlearningof amachinenamedFOO.7ESS.MYMEGACORP.COM,
and then being able to dump the entire 7ESS.MYMEGACORP.COM domainto learn how many
computerswereallocatedto developinganew telephoneswitch.

Somehave pointedout that peopledon't put their secretsin host names,and this is true.
Namesanalysiscanprovide usefulinformation,however, just astraf�c analysisof undeciphered
messagescanbeuseful.

Keepingthis information from the overly curiousis hard. Restrictingzonetransfersto the
authorizedsecondaryservers is a goodstart, but clever attackers canexhaustively searchyour
network addressspacevia DNS inversequeries,giving thema list of hostnames.From there,
they cando forward lookupsandretrieve otheruseful information. Furthermore,namesleak in
otherways,suchasReceived: lines in mail messages.It' s worth someeffort to block such
things,but it' s probablynot worth too mucheffort or too muchworry; nameswill leak,but the
damageisn't great.

DNSsec

The obvious way to �x the problemof spoofedDNS recordsis to digitally sign them. Note,
though,that this doesn't eliminatethe problemof the inversetree—if the owner of a zoneis
corrupt,he or shecancheerfullysign a fraudulentrecord. This is preventedvia a mechanism
known asDNSsec[Eastlake, 1999]. The basicideais simpleenough:All “RRsets”in a secure
zonehaveaSIG record.Publickeys (signed,of course)arein theDNStree,too,takingtheplace
of certi�cates. Moreover, a zonecanbesignedof�ine, therebyreducingtheexposureof private
zone-signingkeys.

As always, the devil is in the details. The original versions[Eastlake andKaufman,1997;
Eastlake,1999] werenotoperationallysound,andtheprotocolwaschangedin incompatibleways.
Otherissuesincludethesizeof signedDNS responses(DNS packetsarelimited to 512bytesif
sentby UDP, thoughthisis addressedby EDNS0[Vixie, 1999]); thedif�culty of signingamassive
zonelike .COM; how to handleDNS dynamicupdate;andsubtletiessurroundingwildcardDNS
records.There'salsoquiteadebategoingonabout“opt-in”: Shouldit bepossibleto haveazone
(suchas.COM) whereonly someof thenamesaresigned?

Theseissuesandmorehave delayedany widespreaduseof DNSsec.At this time, it appears
likely thatdeploymentwill �nally startin 2003,but we'vebeenoverly optimisticbefore.

2.2.3 BOOTP and DHCP

The DynamicHost Con�guration Protocol (DHCP) is usedto assignIP addressesandsupply
otherinformationto bootingcomputers(or onesthat wake up on a new network). The booting
client emitsUDP broadcastpacketsanda server repliesto thequeries.Queriescanbeforwarded
to othernetworksusinga relayprogram.Theservermaysupplya �x edIP address,usuallybased
on theEthernetaddressof thebootinghost,or it mayassignanaddressout of a pool of available
addresses.DHCPis anextensionof theolder, simplerBOOTP protocol. WhereasBOOTP only
deliversa singlemessageat boot time, DHCP extensionsprovide for updatesor changesto IP
addressesandotherinformationafterbooting. DHCPserversoften interfacewith a DNS server
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to provide currentIP/namemapping. An authenticationschemehasbeendevised [Dromsand
Arbaugh,2001], but it is rarelyused.

Theprotocolcansupplyquitea lot of information—thedomainnameserveranddefault route
addressandthe default domainnameaswell asthe client's IP address.Most implementations
will usethis information.It canalsosupplyaddressesfor thingssuchasthenetwork timeservice,
which is ignoredby mostimplementations.

For installationsof any size,it isnearlyessentialto runDHCP.It centralizestheadministration
of IP addresses,simplifying administrative tasks. Dynamic IP assignmentsconserve scarceIP
addressspaceusage.It easilyprovidesIP addressesfor visiting laptopcomputers—coffeeshops
thatprovide wirelessInternetaccesshave to run this protocol. DHCPrelayagentseliminatethe
needfor aDHCPserver oneveryLAN segment.

DHCP logs areimportantfor forensics,especiallywhenIP addressesareassigneddynami-
cally. It is oftenimportantto know which hardwarewasassociatedwith anIP addressat a given
time; theloggedEthernetaddresscanbeveryuseful.Law enforcementis oftenvery interestedin
ISPDHCPlogs(andRADIUS or otherauthenticationlogs;seeSection7.7)shortlyaftera crime
is detected.

Theprotocolis usedonlocalnetworks,whichlimits thesecurityconcernssomewhat.Booting
clientsbroadcastqueriesto the local network. Thesecanbeforwardedelsewhere,but eitherthe
server or the relay agentneedsaccessto the local network. Becausethe bootinghostdoesn't
know its own IP addressyet, the responsemustbe deliveredto its layer 2 address,usually its
Ethernetaddress.Theserver doesthis by eitheraddinganentryto its own ARP tableor emitting
a raw layer2 packet. In any case,this requiresdirectaccessto thelocal network, which a remote
attacker doesn't have.

BecausetheDHCP queriesaregenerallyunauthenticated,the responsesaresubjectto man-
in-the-middleandDOSattacks,but if anattacker alreadyhasaccessto thelocalnetwork, thenhe
or shecanalreadyperformARP-spoo�ngattacks (seeSection2.1.2). Thatmeansthereis little
addedrisk in choosingto run the BOOTP/DHCPprotocol. The interfacewith the DNS server
requiresa secureconnectionto the DNS server; this is generallydonevia the symmetric-key
variantof SIG records.

RogueDHCP serverscanbeatthe of�cial server to supplyingan answer, allowing various
attacks.Or, they canswampthe of�cial server with requestsfrom differentsimulatedEthernet
addresses,consumingall theavailableIP addresses.

Finally, someDHCPclientsimplementleaseprocessingdangerously. For example,dhclient,
which runson many UNIX systems,leavesa UDP socket open,with a privilegedclient program,
runningfor theduration.This is anunnecessarydoorinto theclienthost:It needonly beopenfor
occasionalprotocolexchanges.

2.3 IP version 6

IP version6 (IPv6) [DeeringandHinden,1998] is muchlike thecurrentversionof IP, only more
so. Thebasicphilosophy—IP is anunreliabledatagramprotocol,with a minimal header—is the
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same,but thereareapproximately
���

detailsthatmatter. Virtually all of thesupportingelements
aremorecomplex.
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Themostimportantthing to know aboutIPv6 is thateasyrenumberingis oneof thede-
signgoals.Thismeansthatany address-basedaccesscontrolsneedto know aboutrenum-
bering,andneedto be updatedat the right times. Of course,they needto know about

authenticrenumberingevents;fraudulentonesshould,of course,be treatedwith thepropermix
of disdainandcontempt.

Renumberingdoesn't occurinstantaneouslythroughouta network. Rather, thenew pre�x—
thelow-orderbitsof hostsaddressesarenot touchedduringrenumbering—isphasedin gradually.
At any time,any giveninterfacemayhaveseveraladdresses,with somelabeled“deprecated,” i.e.,
theiruseis discouragedfor new connections.Old connections,however, cancontinueto usethem
for quitesometime,whichmeansthat�re wallsandthelikeneedto acceptthemfor awhile, too.

2.3.1 IPv6 Address Formats

IPv6 addressesaren't simple128-bitnumbers.Rather, they have structure[HindenandDeering,
1998], andthe structurehassemanticimplications. Therearemany differentforms of address,
andany interfacecanhave many separateaddressesof eachtypesimultaneously.
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Thesimplestaddresstypeis theglobalunicastaddress, whichis similarto IPv4addresses.
In the absenceof othercon�guration mechanisms,suchasa DHCP server or staticad-
dresses,hostscangeneratetheirown IPv6addressfrom thelocalpre�x (seeSection2.3.2)

andtheir MAC address.BecauseMAC addressestendto beconstantfor long periodsof time, a
mechanismis de�ned to createtemporaryaddresses[Nartenand Draves, 2001]. This doesn't
causemuchtroublefor �re walls, unlessthey're extendingtruston thebasisof sourceaddresses
(i.e., if they're miscon�gured). But it doesmake it a lot harderto trackdown a miscreant's ma-
chineafterthefact. If you needto do that,your routerswill needto log whatMAC addressesare
associatedwith whatIPv6addresses—androutersarenot, in general,designedto log suchthings.

Thereis a specialsubsetof unicastaddressesknown asanycastaddresses. Many different
nodesmaysharethesameanycastaddress;theintentis thatclientswishingto connectto aserver
atsuchanaddresswill �nd theclosestinstanceof it. “Close” is measured“asthepackets�y ,” i.e.,
theinstancethattheroutingsystemthinksis closest.

Anotheraddresstype is thesite-localaddress. Site-localaddressesareusedwithin a “site”;
borderroutersaresupposedto ensurethatpacketscontainingsuchsourceor destinationaddresses
donotcrosstheboundary. Thismightbeausefulsecuritypropertyif youaresurethatyourborder
routersenforcethisproperly.

At presstime, therewasno consensuson whatconstitutesa “site.” It is reasonablylikely that
thede�nition will be restricted,especiallycomparedto the(deliberate)earlyvagueness.In par-
ticular, asiteis likely to have a localizedview of theDNS,sothatoneplayer's internaladdresses
aren't visible to others.Direct routingbetweentwo independentsitesis likely to bebanned,too,
sothatroutersdon't have to dealwith two or moredifferentinstancesof thesameaddress.

It isn't atall clearthatasiteboundaryis anappropriatemechanismfor settingsecuritypolicy.
If nothingelse,it maybetoo large.Worseyet,sucha mechanismoffersno opportunityfor �ner -
grainedaccesscontrols.
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Link-local addressesaremorestraightforward. They canonly be usedon a singlelink, and
arenever forwardedby routers.Link-local addressesareprimarily usedto talk to thelocal router,
or duringaddresscon�guration.

Multicast is a one-to-many mechanismthat canbe thoughtof as a subsetof broadcast.It
is a way for a senderto transmitan IP packet to a groupof hosts. IPv6 makes extensive use
of multicast; things that weredonewith broadcastmessagesin IPv4, suchas routing protocol
exchanges,are donewith multicast in IPv6. Thus, the addressFF02:0:0:0:0:0:0:2means“all
IPv6 routerson this link.” Multicastaddressesarescoped;thereareseparateclassesof addresses
for nodes,links, sites,andorganizations,aswell asthe entireInternet. Borderroutersmustbe
con�guredproperlyto avoid leakingcon�dential information,suchasinternalvideocasts.

2.3.2 Neighbor Discovery

In IPv6, ARP is replacedby theNeighborDiscovery(ND) protocol[Nartenet al., 1998]. ND is
muchmorepowerful, andis usedto setmany parameterson endsystems.This,of course,means
that abuseof ND is a seriousmatter; unfortunately, at the momentthereare no well-de�ned
mechanismsto secureit. (TheND speci�cationspeaksvaguelyof usingAuthenticationHeader
(AH) (which is part of IPsec),but doesn't explain how the relevant securityassociationsshould
be setup.) Thereis onesaving grace:ND packetsmusthave their hop limit set to 255, which
preventsoff-link nodesfrom sendingsuchpacketsto anunsuspectingdestination.

PerhapsthemostimportantextrafunctionprovidedbyND ispre�x announcement.Routerson
a link periodicallymulticastRouterAdvertisement(RA)messages;hostsreceiving suchmessages
updatetheir pre�x lists accordingly. RA messagesalsotell hostsaboutrouterson their link; false
RA messagesarea lovely way to divert traf�c.

The messagesarecopiouslylardedwith timers: what the lifetime of a pre�x is, how long
a default route is good for, the time interval betweenretransmissionsof NeighborSolicitation
messages,andsoon.

2.3.3 DHCPv6

Becauseone way of doing somethingisn't enough,IPv6 hostscan also acquireaddressesvia
IPv6's versionof DHCP. Notabledifferencesfrom IPv4's DHCPincludethecapabilityto assign
multipleaddressesto aninterface,strongbidirectionalauthentication,andanoptionalmechanism
for revocationof addressesbeforetheir leasesexpire. The latter mechanismrequiresclients to
listencontinuallyon their DHCPports,which maypresenta securityhazard;no otherstandards
mandatethat client-only machineslisten on any ports. On the otherhand,the ability to revoke
leasescanbeveryusefulif you'veaccidentallysettheleasetime toohigh,or if youwantto bring
down a DHCPserver for emergency maintenanceduring leaselifetime. Fortunately, this feature
is supposedto becon�gurable;wesuggestturningit off, andusingmodestleasetimesinstead.

2.3.4 Filtering IPv6

WedonothavewideareaIPv6yetonmostof theplanet,soseveralprotocolshavebeendeveloped
to carryIPv6 over IPv4. If you do not wantIPv6, tunneledtraf�c shouldbeblocked. If you want
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IPv6 traf�c (andyou're readingthis book),you'll needanIPv6 �re wall. If your primary�re wall
doesn't do this, you'll needto permit IPv6 tunnels,but only if they terminateon the outsideof
your IPv6 �re wall. Thisneedsto beengineeredwith caution.

Thereareseveralwaysto tunnelIPv6 over anIPv4 cloud. RFC3056[CarpenterandMoore,
2001] speci�esaprotocolcalled6to4, whichencapsulatesv6 traf�c in IPv4packetswith thepro-
tocol number41. Thereis runningcodefor 6to4in thevariousBSD operatingsystems.Another
protocol,6over4 [CarpenterandJung,1999], is similar. Packet �lters canrecognizethis traf�c
andeitherdrop it or forward it to somethingthat knows what to do with tunneledtraf�c. The
�re wall packageipf, discussedin Section11.3.2,can�lter IPv6; however, many current�re walls
donot.

Anotherschemefor tunnelingIPv6over IPv4 is calledTeredo. (Teredonavalisis ashipworm
that boresits way throughwoodenstructuresand causesextensive damageto shipsand other
woodenstructures.)The protocolusesUDP port 3544andpermitstunnelingthroughNetwork
AddressTranslation(NAT) boxes[SrisureshandEgevang,2001]. If youareconcernedaboutthis,
blockUDPport3544.While it is alwaysprudentto blockall UDPports,excepttheonesthatyou
explicitly want to open,it is especiallyimportantto make surethat �re walls block this one. If
usedfrom behindaNAT box,Teredoreliesonanoutsideserver with aglobally routableaddress.
Giventhedif�culty of knowing how many NAT boxesoneis behind,especiallyasthenumbercan
vary dependingon your destination,this schemeis controversial. It is not clearif or whenit will
bestandardized.

A �nal schemefor tunnelingIPv6over today's Internetis basedoncircuit relays[Haginoand
Yamamoto,2001]. With these,a router-basedrelayagentmapsindividual IPv6 TCPconnections
to IPv4TCPconnections;theseareconvertedbackat thereceiving router.

2.4 Network Address Translators

We'rerunningoutof IPaddresses.In fact,somewouldsaythatwehavealreadyrunout. Theresult
hasbeenthe proliferationof NAT boxes[SrisureshandHoldrege, 1999;TsirtsisandSrisuresh,
2000;SrisureshandEgevang,2001]. Conceptually, NATsaresimple:they listenononeinterface
(which probablyusesso-calledprivate addressspace[Rekhteret al., 1996]), and rewrite the
sourceaddressandportnumbersonoutboundpacketsto usethepublicsourceIP addressassigned
to theotherinterface. On reply packets,they performtheobvious inverseoperation.But life in
therealworld isn't thateasy.

Many applicationssimplywon't work throughNATs. Theapplicationdatacontainsembedded
IP addresses(see,for example,thedescriptionof FTPin Section3.4.2);if theNAT doesn't know
how to alsorewrite thedatastream,thingswill break.

Incomingcalls to dynamicportsdon't work very well either. Most NAT boxeswill let you
routetraf�c to speci�c statichostsandports;they can't copewith arbitraryapplicationprotocols.

To besure,commercialNATs do know aboutcommonhigher-level protocols.But if you run
somethingunusual,or if a new oneis developedandyour vendordoesn't supportit (or doesn't
supportit onyourbox, if it' smorethanayearor soold), you'reoutof luck.
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Froma securityperspective,a moreseriousissueis thatNATs don't getalongvery well with
encryption.Clearly, a NAT can't examineanencryptedapplicationstream.Lessobviously, some
formsof IPsec(seeSection18.3)areincompatiblewith NAT. IPseccanprotectthetransportlayer
header, whichincludesachecksum;thischecksumincludestheIP addressthattheNAT boxneeds
to rewrite. Theseissuesandmany morearediscussedin [Hain, 2000;Holdrege andSrisuresh,
2001;Senie,2002].

Somepeoplethink thatNAT boxesarea form of �re wall. In somesense,they are,but they're
low-endones.At best,they'rea form of packet �lter (seeSection9.1).They lack theapplication-
level �ltering thatmostdedicated�re wallshave; moreimportantly, they maylack thenecessarily
paranoiddesigners.To give just oneexample,somebrandsof homeNAT boxesaremanaged
via theWeb—viaanunencryptedconnectiononly. Fortunately, you canrestrictits management
serviceto listenon theinsideinterfaceonly.

We view theproliferationof NATs asanartifactof theshortageof IPv4 addressspace.The
protocolcomplexities they introducemake themchancy. Usea real �re wall, andhopethat IPv6
comessoon.

2.5 Wireless Security

A world of dangercanlurk at thelink layer. We'vealreadydiscussedARP-spoo�ng.But wireless
networksaddanew dimension.It' snot thatthey extendtheattackers' powers;rather, they expand
thereachandnumberof potentialattackers.

The mostcommonform of wirelessnetworking is IEEE 802.11b,known to marketeersas
WiFi. 802.11is availablein mostresearchlabs,at universities,at conferences,in coffeehouses,
at airports,andevenin peoples'homes.To preventrandom,casualaccessto thesenetworks,the
protocoldesignersaddeda symmetrickey encryptionalgorithmcalledWiredEquivalentPrivacy
(WEP).

The ideais that every machineon the wirelessnetwork is con�gured with a secretkey, and
thusnobodywithout thekey caneavesdropon traf�c or usethenetwork. Althoughthestandard
supportsencryption,early versionssupportedeitherno encryptionat all or a weak40-bit algo-
rithm. As aresult,youcancruisethroughcitiesor high-techresidentialneighborhoodsandobtain
free Internet(or intranet!) access,completewith DHCP support! Mark Seidencoinedthe term
war driving for thisactivity.

Unfortunately, the designersof 802.11did not get the protocolexactly right. The security
�a ws resultedfrom either ignoranceof or lack of attentionto known techniques. A teamof
researchersconsistingof Nikita Borisov, Ian Goldberg, andDavid Wagner[2001] discovereda
numberof �a ws that result in attackersbeingableto do the following: decrypttraf�c basedon
statisticalanalysis;inject new traf�c from unauthorizedmobilestations;decrypttraf�c basedon
tricking theaccesspoints;anddecryptall traf�c afterpassively analyzingaday'sworthof traf�c.

This is devastating.In mostplaces,the802.11key doesnot changeafterdeployment,if it is
usedat all. Consideringthe hugedeployed baseof 802.11cardsandaccesspoints,it will be a
monumentaltaskto �x thisproblem.
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A numberof mistakesweremadein thedesign.Mostseriously, it usesastreamcipher, which
is poorly matchedto the task. (SeeAppendixA for an explanationof theseterms.) All users
on a network sharea common,static key. (Imaginethe securityof sharingthat single key in
a communityof college students!) The alleged initialization vector (IV) usedis 24 bits long,
guaranteeingfrequentcollisions for busy accesspoints. The integrity checkusedby WEP is
a CRC-32checksum,which is linear. In all cases,it would have beentrivial to avoid trouble.
They shouldhave useda block cipher;failing that,they shouldhave usedmuchlongerIVs anda
cryptographicchecksum.Borisov etal. [2001] implementedthepassiveattack.

WEPalsocomeswith anauthenticationmechanism.This, too,waseasilybroken[Arbaughet
al., 2001]. The most devastatingblow to WEP, however, camefrom a theoreticalpaperthat
exposedweaknessesin RC4, the underlyingcipher in WEP [Fluhreret al., 2001]. The attack
(often referredto as the FMS attack)requiresonebyte of known plaintext andseveral million
packets,andresultsin a passive adversarydirectly recovering the key. Because802.11packets
areencapsulatedin 802.2headerswith a constant�rst byte,all that is neededis thecollectionof
thepackets.

Within a weekof thereleaseof this paper, researchershadimplementedtheattack[Stubble-
�eld et al., 2002], andshortly thereafter, two public tools Airsnort andWEPCrack appearedon
theWeb.
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Giventheavailability of theseprograms,WEPcanbeconsidereddeadin thewater. It pro-
videsasenseof security, withoutusefulsecurity. This is worsethanproviding nosecurity
at all becausesomepeoplewill trust it. Our recommendationis to put your wirelessnet-

work outsideyour �re wall, turnonWEPasanother, almostuselesssecuritylayer, anduseremote
accesstechnologysuchasanIPsecVPN or sshto getinsidefrom thewirelessnetwork.
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Rememberthat just becauseyou cannotaccessyour wirelessnetwork with a PCMCIA
cardfrom the parkinglot, it doesnot meanthat someonewith an inexpensive high gain
antennacannotreachit fromamile (or twentymiles!) away. In fact,wehavedemonstrated

thatastandardaccesspoint insideabuilding is easilyreachablefrom thatdistance.
On the otherhand,you cannoteasilysay“no” to insiderswho want wirelessconvenience.

Accesspointscostunder$150;bewareof userswho buy their own andplug theminto thewall
jacksof your internalnetworks. Periodicscanningfor rogueaccesspointsis a must. (Nor can
you simply look for theMAC addressof authorizedhosts;many of thecommercialaccesspoints
comewith aMAC addresscloningfeature.)

2.5.1 Fixing WEP

Giventheneedto improve WEPbeforeall of thehardwareis redesignedandredeployed in new
wirelesscards,the IEEE cameup with a replacementcalled Temporal Key Integrity Protocol
(TKIP). TKIP usesthe existing API on the card—namely, RC4 with publicly visible IVs—and
playsaroundwith thekeyssothatpacketsaredynamicallykeyed.In TKIP, keysarechangedoften
(on theorderof hours),andIVs areforcedto changewith no opportunityto wraparound.Also,
thechecksumonpacketsis acryptographicMAC, ratherthantheCRCusedby WEP.Thus,TKIP
is notvulnerableto theBerkeley attacks,norto theFMSone.It is areasonableworkaround,given
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thelegacy issuesinvolved. Thenext generationof hardwareis designedto supporttheAdvanced
EncryptionStandard (AES), andis beingscrutinizedby thesecuritycommunity.

It is not clear that the link layer is the right onefor security. In a coffeeshop,the security
associationis terminatedby thestore: is thereany reasonyou shouldtrust theshopkeeper?Per-
hapslink-layer securitymakessomesensein a home,whereyou control both the accesspoint
andthewirelessmachines.However, we preferend-to-endsecurityat thenetwork layeror in the
applications.


