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A Security Review of Protocols:
Lower Layers

In thenext two chaptersywe presentinoverview of the TCP/IPprotocolsuite. This chaptercovers
thelower layersandsomebasicinfrastructureprotocols,suchasDNS; the next chapterdiscusses
middlewvare and applications.Although we realizethatthis is familiar materialto mary people
who readthis book,we suggesthatyou not skip the chapterour focushereis on security sowe
discusgheprotocolsandareasof possibledangerin thatlight.

A word of caution: A security-mindedystemadministratooften hasa completelydifferent
view of a network servicethana userdoes. Thesetwo partiesare often at oppositeendsof the
security/comeniencebalance Our viewpointis tilted toward oneendof this balance.

Basic Protocols

TCP/IPis the usualshorthandor a collectionof communicationgprotocolsthatwereoriginally
developedunderthe auspicesof the U.S. DefenseAdvancedResearcHProjectsAgeng (then
DARPA, later ARFA, nov DARPA again), andwasdeployed on the old ARPANET in 1983. The
overview we canpresenthereis necessarilysketchy. For a morethoroughtreatmentthe reader
is referredto ary of a numberof books, suchas thoseby Comer[Comer 2000; Comerand
Stevens,1998;Comeretal., 2004, KuroseandRoss[2007, or Stevens[Stevens,1995; Wright
andStevens,1995; Stevens, 1994 .

A schematiof thedata o w is showvn in Figure2.1. Eachrow is a differentprotocol layer.
Thetop layercontainghe applications:mail transmissionlogin, videoseners,andsoon. These
applicationscall the lower layersto fetch anddeliver their data. In the middle of the spiderweb
is the InternetProtocol (IP) [Postel,19814. IP is a paclet multiplexer. Message$rom higher
level protocolshave anlP headermprependedo them.They arethensentto theappropriatelevice
driver for transmissionWe will examinethelP layer rst.
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TCP UDP
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Device Device Device
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Figure 2.1: A schematic diagram of the different layersinvolving TCF/IP.

211 IP

IP padketsarethe bundlesof datathatform the foundationfor the TCP/IP protocolsuite. Every
paclet carriesa sourceanddestinatioraddresssomeoption bits, a headerchecksumanda pay-
load of data. A typical IP pacletis afew hundredbyteslong. Thesepaclets o w by thebillions
acrosgheworld over Ethernetsseriallines, SONETrings, pacletradioconnectionsframerelay
connectionsAsyntironousTransferMode (ATM) links, andsoon.
Thereis nonotionof avirtual circuit or “phonecall” atthelP level: every pacletstandsalone.
IP isanunreliabledatagramservice.No guaranteearemadethatpacletswill bedelivered,deliv-
eredonly once,or deliveredin ary particularorder Nor is thereary checkfor paclet correctness.
The checksumin thelP headeicoversonly thatheader
In fact,thereis noguarante¢hata pacletwasactuallysentfrom thegivensourceaddress.
é Any hostcantransmitapacletwith any sourceaddressAlthoughmary operatingsystems
controlthis eld andensurethatit leaveswith a correctvalue,andalthougha few ISPs
ensurethatimpossiblepaclets do not leave a site [Fegusonand Senie,200d, you cannotrely
on the validity of the source address,exceptunder certain carefully contolled circumstances.
Therefore,authenticatiorcannotrely on the sourceaddresseld, althoughsereral protocolsdo
just that. In general,attaclers can sendpacletswith faked returnaddressesthis is called IP
spoo ng. Authentication,and securityin general,mustusemechanismén higherlayersof the
protocol.
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A paclet traveling a long distancewill travel throughmary hops Eachhopterminatesn a
hostor router which forwardsthe paclet to the next hop basedon routing information. How a
hostor routerdetermineshepropemext hopis discussedh Section2.2.1.(Theapproximateath
to a givensite canbe discoreredwith thetraceouteprogram.SeeSection8.4.3for details.)

Along theway, arouteris allowedto drop pacletswithout noticeif thereis too muchtrafc.
Higherprotocollayers(i.e., TCP)aresupposedo dealwith theseproblemsandprovide areliable
circuit to theapplication.

If apacletistoolargefor thenext hop,it is fragmentedThatis, it is dividedinto two or more
paclets,eachof which hasits own IP headerput only a portion of the payload. The fragments
male their own separatevaysto the ultimate destination. During the trip, fragmentsmay be
furtherfragmentedWhenthepiecesarrive atthetargetmachinethey arereassembledis arule,
no reassemblys doneatintermediaténops.

Somepaclet lters have beenbreachedby beingfed pacletswith pathologicafragmenta-
é tion [Ziembaetal., 1995. Whenimportantinformationis split betweentwo paclets,the
lter canmisprocessr simply passhesecondaclet. Worseyet, therulesfor reassembly
don't say what shouldhappenif two overlappingfragmentshave differentcontent. Perhapsa
re wall will passoneharmleswariant,onlyto nd thattheotherdangerousariantis acceptedy
the destinatiorhost[Paxson,1999. (Most re walls reassembléragmentedpacletsto examine
their contents.This processinganalsobe a trouble spot.) Fragmentsequencebkave alsobeen
choserto tickle bugsin thelP reassemblyoutineson ahost,causingcrashegseeCERT Advisory
CA-97.28).

IP Addresses

Addressesn IP version4 (IPv4), the currentversion,are 32 bits long and are divided into two
parts,a networkportion anda hostportion. The boundaryis setadministratvely at eachnode,
andin factcanvary within asite. (Theoldernotionof x edboundariedbetweerthetwo address
portionshasbeenabandonedandhasbeenreplaceddy Classlesdnter-DomainRouting(CIDR).
A CIDR network addresss written asfollows:

207.99.106.128/25

In this example the rst 25 bitsarethenetwork eld (oftencalledthepre x); thehost eld is the
remainingsesenbits.)

Hostaddresgportionsof eitherall Os or all 1s areresenedfor broadcasaddressesA paclet
sentwith a foreign network's broadcastiddresss known asa directedbroadcast thesecanbe
very dangerousasthey're a way to disruptmary differenthostswith minimal effort. Directed
broadcastdiave beenusedby attaclers; seeSection5.8 for details. Most routerswill let you
disableforwardingsuchpaclets;we stronglyrecommendhis option.

Peoplerarely useactuallP addressesthey preferdomainnames.The nameis usuallytrans-
latedby a specialdistributeddatabasealledtheDomainNameSystemdiscussedéh Section2.2.2.
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21.2 ARP

IP paclets are often sentover Ethernets. Ethernetdevices do not understandhe 32-bit IPv4
addressesThey transmitEthernetpacletswith 48-bit EthernetaddressesThereforean|P driver
must translatean IP destinationaddressnto an Ethernetdestinationaddress. Although there
aresomestaticor algorithmicmappingsbetweerthesetwo typesof addresses tablelookupis
usuallyrequired. The AddressResolutionProtocol (ARP) [Plummey 1987 is usedto determine
thesemappings.(ARP is usedon someotherlink typesaswell; the prerequisitds somesort of
link-level broadcasiechanism.)

ARP works by sendingout an Ethernetbroadcaspaclket containingthe desiredIP address.
Thatdestinatiorhost,or anothersystemactingon its behalf,replieswith a paclet containingthe
IP andEthernetaddresgair. Thisis cachedyy the sendetto reduceunnecessarpRP traf c.

Thereis considerableisk hereif untrustechodeshave write accesdo thelocal net. Such

é amachinecouldemit phory ARP queriesor repliesanddivertall traf ¢ to itself; it could

then eitherimpersonatesomemachinesor simply modify the datastreamsen passant

This is called ARP spoo ng anda humberof Hacker Off-the-Shelf(HOTS) packagesmplement
this attack.

The ARP mechanisnis usuallyautomatic.On specialsecuritynetworks, the ARP mappings
may be staticallyhardwired andthe automatigprotocolsuppressetb preventinterferencelf we
absolutelynever want two hoststo talk to eachother we canensurethat they don't have ARP
translationgor have wrong ARP translationsjor eachotherfor anextralevel of assurancet can
behardto ensurghatthey never acquirethe mappingshowever.

213 TCP

ThelP layeris freeto drop,duplicate,or deliver pacletsout of order It is upto the Transmission
Contmol Protocol(TCP)[Postel, 19814 layerto usethis unreliablemediumto provide reliablevir-
tual circuits to users'processesThe pacletsareshufed around retransmittedandreassembled
to matchthe original datastreamon the otherend.

The orderingis maintainedoy sequence&umbes in every paclet. Eachbyte sent,aswell as
the openand closerequestsare numberedndividually. A separatesetof sequence&umbersis
usedfor eachendof eachconnectiorto ahost.

All paclets, exceptfor the very rst TCP paclet sentduring a conversation,containan ac-
knowledgmentumber;it providesthe sequenc@umberof the next expectedbyte.

Every TCP messagés marked ascomingfrom a particularhostandport number andgoing
to adestinatiorhostandport. The4-tuple

(localhost localport remotehostemoteport

uniquelyidenti es aparticularcircuit. It is notonly permissibleijt is quite commonto have mary
differentcircuits on a machinewith the samelocal port number;everythingwill behae properly
aslong aseithertheremoteaddres®r the port numberdiffer.

Serves, processeshatwish to provide somelnternetservice listen on particularports. By
convention, sener portsare low-numbered.This corventionis not always honored,which can
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causesecurityproblemsasyou'’ll seelater The port numberdor all of the standardservicesare
assumedo beknown to thecaller A listeningportisin somesenséhalf-open;only thelocal host
andport numberareknown. (Strictly speakingnhot eventhelocal hostaddressieedbe known.
Computercanhave morethanonelP addressandconnectiorrequestganusuallybe addressed
to ary of thelegal addressefor thatmachine.)Whenaconnectiorrequespacletarrives,theother
elds are lled in. If appropriatethelocal operatingsystenwill clonethelisteningconnectiorso
thatfurtherrequestdor the sameport maybe honoredaswell.

Clientsusethe offeredservices.They connecfirom alocal portto theappropriatesener port.
The local port is almostalways selectecat randomby the operatingsystem thoughclientsare
allowedto selecttheir own.

Most versionsof TCP and UDP for UNix systemsenforcethe rule that only the superuser
(roof) cancreatea port numberedessthan1024. Theseare privileged ports The intentis that
remotesystemgantrustthe authenticityof informationwritten to suchports. Therestrictionis a
conventiononly, andis not requiredby the protocolspeci cation. In ary event, it is meaningless
onnon-UNIX operatingsystemsTheimplicationsareclear: Onecantrustthe sanctityof the port
numberonly if oneis certainthatthe originatingsystemhassucha rule, is capableof enforcing
it, andis administeregroperly It is not safeto rely onthis corvention.

TCP Open

TCPopen,athree-stepprocessis shavn in Figure2.2. After the sener recevestheinitial SYN
paclet,theconnectioris in a half-openedtate. Thesenerreplieswith its own sequencaumber
andawaitsanacknavledgmentthethird and nal pacletof a TCPopen.

Attackers have gamedthis half-openstate. SYN attacks(seeSection5.8.2) ood the sener
with the rst pacletonly, hopingto swampthehostwith half-openconnectionshatwill neverbe
completed.In addition,the rst partof this three-steprocesscanbe usedto detectactive TCP
serviceswithout alerting the applicationprograms which usually arent informed of incoming
connectionsntil thethree-packthandshag&is complete(seeSection6.3 for moredetails).

The sequenceaumbersnentionedearlierhave anotherfunction. Becausaheinitial sequence
numberfor new connectionghangegonstantlyit is possiblefor TCPto detectstalepacketsfrom
previousincarnationof the samecircuit (i.e., from previous usesof the same4-tuple). Thereis
alsoa modestsecuritybene t: A connectioncannotbe fully establishedintil both sideshave
acknavledgedthe othersinitial sequenc@umber

But thereis a threatlurking here. If an attacler canpredictthe target's choiceof start-
é ing points—andMViorris shavedthatthis wasindeedpossibleundercertaincircumstances

[Morris, 1985;Bellovin, 1989—thenit is possiblefor the attacler to trick the targetinto
believing thatit is talking to atrustedmachine In thatcase protocolsthatdependnthelP source
addresdor authenticatior{e.g.,the“r” commandgliscussedater) canbe exploitedto penetrate
thetamgetsystem.Thisis known asa sequenc@umberattack.

Two further pointsareworth noting. First, Morris's attackdependedn parton beingableto
createa legitimate connectiorto the tamget machine.If thoseareblocked, perhapdy a re wall,
theattackwould notsucceedCorversely agatavay machinethatextendstoo muchtrustto inside
machinesnaybevulnerable dependingnthe exactcon gurationinvolved. Secondtheconcept
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Client States Messages Server States

Active open
SYN,CSEQ

SYN,ACK(CSEQ+1),SSEQ
ACK(SSEQ+1),CSEQ+1
Connection

Half-opened

established
roc.3985 > coot.telnet: S 2131328000:2131328000(0) win 4096
coot.telnet > roc.3985: S 1925568000:1925568000(0) ack 2131328001 win 4096
roc.3985 > coot.telnet: . ack 1 win 4096

Figure 2.2: TCP Open The client sends the server a packet with the SYNbit set, and an initial client
sequence number CSEQ. The server’s reply packet has both the SYNand ACK packets set, and contains
both the client’s (plus 1) and server's sequence number (SSEQ) for this session. The client increments its
sequence number, and replies with the ACKbit set. At this point, either side may send data to the other.

of a sequenceumberattackcanbe generalized Many protocolsotherthan TCP arevulnerable
[Bellovin, 1989. In fact, TCP's three-vay handshak at connectiorestablishmentime provides
more protectionthando someotherprotocols. The haclker communitystartedusingthis attack
in late 1995[Shimomura1996, andit is quitecommonnow (seeCERT Advisory CA-95.01and
CERT Advisory CA-96.21).

Many OS vendorshave implementedvariousforms of randomizatiorof the initial sequence
number The schemedescribedn [Bellovin, 1994 works; mary otherschemesiresusceptibléo
statisticalattackgseeCERT Advisory CA-2001-09).Michal Zalewski [2009 providedtheclever
visualizationsof sequencenumberpredictability shavn in Figure 2.3. Simple patternsimply
thatthe sequenceaumberis easily predictable;diffuse cloudsare what shouldbe seen. It isn't
thathardto getsequenc@umbergeneratiorright, but asof this writing, mostoperatingsystems
don't. With everythingfrom cell phonego doorbellsrunningan IP stackthesedays,perhapst is
time to updateRFC 1123[Braden, 19894, includingsamplecode,to getstuf like thisright.

TCP Sessions

Oncethe TCP sessioris open,it's full-duplex: data o wsin bothdirections.It's a purestream,
with no recordboundaries Theimplementatioris freeto divide userdataamongasmary or as
few pacletsasit chooseswithoutregardto thewayin whichthedatawasoriginally written by the
userprocess.This behaior hascausedroublefor some re walls thatassumed certainpaclet
structure.
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Figure 2.3: These are phase diagrams of the sequence number generators for four operating systems. The
lower right shows a correct implementation of RFC 1948 sequence number generation (by FreeBSD 4.6.)
The artistic patterns of the other three systems denote predictability that can be exploited by an attacker. The
upper right shows IRIX 6.5.15m, the upper left Windows NT 4.0 SP3, and the lower |eft shows afew of the
the many TCP/IP stacks for OpenVMS.

The TCP closesequencéseeFigure 2.4) is asymmetric;eachside mustcloseits endof the
connectiornindependently

214 SCTP

A new transportprotocol, SteamContol TransmissiorProtocol (SCTP) hasrecentlybeende-
ned [Stawartetal., 2000;Coene2002;0ngandYoakum,2002. Like TCP it providesreliable,
sequencedelivery, but it hasa numberof otherfeatures.

The mostnotablenaw featureis the capabilityto multiplex severalindependenstreamson
a SCTPconnection.Thus,a future FTP built on top of SCTPinsteadof TCP wouldn't needa
PORI commandto opena separatestreamfor the datachannel. Otherimprovementsinclude
a four-way handshag& at connectionestablishmentime, to frustratedenial-of-serviceattacks,
record-markingwithin eachstream,optionalunorderedmessagelelivery, and multi-homing of
eachconnection.It's a promisingprotocol,thoughit isn't clearif it will catchon. Becauset's
new, notmary re walls supportit yet. Thatis, notmary re walls provide the capabilityto Iter
SCTPtrafc onaperportbasis,nor do they have ary proxiesfor applicationsunningon top of
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Client States Messages Server States
Connection Connection
open open
FIN

Half-closed ACK(FIN)

FIN Half-closed

ACK(FIN) Closed
Closed

coot.telnet > roc.3985: P 87:94(7) ack 45 win 4096
roc.3985 > coot.telnet: . ack 94 win 4096
roc.3985 > coot.telnet: P 45:46(1) ack 94 win 4096

coot.telnet > roc.3985: P 94:98(4) ack 46 win 4096
coot.telnet > roc.3985: F 98:98(0) ack 46 win 4096

roc.3985 > coot.telnet: . ack 99 win 4096
roc.3985 > coot.telnet: F 46:46(0) ack 99 win 4096
coot.telnet > roc.3985: . ack 47 win 4095

Figure 2.4: TCP 1/0 The TCP connection is full duplex. Each end sends a FIN packet when it is done
transmitting, and the other end acknowledges. (All other packets here contain an ACK showing what has
been received; those ACK s are omitted, except for the ACKs of the FINs.) A reset (RST) packet is sent when
aprotocol violation is detected and the connection needs to be torn down.
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SCTP.Moreover, someof the new featuressuchasthe capabilityto addnew IP addresseto the
connectiondynamically may posesomesecurityissues. Keepa watchful eye on the evolution
of SCTP;it wasoriginally built for telephory signaling,and may becomean importantpart of
multimediaapplications.

2.1.5 UDP

TheUserDatagramProtocol(UDP) [Postel, 1980 extendsto applicationprogramghesamdevel
of serviceusedby IP. Deliveryis onabest-efort basisthereis noerrorcorrectionyetransmission,
or lost, duplicated,or re-orderedpaclet detection. Even error detectionis optional with UDP.
FragmentedJDP pacletsarereassembledowever.

To compensatéor thesedisadwantagesthereis muchlessoverheadIn particulay thereis no
connectiorsetup.This makesUDP well suitedto query/responsapplicationswherethenumber
of messagesaxchangeds smallcomparedo the connectiorsetupandteardavn costsincurredby
TCP.

WhenUDP s usedfor largetransmissiondt tendsto behae badlyonanetwork. Theprotocol
itself lacks o w control featuressoit canswamphostsandroutersand causeextensie paclet
loss.

UDP useshe sameportnumberandsener corventionsasdoesT CPR, but in aseparataddress
space Similarly, senersusually(but not always)inhabitlow-numberedorts. Thereis no notion
of acircuit. All pacletsdestinedor a givenport numberaresentto the sameprocessregardless
of thesourceaddres®r portnumber

It is much easierto spoof UDP pacletsthan TCP paclets, asthereare no handshaks

é or sequence&umbers.Extremecautionis thereforeindicatedwhenusingthe sourcead-

dressfrom ary suchpaclet. Applicationsthatcaremustmale their own arrangementtor
authentication.

2.1.6 ICMP

TheInternetContol Messae Protocol ICMP) [Postel, 19814 is the low-level mechanisnused
to in uence thebehaior of TCPandUDP connectionslt canbe usedto inform hostsof a better
route to a destination,to reporttrouble with a route, or to terminatea connectionbecauseof
network problems.It is alsoavital partof thetwo mostimportantlow-level monitoringtoolsfor
network administratorsping andtraceoute[Stevens,1993.

Many ICMP messagegeceved on a given hostare speci ¢ to a particularconnectioror are
triggeredby a paclet sentby thatmachine. The hacker communityis fond of akbusing|CMP to
teardown connections(Ask your Web searctenginefor nuke. c.)

Worsethings can be donewith Redi r ect messages.As explainedin the following
é section,anyonewho cantamperwith your knowledgeof the properrouteto a destination
canprobablypenetrateyour machine.The Redi r ect messageshouldbe obeyed only
by hosts hotrouters andonly whenamessageomedrom arouteronadirectly attachedetwork.
However, notall routers(or, in somecasestheir administratorsprethatcareful;it is sometimes
possibleto aluselCMP to createnew pathsto a destination.If thathappensyou arein serious
troubleindeed.
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2.2

Unfortunately it is extremelyinadvisableto block all ICMP messageat the re wall. Path
MTU—the mechanismby which hostslearnhow large a paclet can be sentwithout fragmen-
tation—requireghat certainDestinationUnreachablenessagebe allowed through[Mogul and
Deering,199d. Speci cally, it relieson ICMP DestinationUnreachableCode4 messagesThe
paclet is too large, but the “Don't Fragment”bit wassetin the IP header If you block these
messageandsomeof your machinessendlarge paclets,you canendup with hard-to-diagnose
deadspots. The risks notwithstandingwe strongly recommendpermittinginboundPath MTU
messages(Note thatthingslike IPsectunnelsand PPPover Ethernetwhich is commonlyused
by DSL providers,canreducethe effective MTU of alink.)

IPv6 hasits own versionof ICMP [ContaandDeering,1999. ICMPv6is similarin spirit, but
is noticeablysimpler;unusednessageandoptionshave beendeletedandthingslike PathMTU
now have their own messagéype,which simpli es ltering.

Managing Addresses and Names

2.2.1 Routers and Routing Protocols

“Rod eting” is whatfansdo at a football game,what pigs do for truf es underoak
treesin the Vaucluseandwhatnurseryworkersintenton propagtiondo to cuttings
from plants.“Rou’eting” is how onecreatesa bevelededgeon a tabletopor sendsa
corpsof infantrymerinto full-scale,disoganizedretreat.Eitherpronunciatioris cor
rectfor routing which refersto the procesof discovering, selectingandemplgying
pathsfrom oneplaceto another(or to mary others)in anetwork.!

OpenSystemsletworking: TCP/IPand OSI
—DAVID M. PISCITELLO AND A. LYMAN CHAPIN

Routing protocolsare mechanismdor the dynamicdiscovery of the properpathsthroughthe
Internet. They arefundamentato the operationof TCP/IP. Routinginformationestablisheswo

paths:from the calling machineto the destinatiorandback. The secondpathmay or may not be
thereverseof the rst. Whenthey arent, it is calledanasymmetricoute Thesearequitecommon
onthelnternetandcancauseroubleif you have morethanone re wall (seeSection9.4.2).From
a securityperspectie, it is thereturnpaththatis often moreimportant. Whena target machine
is attacled, whatpathdo thereverse- owing pacletstake to the attackinghost?If theenemycan
somehav subvert the routing mechanismsthenthe target canbe fooled into believing that the
enemys machines really atrustedmachine. If thathappensauthenticatioomechanismghatrely

on sourceaddresweri cation will fail.

1. If you're talking to someondrom Down Under pleasepronouncet “Rou’ eting.”
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employ the IP loosesource route option. With it, the personinitiating a TCP connection

canspecifyanexplicit pathto thedestinationpverridingtheusualrouteselectiorprocess.
Accordingto RFC 1122[Braden,19894, the destinationmachinemustusethe inverseof that
pathasthe returnroute,whetheror notit makesary sensewhichin turn meanghatanattacler
canimpersonatary machinethatthetargettrusts.

The easiestvay to defendagainstsourcerouting problemsis to rejectpacletscontainingthe
option. Mary routersprovide this facility. Sourceroutingis rarely usedfor legitimate reasons,
althoughthosedo exist. For example,it canbe usedfor delugging certainnetwork problems;
indeed, mary ISPsusethis function on their backbones.You will do yourselflittle harm by
disablingit atyour re wall—theusesmentionedabore rarelyneedto crossadministratve bound-
aries.Alternatively, someversionsof rlogind andrshdwill rejectconnectionsvith sourcerouting
present. This optionis inferior becausaheremay be other protocolswith the sameweakness,
but without the sameprotection. Besides,one abuseof sourcerouting—learningthe sequence
numberof legitimateconnectionsn orderto launcha sequence-numbeguessingttack—works
evenif thepacletsaredroppedby theapplicationithe rst responsdérom TCPdid thedamage.

E Anotherpathattaclerscantakeis to play gameswith theroutingprotocolshemseles. For

E Thereare a numberof waysto attackthe standardrouting facilities. The easiests to

example,it is relatively easyto inject bogusRoutinglnformationProtocol (RIP) [Malkin,

1994 pacletsinto a network. Hostsandotherrouterswill generallybelieve them. If the
attackingmachineis closerto thetametthanis therealsourcemachineijt is easyto diverttraf c.
Many implementation®f RIP will even accepthost-speci croutes,which are much harderto
detect.

Somerouting protocols,suchasRIP version2 [Malkin, 1994 andOpenShortestPath Fir st
(OSPF)[Moy, 1999, provide for an authenticationeld. Theseare of limited utility for three
reasonsFirst, somesitesusesimplepassverdsfor authenticationeventhoughOSPFhasstronger
variants. Anyone who hasthe ability to play gameswith routing protocolsis also capableof
collectingpassverdswanderingoy onthelocal Ethernetcable.Secondijf alegitimatespealerin
theroutingdialoghasbeensulverted thenits messages—correctndlegitimatelysignedby the
propersource—canndtetrusted.Finally, in mostroutingprotocols eachmachinespeak®nly to
its neighborsandthey will repeatwhatthey aretold, oftenuncritically. Deceptionthusspreads.

Not all routingprotocolssuffer from thesedefects. Thosethatinvolve dialogshetweerpairsof
hostsareharderto subrvert, althoughsequenc@umberattacks similar to thosedescribeckarliet
may still succeed.A strongerdefenses topological. Routerscanand shouldbe con gured so
thatthey know whatroutescanlegally appearon a givenwire. In generalthis canbe dif cult
to achieve, but re wall routersareideally positionedto implementthe schemerelatively simply.
This canbe hardif the routing tablesaretoo large. Still, the generalcaseof routing protocol
securityis aresearclguestion.

SomelSPsuseOSl's IS-IS routing protocolinternally, insteadof OSPF. This hasthe adwan-
tagethat customersant inject falserouting messagestS-IS is not carriedover IP, so thereis
no connectvity to customersNotethatthis techniquedoesnot help protectagainstinternalBad
Guys.
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BGP

Border Gatevay Protocol (BGP) distributesrouting informationover TCP connectiondbetween
routers.It is normally run within or betweenSPs,betweeran ISP anda multi-homedcustomer
andoccasionallywithin a corporateintranet. The detailsof BGP are quite arcaneandwell be-
yondthe scopeof this book—sed Stevart, 1999 for a gooddiscussionWe cancoverimportant
securitypointshere,however.

BGP is usedto populatethe routing tablesfor the coreroutersof the Internet. The various
AutonomousSystemgAS) trade network location information via announcementsThesean-
nouncementarrive in a steadystream,oneevery coupleof secondn average. It cantake 20
minutesor morefor anannouncemertb propagtethroughthe entirecore of the Internet. The
pathinformationdistributeddoesnot tell thewholestory: Theremaybe specialarrangementtor
certaindestination®r paclet types,andotherfactors,suchasrouteaggreation andforwarding
delays,canmuddlethings.

Clearly, theseannouncementsrevital, andincorrectannouncements)tentionalor otherwise,
candisruptsomeor even mostof the Internet. Corruptannouncementsanbe usedto perform
avariety of attacksandwe probablyhaven't seenthe worstof themyet. We have heardreports
of evildoers playing BGP games,diverting paclet o ws via GRE tunnels(seeSection10.4.1)
through convenientroutersto eavesdropon, hijack, or suppresdnternetsessions.Othersan-
nouncea routeto their own network, attacka target,andthenremore their routebeforeforensic
investicatorscanprobethe sourcenetwork.

ISPshave beendealingwith routing problemssincethe beginning of time. SomeBGP checks
areeasy: an ISP can lter announcementfom its own customers. But the ISP cannot Iter
announcementBom its peers—almosanything is legal. The infrastructureto x this doesnt
exist atthemoment.

Theoreticallyit is possibleo hijackaBGPTCPsessionMD5 BGPauthenticatiortanprotect
againstthis (see[Heffernan,1999) andis available,but it is notwidely used.It shouldbe.

Someproposalhave beenmadeto solve the problem[Kentet al., 2000b,2000a;Goodellet
al., 2003; Smith and Garcia-Luna-Acees,199¢. Oneproposal S-BGP,providesfor chainsof
digital signatureson the entire pathreceved by a BGP spealkr, all the way backto the origin.
Severalthings,however, arestandingn theway of deployment:

» Performancessumptionseemto be unreasonabléor a busy router A lot of public key
cryptograply is involved, which makes the protocol very compute-intense. Somepre-
computationmay help, but hardwareassistsmay benecessaty

* A Public Key Infrastructue (PKI) basedon authorizedP addressassignmentss needed,
but doesnt exist.

» Somepeoplehave political concernsaboutthe existenceof a centralroutingregistry. Some
companiegion't wantto explicitly reveal peeringarrangementand custometlists, which
canbeatamgetfor salesmetrfirom competingorganizations.

For now, the bestsolution for end-usergand, for that matter for ISPs)is to do regular
traceoutes to destinationof interest,including the nameseners for major zones. Although
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Table 2.1: Some Important DNS Record Types

Type | Function

A | IPv4 addres®f aparticularhost
AAAA | IPv6addresof ahost
NS | Namesener. Delegatesa subtrego anothersener.

SQA | Startof authority Denotesstartof subtreecontainscacheandcon gu-
rationparametersandgivestheaddres®f thepersorresponsibldor the
zone.
MX | Mail exchange .Namesa hostthat processescomingmail for the des-
ignatedtarget. Thetargetmay containwildcardssuchas* .ATT.COM, SO
thata singleMX recordcanredirectthe mail for anentiresubtree.
CNAME | An aliasfor therealnameof the host

PTR | Usedto maplP addresset hostnames
HI NFO | Hosttype and operatingsysteminformation. This cansupplya hacler
with alist of targetssusceptiblgo a particularoperatingsystemweak-
ness.Thisrecordis rare,andthatis good.
VIKS | Well-known servicesa list of supportedprotocols.lt is rarely used,but
couldsave anattacler anembarrassingort scan.
SRV | ServicelLocation— usethe DNS to nd out how to getto contacta
particularservice.Also seeNAPTR.
SI G | A sighaturerecord;usedaspartof DNSsec

DNSKEY | A publickey for DNSsec

NAPTR | NamingAuthority Pointer for indirection

theindividual hopswill changerequently the so-calledAS pathto nearby majordestinationss
likely to remainrelatively stable. Thetraceoute-agpackageanhelpwith this.

2.2.2 The Domain Name System

The Domain NameSysten(DNS) [Mockapetris,1987a,1987b; Lottor, 1987; Stahl, 1987 is a
distributed databasesystemusedto map host namesto IP addressesand vice versa. (Some
vendorscall DNS bind, after a commonimplementationof it [Albitz and Liu, 2001.) In its
normalmodeof operation,hostssendUDP queriesto DNS seners. Senersreply with either
the properansweror informationaboutsmarterseners. Queriescanalsobe madevia TCR, but
TCP operationis usuallyresened for zonetransfes. Zonetransfersareusedby backupseners
to obtainafull copy of their portion of the namespaceThey arealsousedby haclersto obtaina
list of tamgetsquickly.

A numberof differentsortsof resoucerecods (RRs)arestoredby the DNS. An abbreiated
listis shavnin Table2.1.

The DNS namespaceés tree structured. For easeof operation,subtreescan be deleggatedto
other seners. Two logically distinct treesare used. The rst tree mapshost namessuchas



32

A SecurityReview of Protocols:Lower Layers

SMTP.ATT.COM to addresselike 192.20.225.4. Otherperhostinformationmay optionally be

included,suchas Hl NFO or MX records. The secondtreeis for inverse queries and contains
PTRrecords.In thiscasejt wouldmap4.225.20.192.IN-ADDR.ARPA t0 SMTP.ATT.COM. There
is no enforcedrelationshipbetweerthe two trees,thoughsomesiteshave attemptedo mandate
suchalink for someservicesTheinversetreeis seldomaswell-maintainedandup-to-dateasthe

commonlyusedforward mappingtree.

Thereareproposaldor othertrees but they arenotyetwidely used.

The separatiorbetweenforward namingand backward namingcanleadto trouble. A
é hacler who controlsa portion of the inversemappingtreecanmale it lie. Thatis, the
inverserecord could falsely containthe nameof a machineyour machinetrusts. The
attacler thenattemptsanrlogin to your machine which, believing the phory record,will accept
thecall.

Most newer systemsarenow immuneto this attack. After retrieving the putatve hostname
via the DNS, they usethatnameto obtaintheir setof IP addressedf the actualaddressisedfor
theconnectionis notin thislist, the call is bouncedanda securityviolation logged.

Thecross-checkanbeimplementedn eitherthelibrary subroutinghatgeneratefostnames
from addressefyet host byaddr onmary systemspr in thedaemonghatareextendingtrust
basedn hostname.lt is importantto know how your operatingsystemdoesthe check;if youdo
notknow, you cannotsafelyreplacecertainpieces.Regardlesswhichever componentietectsan
anomalyshouldlog it.

Thereis a moredamagingvariantof this attack[Bellovin, 1995. In this version,the at-
é tacker contaminateshetarget's cacheof DNS responsesgrior to initiating the call. When
the tamget doesthe cross-checkit appeardo succeedandthe intrudergainsaccess.A
variationon this attackinvolves ooding thetarget's DNS sener with phory responseghereby
confusingit. We've seenhacler'stoolkits with simpleprogramgor poisoningDNS caches.

Althoughthevery latestimplementation®f the DNS softwareseento beimmuneto this, it is
imprudento assumehatthereareno moreholes.We stronglyrecommendhatexposedmachines
notrely on name-baseduthenticationAddress-baseduthenticationthoughweak,is far better

Thereis also a dangerin a featureavailable in mary implementationsof DNS resolers
[Gavron, 1993. They allow usersto omit trailing levelsif the desirednameandthe users name
have componentén common.Thisis a popularfeature:Usersgenerallydon't like to spelloutthe
fully quali ed domainname.

For example, supposesomeoneon SQUEAMISH.CS.BIG.EDU tries to connectto somedes-
tination Foo.com. The resolher would try FOO.COM.CS.BIG.EDU, FOO.COM.BIG.EDU, and
FOO.COM.EDU beforetrying (the correct)Foo.com. Thereinlies therisk. If someonewere
to createa domaincom.EDU, they couldinterceptiraf c intendedfor arythingunder.com. Fur-
thermore|f they hadary wildcard DNS records the situationwould be evenworse. A cautious
usermay wish to usea rooteddomainname which hasa trailing period. In this example,the
resolherwon't play thesegamesfor theaddress<.cs.BIG.EDU. (notethetrailing period).A cau-
tioussystemadministratoshouldsetthesearctsequenceothatonly thelocal domainis checled
for unquali ed names.

Authenticatiorproblemsaside the DNS is problematidor otherreasonslit containsawealth
of informationabouta site: Machinenamesand addressesrganizationalstructure,andso on.



ManagingAddressesndNames 33

Think of thejoy aspy wouldfeelonlearningof amachinenamed-00.7ESS.MYMEGACORP.COM,
andthen being able to dump the entire 7ESS.MYMEGACORP.COM domainto learnhow mary
computersvereallocatedio developinga new telephoneswitch.

Somehave pointed out that peopledon't put their secretsin host names,and this is true.
Namesanalysiscanprovide usefulinformation,however, just astraf c analysisof undeciphered
messagesanbeuseful.

Keepingthis informationfrom the overly curiousis hard. Restrictingzonetransfersto the
authorizedsecondarysenersis a good start, but clever attaclers can exhaustvely searchyour
network addresspacevia DNS inversequeries,giving thema list of hostnames. From there,
they cando forward lookupsandretrieve otherusefulinformation. Furthermorepamedeakin
otherways,suchasRecei ved: linesin mail messageslt's worth someeffort to block such
things, but it's probablynot worth too much effort or too muchworry; nameswill leak, but the
damagésn't great.

DNSsec

The obvious way to x the problemof spoofedDNS recordsis to digitally signthem. Note,
though, that this doesnt eliminatethe problemof the inversetree—if the owner of a zoneis
corrupt, he or shecan cheerfully sign a fraudulentrecord. This is preventedvia a mechanism
known asDNSsedEastlale, 1999. The basicideais simpleenough:All “RRsets”in a secure
zonehave a Sl Grecord.Publickeys (signed,of course)arein the DNS tree,too, takingtheplace
of certi cates. Moreover, a zonecanbe signedof ine, therebyreducingthe exposureof private
zone-signingeys.

As always, the devil is in the details. The original versions[Eastlalke and Kaufman,1997;
Eastlale, 1999 werenotoperationallysound andtheprotocolwaschangedn incompatiblevays.
Otherissuesincludethe size of signedDNS response$DNS pacletsarelimited to 512 bytesif
sentby UDP, thoughthisis addressetly EDNSO[ Vixie, 1999); thedif culty of signingamassie
zonelike .COM; how to handleDNS dynamicupdate;andsubtletiessurroundingvildcard DNS
records.Theres alsoquite a debategoingon about‘opt-in": Shouldit be possibleto have azone
(suchas.COM) whereonly someof thenamesaresigned?

Theseissuesandmorehave delayedary widespreadiseof DNSsec.At thistime, it appears
likely thatdeploymentwill nally startin 2003,but we've beenoverly optimisticbefore.

2.2.3 BOOTP and DHCP

The DynamicHost Con guration Protocol (DHCP) is usedto assignlP addressesnd supply
otherinformationto bootingcomputergor onesthat wake up on a nev network). The booting
clientemitsUDP broadcaspacletsanda sener repliesto the queries.Queriescanbe forwarded
to othernetworksusingarelayprogram.The sener maysupplya x edIP addressysuallybased
ontheEthernetaddres®of thebootinghost,or it mayassignanaddresout of a pool of available
addressesDHCPis an extensionof the older, simplerBOOTP protocol. WhereaBOOTP only
deliversa single messageat boot time, DHCP extensionsprovide for updatesor changego IP
addresseandotherinformationafter booting. DHCP senersofteninterfacewith a DNS sener
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2.3

to provide currentlP/namemapping. An authenticatiorschemehasbeendevised [Dromsand
Arbaugh,2001], butit is rarelyused.

Theprotocolcansupplyquitealot of information—thedomainnamesener anddefaultroute
addressandthe default domainnameaswell asthe client's IP address.Most implementations
will usethisinformation. It canalsosupplyaddressefor thingssuchasthe network time service,
whichis ignoredby mostimplementations.

Forinstallationsof ary size,it is nearlyessentiato runDHCP. It centralizesheadministration
of IP addressessimplifying administratve tasks. DynamicIP assignmentgonsere scarcelP
addresspaceusage.lt easilyprovides|P addressefor visiting laptop computers—cdéeshops
that provide wirelessinternetaccessave to run this protocol. DHCP relay agentseliminatethe
needfor aDHCPseneronevery LAN segment.

DHCP logs areimportantfor forensics,especiallywhen P addresseare assigneddynami-
cally. It is oftenimportantto know which hardwarewasassociateavith anIP addressata given
time; theloggedEthernetaddressanbevery useful. Law enforcements oftenvery interestedn
ISPDHCPIlogs (andRADIUS or otherauthenticatiortogs; seeSection7.7) shortly aftera crime
is detected.

Theprotocolis usedonlocal networks,which limits the securityconcernsomavhat. Booting
clientsbroadcastjueriesto the local network. Thesecanbe forwardedelsavhere,but eitherthe
sener or the relay agentneedsaccesdo the local network. Becausehe booting hostdoesnt
know its own IP addresgyet, the responsemustbe deliveredto its layer 2 addresspsually its
EthernetaddressThe sener doesthis by eitheraddinganentryto its own ARP tableor emitting
araw layer2 paclet. In ary casethisrequiresdirectaccesgo the local network, which aremote
attacler doesnt have.

Becausehe DHCP queriesare generallyunauthenticatedhe responsesare subjectto man-
in-the-middleandDOS attacksput if anattacler alreadyhasaccesdgo thelocal network, thenhe
or shecanalreadyperform ARP-spoo ngattacks (seeSection2.1.2). Thatmeanghereis little
addedrisk in choosingto run the BOOTP/DHCP protocol. The interfacewith the DNS sener
requiresa secureconnectionto the DNS sener; this is generallydonevia the symmetric-ley
variantof Sl Grecords.

RogueDHCP seners canbeatthe of cial sener to supplyingan answey allowing various
attacks. Or, they canswampthe of cial sener with requestdrom differentsimulatedEthernet
addresseg;onsumingall theavailableIP addresses.

Finally, someDHCP clientsimplementleaseprocessinglangerouslyFor example,dhclient
which runson mary UNix systems|eavesa UDP soclet open,with a privilegedclient program,
runningfor theduration.Thisis anunnecessargioorinto the clienthost: It needonly be openfor
occasionaprotocolexchanges.

IP version 6

IP version6 (IPv6) [DeeringandHinden,1999 is muchlike the currentversionof IP, only more
so. Thebasicphilosoply—IP is anunreliabledatagranprotocol,with a minimal headeris the
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same put thereareapproximately, detailsthatmatter Virtually all of the supportingelements
aremorecomple.
The mostimportantthing to know aboutlPv6 is thateasyrenumberings oneof the de-
é signgoals.This meanghatary address-baseatceszontrolsneedto know aboutrenum-
bering, and needto be updatedat the right times. Of course,they needto know about
authenticrenumberingevents;fraudulentonesshould,of course be treatedwith the propermix
of disdainandcontempt.

Renumberingloesnt occurinstantaneouslthroughouta network. Ratheythe new pre x—
thelow-orderbits of hostsaddressearenottouchedduringrenumbering—ighasedn gradually
At ary time, ary giveninterfacemayhave severaladdressesyith somelabeled‘deprecated,i.e.,
their useis discouragedor new connectionsOld connectionshowever, cancontinueto usethem
for quite sometime, which meanghat re walls andthelik e needto accepthemfor awhile, too.

2.3.1 IPv6 Address Formats

IPv6 addressearent simple128-bitnumbers.Rather they have structure[HindenandDeering,
1994, andthe structurehassemantiamplications. Therearemary differentforms of address,
andary interfacecanhave mary separateaddressesf eachtype simultaneously
Thesimplestaddressypeis theglobalunicastaddress whichis similarto IPv4 addresses.
é In the absenceof other con guration mechanismssuchasa DHCP sener or static ad-
dressedhostscangenerateheirown IPv6 addressrom thelocal pre x (seeSection2.3.2)
andtheir MAC addressBecauséVIAC addressetendto be constanfor long periodsof time, a
mechanismis de ned to createtemporaryaddresse$Nartenand Draves, 2001]. This doesnt
causemuchtroublefor re walls, unlessthey're extendingtrust on the basisof sourceaddresses
(i.e.,if they're miscon gured). But it doesmale it alot harderto track down a miscreant ma-
chineafterthefact. If you needto dothat,your routerswill needto log whatMAC addresseare
associateavith whatlPv6 addresses—ardutersarenot, in generaldesignedo log suchthings.

Thereis a specialsubsetof unicastaddressegnown asanycastaddresses Mary different
nodesmay sharethe samearnycastaddresstheintentis thatclientswishingto connecto a sener
atsuchanaddressvill nd theclosesinstanceof it. “Close” is measuredasthepacletsy " i.e.,
theinstancehattheroutingsystenthinksis closest.

Anotheraddresdype s the site-localaddress Site-localaddresseare usedwithin a “site”;
borderroutersaresupposedo ensurahatpacletscontainingsuchsourceor destinatioraddresses
donotcrosstheboundary Thismightbeausefulsecuritypropertyif youaresurethatyourborder
routersenforcethis properly

At presstime, therewasno consensusn whatconstitutesa “site.” It is reasonablyik ely that
the de nition will berestricted ,especiallycomparedo the (deliberate)early vaguenessin par
ticular, asiteis likely to have alocalizedview of the DNS, sothatoneplayers internaladdresses
arent visible to others.Direct routing betweenwo independensitesis likely to be bannedtoo,
sothatroutersdon't have to dealwith two or moredifferentinstance®f the sameaddress.

It isn't atall clearthata siteboundaryis anappropriatenechanisnfor settingsecuritypolicy.

If nothingelse,it maybetoo large. Worseyet, sucha mechanisnoffersno opportunityfor ner-
grainedaccesgontrols.
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Link-local addressesare more straightforvard. They canonly be usedon a singlelink, and
arenever forwardedby routers.Link-local addresseareprimarily usedto talk to thelocal router
or duringaddresson guration.

Multicastis a one-to-mag mechanisnthat can be thoughtof as a subsetof broadcast. It
is a way for a senderto transmitan IP paclet to a group of hosts. IPv6 malkes extensve use
of multicast; thingsthat were donewith broadcastmessage# IPv4, suchasrouting protocol
exchangesare donewith multicastin IPv6. Thus, the addres$=F02:0:0:0:0:0:0:2neans“all
IPv6 routersonthislink.” Multicastaddressearescopedthereareseparatelasse®f addresses
for nodeslinks, sites,andorganizationsaswell asthe entire Internet. Borderroutersmustbe
con gured properlyto avoid leakingcon dential information,suchasinternalvideocasts.

2.3.2 Neighbor Discovery

In IPv6, ARP is replacedby the NeighborDiscovery (ND) protocol[Nartenetal., 1999. ND is
muchmorepowerful, andis usedto setmary parametersn endsystemsThis, of coursemeans
that ahuse of ND is a seriousmatter; unfortunately at the momentthere are no well-de ned
mechanismso secureit. (The ND speci cationspeakssaguelyof using AuthenticationHeader
(AH) (which is part of IPsec),but doesnt explain how the relevant securityassociationshould
be setup.) Thereis onesaring grace: ND packets musthave their hop limit setto 255, which
preventsoff-link nodesfrom sendingsuchpacletsto anunsuspectinglestination.

Perhapshemostimportantextrafunctionprovidedby ND is pre x announcemenfouterson
alink periodicallymulticastRouterAdvertisementRA) messagedostsreceving suchmessages
updatetheir pre x listsaccordingly RA messagealsotell hostsaboutrouterson their link; false
RA messagearealovely wayto diverttrafc.

The messagesare copiouslylardedwith timers: what the lifetime of a pre x is, how long
a default routeis goodfor, the time intenval betweenretransmissionsf Neighbor Solicitation
messagesndsoon.

2.3.3 DHCPv6

Becauseone way of doing somethingisn't enough,IPv6 hostscan also acquireaddressesia
IPv6's versionof DHCP. Notabledifferencedrom IPv4's DHCP includethe capabilityto assign
multiple addresset aninterface,strongbidirectionalauthenticationandanoptionalmechanism
for revocationof addressebeforetheir leasesexpire. The latter mechanisnrequiresclientsto
listen continuallyon their DHCP ports,which may presenta securityhazard;no otherstandards
mandatethat client-only machinedisten on ary ports. On the otherhand,the ability to revoke
leasexanbevery usefulif you've accidentallysettheleasetime too high, or if youwantto bring
down a DHCP sener for emegeny maintenanceluring leaselifetime. Fortunately this feature
is supposedo becon gurable;we suggesturningit off, andusingmodesteasetimesinstead.

2.3.4 Filtering IPv6

We donothave wide arealPv6 yeton mostof theplanet,soseveralprotocolshave beendeveloped
to carryIPv6 over IPv4. If you do notwantlIPv6,tunneledrafc shouldbeblocked. If youwant
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2.4

IPv6trafc (andyou're readingthis book),you'll needanIPv6 re wall. If yourprimary re wall
doesnt do this, you'll needto permit IPv6 tunnels,but only if they terminateon the outsideof
your IPv6 re wall. Thisneedgo beengineeredvith caution.

Thereareseveralwaysto tunnellPv6 over anIPv4 cloud. RFC 3056[CarpenteandMoore,
2001] speci esa protocolcalled6to4, which encapsulatess traf ¢ in IPv4 pacletswith the pro-
tocol number4l. Thereis runningcodefor 6to4in the variousBSD operatingsystems Another
protocol,6over4 [Carpenterand Jung,1999, is similar. Packet Iters canrecognizethis trafc
andeitherdropit or forward it to somethingthat knows whatto do with tunneledtrafc. The

re wall packagepf, discussedn Section11.3.2,can lter IPv6; however, mary current re walls
donot.

Anotherschemdor tunnelinglPv6 over IPv4 s calledTereda (Teredonavalisis a shipworm
that boresits way throughwoodenstructuresand causesextensive damageto shipsand other
woodenstructures.) The protocolusesUDP port 3544 and permitstunnelingthroughNetwork
AddressTranslation(NAT) boxes[SrisuresrandEgevang,2001]. If youareconcernegboutthis,
block UDP port 3544.While it is alwaysprudentto block all UDP ports,exceptthe onesthatyou
explicitly wantto open,it is especiallyimportantto make surethat re walls block this one. If
usedfrom behinda NAT box, Teredorelieson anoutsidesener with a globally routableaddress.
Giventhedif culty of knawing how mary NAT boxesoneis behind,especiallyasthenumbercan
vary dependingn your destinationthis schemads controversial. It is not clearif or whenit will
bestandardized.

A nal schemdor tunnelinglPv6 over today's Internetis basedn circuit relays[Haginoand
Yamamoto2001]. With these arouterbasedelay agentmapsindividual IPv6 TCP connections
to IPv4 TCP connectionsthesearecorvertedbackat thereceving routet

Network Address Translators

We'rerunningoutof IP addressedn fact,somewould saythatwe have alreadyrunout. Theresult
hasbeenthe proliferationof NAT boxes[Srisureshand Holdrege, 1999; Tsirtsisand Srisuresh,
2000;SrisuresrandEgevang,2001]. ConceptuallyNATs aresimple:they listenon oneinterface
(which probablyusesso-calledprivate addressspace[Rekhteret al., 1996), and rewrite the
sourceaddressindportnumberson outboundpacletsto usethepublic sourcdP addressssigned
to the otherinterface. On reply paclets,they performthe obvious inverseoperation.But life in
therealworld isn't thateasy

Many applicationsimplywon't work throughNATSs. Theapplicationdatacontainsembedded
IP addresseésee for example thedescriptionof FTPin Section3.4.2);if the NAT doesnt know
how to alsorewrite the datastreamthingswill break.

Incomingcallsto dynamicportsdon't work very well either Most NAT boxeswill let you
routetraf ¢ to speci ¢ statichostsandports;they cant copewith arbitraryapplicationprotocols.

To be sure,commercialNATs do know aboutcommonhigherlevel protocols.But if you run
somethingunusual,or if a new oneis developedandyour vendordoesnt supportit (or doesnt
supportit onyour box, if it's morethanayearor soold), you're out of luck.
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2.5

Froma securityperspectie, a moreseriousissueis thatNATs don't getalongvery well with
encryption.Clearly, a NAT cant examineanencryptedapplicationstream Lessobviously, some
formsof IPsec(seeSection18.3)areincompatiblewith NAT. IPseccanprotectthetransporiayer
headerwhichincludesachecksumthis checksunincludesthe P addresshatthe NAT boxneeds
to rewrite. Theseissuesandmary moreare discussedn [Hain, 2000; Holdrege and Srisuresh,
2001;Senie,2007.

Somepeoplethink thatNAT boxesareaform of re wall. In somesensethey are,but they're
low-endones.At bestthey're aform of paclet Iter (seeSection9.1). They lacktheapplication-
level Itering thatmostdedicatedre walls have; moreimportantly they maylack the necessarily
paranoiddesigners.To give just one example,somebrandsof homeNAT boxes are managed
via the Web—viaan unencryptedconnectioronly. Fortunately you canrestrictits management
serviceto listenontheinsideinterfaceonly.

We view the proliferationof NATs asan artifact of the shortageof IPv4 addresspace.The
protocolcomplities they introducemake themchang. Useareal re wall, andhopethatIPv6
comessoon.

Wireless Security

A world of dangercanlurk atthelink layer We've alreadydiscussed®RP-spoo ng.Butwireless
networksaddanew dimension.It'snotthatthey extendtheattaclers' powers;rather they expand
thereachandnumberof potentialattaclers.

The mostcommonform of wirelessnetworking is IEEE 802.11b,known to marketeersas
WiFi. 802.11is availablein mostresearcHabs,at universities,at conferencesin coffeehouses,
atairports,andevenin peoples’homes.To preventrandom,casualaccesgo thesenetworks,the
protocoldesignersaddeda symmetrickey encryptionalgorithmcalledWred EquivalentPrivacy
(WEP)

Theideais thatevery machineon the wirelessnetwork is con gured with a secretkey, and
thusnobodywithout the key caneavesdropon traf ¢ or usethe network. Althoughthe standard
supportsencryption,early versionssupporteceitherno encryptionat all or a weak40-bit algo-
rithm. As aresult,you cancruisethroughcitiesor high-techresidentiaheighborhoodandobtain
free Internet(or intranet!) accesscompletewith DHCP support! Mark Seidencoinedthe term
war driving for this actiity.

Unfortunately the designersf 802.11did not get the protocol exactly right. The security
aws resultedfrom eitherignoranceof or lack of attentionto known techniques. A teamof
researchersonsistingof Nikita Borisov, lan Goldbeg, and David Wagner[2001] discovereda
numberof aws thatresultin attaclersbeingableto do the following: decrypttrafc basedon
statisticalanalysis;inject new traf ¢ from unauthorizednobile stations;decrypttraf c basedon
tricking theaccesgoints;anddecryptall traf c afterpassiely analyzinga day's worth of traf c.

This is devastating.In mostplacesthe 802.11key doesnot changeafterdeployment,if it is
usedat all. Consideringthe hugedeplo/ed baseof 802.11cardsandaccesgoints, it will be a
monumentataskto x thisproblem.
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A numberof mistalesweremadein thedesign.Most seriouslyit usesa streancipher which
is poorly matchedto the task. (SeeAppendix A for an explanationof theseterms.) All users
on a network sharea common,statickey. (Imaginethe securityof sharingthat single key in
a communityof college students!) The alleged initialization vector (IV) usedis 24 bits long,
guaranteeindrequentcollisions for busy accesgpoints. The integrity checkusedby WEP is
a CRC-32checksumwhich is linear In all casesjt would have beentrivial to avoid trouble.
They shouldhave useda block cipher;failing that, they shouldhave usedmuchlongerIVs anda
cryptographiacchecksumBorisov etal. [2001] implementedhe passie attack.

WEP alsocomeswith anauthenticatioomechanismThis, too, waseasilybroken [Arbaughet
al., 2001. The most devastatingblow to WEP, however, camefrom a theoreticalpaperthat
exposedweaknesse# RC4, the underlyingcipherin WEP [Fluhreret al., 2001. The attack
(often referredto asthe FMS attack)requiresone byte of known plaintext and several million
paclets,andresultsin a passve adwersarydirectly recosering the key. Because302.11paclets
areencapsulateth 802.2headersvith a constantrst byte,all thatis neededs the collectionof
thepaclets.

Within a weekof the releaseof this paper researcherbadimplementedhe attack[Stubble-
eld etal., 2004, andshortly thereaftertwo public tools Airsnortand WEPCiadk appearedn
theWeh

Giventheavailability of theseprogramsWERP canbe consideredieadin thewater It pro-
é videsa senseof security without usefulsecurity Thisis worsethanproviding no security
atall becausesomepeoplewill trustit. Our recommendatiors to put your wirelessnet-
work outsideyour re wall, turnon WEP asanotheralmostuselessecuritylayer, anduseremote
accessechnologysuchasanIPsecVPN or sshto getinsidefrom thewirelessnetwork.
Remembethat just becauseg/ou cannotaccess/our wirelessnetwork with a PCMCIA
é cardfrom the parkinglot, it doesnot meanthat someonewith aninexpensve high gain
antennaannotreachit fromamile (ortwentymiles!) away. In fact,we have demonstrated
thata standardaccesgointinsidea building is easilyreachabldrom thatdistance.

On the otherhand, you cannoteasily say “no” to insiderswho want wirelesscorvenience.
Accesspointscostunder$150; beware of userswho buy their own andplug theminto the wall
jacksof your internalnetworks. Periodicscanningfor rogueaccesgointsis a must. (Nor can
you simply look for the MAC addres®f authorizechosts;mary of the commercialaccespoints
comewith aMAC addres<loningfeature.)

2.5.1 Fixing WEP

Giventhe needto improve WEP beforeall of the hardwareis redesignedndredeplyedin nev
wirelesscards,the IEEE cameup with a replacementalled Tempoal Key Integrity Protocol
(TKIP). TKIP usesthe existing API on the card—namelyRC4 with publicly visible IVs—and
playsaroundwith thekeys sothatpacletsaredynamicallykeyed. In TKIP, keys arechangeabften
(ontheorderof hours),andlVs areforcedto changewith no opportunityto wrap around.Also,
thechecksunon pacletsis a cryptographidMAC, ratherthanthe CRCusedby WEP. Thus, TKIP
is notvulnerableto theBerkeley attacksnorto theFMSone. It is areasonablgorkaroundgiven
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thelegacy issuednvolved. Thenext generatiorof hardwareis designedo supportthe Advanced
EncryptionStandad (AES) andis beingscrutinizedby the securitycommunity

It is not clearthat the link layer is the right onefor security In a coffeeshopthe security
associations terminatedby the store:is thereary reasonyou shouldtrustthe shopleeper?Per
hapslink-layer securitymales somesensen a home,whereyou control both the accesgoint
andthewirelessmachinesHowever, we preferend-to-endsecurityat the network layeror in the
applications.



