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Secure Communications over
Insecure Networks

An Introduction to Cryptography

It is sometimesecessaryo communicatever insecurdinks without exposingone’s systems.
Cryptographybtheart of secretwritingbis theusualanswer

The mostcommonuseof cryptographyis, of course secrecy A suitablyencryptedpacketis
incomprehensibléo attackers.In the contextof the Internet,andin particularwhen protecting
wide-areacommunicationssecrecyis often secondary Instead,we are often interestedn the
implied authenticatioprovidedby cryptography Thatis, a packetthatis not encryptedwith the
properkeywill notdecryptto anythingsensible Thisconsiderablyimits theability of anattacker
toinjectfalsemessages.

Before we discusssomeactual usesfor cryptographywe presenta brief overview of the
subjectandbuild our cryptographidoolkit. It is of necessitysketchy;cryptographyis a complex
subjectthat cannotbe coveredfully here. Readersiesiringa more completetreatmentshould
consultany of a numberof standardeferencessuchas[Kahn, 1967, [Denning,1984, [Davies
andPrice, 1989, or [Schneigr1994.

We nextdiscusghe KerberosAuthenticationSystemdevelopecat MIT. Apartfrom its own
likely utilitybthe codeis widely availableandKerberosis beingconsideredor adoptionasan
Internetstandardbitmakesan excellentcasestudy sinceit is a real design,not vaporwareand
hasbeenthe subjectof manypapersaandtalksandafair amountof experience.

Selectinganencryptionsystems comparativelyeasy;actuallyusingoneis lessso. Thereare
myriad choicesto be madeaboutexactlywhereandhow it shouldbeinstalled,with trade-ofs in
termsof economygranularityof protectionandimpactonexistingsystem.Accordingly, Sections
13.3,13.4,and13.5discusghetrade-ofs andpresensomesecuritysystemsn usetoday

In thediscussionhatfollows, we assuméhatthe cryptosystemmvolvedbthatis, thecrypto-
graphicalgorithmandtheprotocolshatuseit, butnotnecessarilyheparticulaimplementationb
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aresuf®cientlystrong,i.e., we discountalmostcompletelythe possibility of cryptanalyticattack.
Cryptographicattacksare orthogonalto the typesof attackswe describeelsewhere. (Strictly
speakingtherearesomeotherdangerdiere.While the cryptosystemshemselvesnaybeperfect,
thereareoftendangerdurking in the cryptographigrotocolsusedto controltheencryption.See,
for example[Moore, 1984. Someexamplesf this phenomenomrediscussedn Section13.2
andin theboxonpage213.) A sitefacingaserioughreatfrom ahighly competenfoewouldneed
to deploydefenseagainsbothcryptographiattacksandthemoreconventionahttacksdescribed
elsewhere.

Onemoreword of caution:in somecountriesthe export,import, or evenuseof anyform of
cryptographymay beregulatecby the government Additionally, manyusefulcryptosystemare
protectediy avariety of patents It maybewiseto seekcompetentegaladvice.

13.1.1 Notation

Modern cryptosystemsonsistof an operationthat mapsa plaintext (P) anda key (K) to a
ciphertext(C). We write thisas

C — K|[P].
Usually, thereis aninverseoperatiorthatmapsa ciphertexiandkey K —* to theoriginal plaintext:
P — K~YC).

The attackets usualgoal is to recoverthe keys K and K ~1. For a strongcipher it shouldbe
impossibleo recoverthemby anymeansshortof trying all possiblevalues.This shouldholdtrue
no matterhow muchciphertextandplaintextthe enemyhascaptured.

It is generallyacceptedhat one mustassumehat attackersare familiar with the encryption
function;thesecurityof thecryptosystemeliesentirelyonthesecrecyf thekeys. Protectinghem
is thereforeof thegreatesimportance In generalthemoreakeyis used themorevulnerablat is
tocompromise Accordingly separati&eys,calledsessiorkeys areusedor eachjob. Distributing
sessiorkeysis a complexmatter aboutwhich we will saylittle; let it suf®@ceto saythatsession
keysaregenerallytransmittecencryptedoy a masterkey, andoftencomefrom a centralizedKey
Distribution Center

13.1.2 Private-Key Cryptography

In conventionakryptosystemsbsometimdanown assecret-keyor symmetriccryptosystemsb
thereis only onekey. Thatis,
K=K

writing out K ! is simply a notationalconvenienceo indicate decryption. Thereare many
differenttypesof symmetriccryptosystemshere,we will concentraten the Data Encryption
Standad (encryption DES [NBS, 1977 andits standardnodesof operatiofNBS,1980. Note,
though,thatmostthingswe sayareapplicableto othermodernciphersystemsywith the obvious
exceptionof suchparameterasencryptionblock sizeandkey size.
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Types of Attacks

Cryptographicsystemsare subjectto a variety of attacks. It is impossibleto give a
completeaxonomybbutwe discussa few of themoreimportantones.

Cryptanalysis Cryptanalysiss thescienceborartbof readingencryptedraf®cwithout
prior knowledgeof thekey.

aPractical® cryptanalysis @Practical°cryptanalysiss, in asensetheconverselt refers
to stealingakey, by anymeansecessaty

Known-plaintexattack Often,anenemywill haveoneor morepairsof ciphertextanda
known plaintextencryptedwith the samekey. Thesepairs,knownascribs, canbe
usedto aid in cryptanalysis.

Chosen-plaintext Attackswhereyoutrick theenemyinto encryptingyour messagewith
theenemys key. For example,jf your opponenencryptstraf®cto andfrom a ®le
servey you can mail that persona messageand watch the encryptedcopy being
delivered.

Exhaustiveseach: Trying everypossiblekey. Also knownasbruteforce
Passiveeavesdopping A passiveattackersimply listensto traf®c owing by.

Activeattack Inanactiveattacktheenemycaninsertmessageandbin somevariantsb
deleteor modify legitimatemessages.

Man-in-the-middle The enemysits betweenyou andthe party with whomyou wish to
communicateandimpersonatesachof youto theother

Replay Takealegitimatemessag@ndreinjectit into the networkatalatertime.

Cut-and-paste Giventwo messagesncryptedvith thesamekey, it is sometimepossible
to combineportionsof two or moremessage® producea newmessageYou may
not know whatit saysbutyou canuseit to trick your enemyinto doingsomething
for you.

Time-resetting In protocolsthatusethe currenttime, try to confuseyou aboutwhatthe
correcttimeis.

Birthdayattack An attackon hashfunctionswherethe goalis to ®ndanytwo messages
thatyield the samevalue. If exhaustivesearchtakes2™ steps,a birthday attack
would takeonly 27/2 tries.
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DESis aform of encryptionsystermknownasablockcipher. Thatis, it operate®n®xed-size
blocks. It maps64-bit blocksof plaintextinto 64-bit blocksof ciphertextandvice versa. DES
keysare64 bitslong, including8 seldom-usegarity bits.

Encryptionin DESis performedvia a complexseriesof permutationgndsubstitutions.The
resultof theseoperationss exclusive-OR'dwith the input. This sequencés repeatedL6 times,
usinga differentorderingof the key bits eachtime. Complementingnebit of the key or the
plaintextwill ip approximately50% of the outputbits. Thus, almostno information about
the inputsis leaked;small perturbationsn the plaintextwill producemassivevariationsin the
ciphertext.

DES wasdevelopedat IBM in responsdo a solicitationfor a cryptographicstandardrom
the NationalBureauof Standard¢NBS, now known asthe National Institute of Standardsind
Technologyor NIST). It wasoriginally adoptedor nonclassi®efideralgovernmenuse effective
Januaryl5, 1978. Every ®veyears,a recerti®catiorreview is held. The last one,in 1993,
reafdrmedDESfor ®nanciabhndauthenticatiomuse. It is unclearwhatwill happenn 1998.

IDEA [Lai, 1997 is similarin overallstructureto DES. It derivesits strengthfrom its useof
threedifferentoperationsbexclusive-ORmodularaddition,andmodulamultiplicationBin each
round, ratherthanjust using exclusive-OR Additionally, it usesa 128-bitkey to guardagainst
exhaustivesearchattacks. The IDEA algorithmis patentedbut the patentholdershavegranted
blanketpermissionfor noncommerciause. Although IDEA appeargo be a strongcipher it is
relativelynew andhasnotbeensubjectto muchscrutinyasyet. Somecautionmaybein order

Recently a new block cipher Skipjack wasannouncedy NIST. Skipjackis usedin the
so-calledClipper and Capstoneencryptionchips [Markoff, 1993a;NIST, 19940. Thesechips
arecontroversiahot becaus®f theirtechnicalmerits(thoughthoseareas-yetlargely classi®ed),
butbecaus¢hechipsimplementakeyescow system.Transmissionsontainanencryptecheader
containingthe sessiorkey; governmenfgenciesvith accesso the headetencryptionkeyswill
beableto decrypttheconversationThegovernmentlaimsthata courtorderwill berequiredfor
suchaccess.

Politicsaside, Skipjackappearso be a conventionablock cipher It usesa 64-bitblock size,
an80-bitkeysize,and32internalrounds.Becaus®f therequiremenfor theescrowmechanism,
only hardwara@mplementationsf Skipjackwill beavailable.An outsidereviewpanelconcluded
that the algorithmwas quite strongandthat #There is no signi®cantisk that Skipjack canbe
brokenthrougha shortcutmethodof attack®[Brickell etal., 1993.

13.1.3 Modes of Operation

Block cipherssuchas DES, IDEA, and Skipjack are generallyusedas primitive operatorsto
implementmorecomplexmodesof operation The four standardnodesaredescribechext. All
of themcanbe usedwith anyblock cipher althoughwe haveusedDESin theexamples.

Electronic Code Book Mode

The simplestmodeof operation Electronic CodeBook (ECB) mode,is alsothe mostobvious:
DESis usedasis, on 8-byteblocksof data.Becausao contextgoesinto eachencryptionevery



An Introductionto Cryptography 215

time the same8 bytesareencryptedwith the samekey, the sameciphertextresults. This allows
anenemyto collecta®codebook® of sorts,alist of 8-byteciphertextsandtheirlikely (or known)
plaintextequivalentsBecausef this danger ECB modeshouldbe usedonly for transmissiorof
keysandinitialization vectors(seebelow).

Cipher Block Chaining Mode

CipherBlockChaining(CBC) is themostimportantmodeof operation.In CBC mode,eachblock
of plaintextis exclusive-OR'dwith the previousblock of ciphertextbeforeencryption.Thatis,

C, — K[Pn (& Cn,]_].
To decrypt,we reverseheoperation:
P, — K7Cph) ® Cp_1.

Two problemsimmediatelypresenthemselveshow to encryptthe ®rstblock whenthereis no
Co, andhowto encryptthelastblockif our messagés nota multiple of 8 bytesin length.

To solvethe ®rstproblem,both partiesmustagreeuponaninitialization vector(1V). ThelV
actsas Cp, the ®rstblock of cipher;it is exclusive-OR'dwith the ®rstblock of plaintextbefore
encryption. Thereare somesubtleattackspossibleif 1Vs are not chosenproperly;to be safe,
IVs shouldbe (a) choserrandomly;(b) not usedwith morethanoneotherpartner;and(c) either
transmittecencryptedn ECB modeor choseranewfor eachseparatenessagegvento the same
partne VoydockandKent, 1983.

Apartfrom solvingtheinitialization problem,|Vs haveanotherimportantrole: theydisguise
stereotypedeginningsof messagesThatis, if the IV is held constantiwo encryptionsof the
samestartof amessagevill yield the sameciphertext. Apartfrom giving cluesto cryptanalysts
andtraf®canalystsin somecontextst is possibleto replayaninterceptednessageReplaysmay
still bepossiblef thelV haschangedbuttheattackewill notknowwhatmessagé¢o use.

Dealingwith thelastblock is somewhammorecomplex. In somesituationsJength®eldsare
used;in others,bytesof paddingare acceptable.One usefultechniqueis to add paddingsuch
thatthe lastbyte indicateshow manyof the trailing bytesshouldbe ignored. It will thusalways
containavaluebetweenl and8.

A transmissiorerrorin a block of ciphertextwill corruptboththatblock andthe following
block of plaintextwhenusingCBC mode.

Output Feedback Mode

For dealingwith asynchronoustreamsof data,suchaskeyboardinput, outputfeedbackmode
(OFB) is sometimesised. OFB usesDES asa randomnumbergeneratorpy loopingits output
backto its input, andexclusive-OR'ingthe outputwith the plaintext:

DES, « K[DES,_1]
C, « P,®DES,.
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If the P, blocksaresingle bytes,we are,in effect, throwing away 56 bits of outputfrom each
DEScycle. In theory the remainingbits could be keptandusedto encryptthe next 7 bytesof
plaintext,but thatis not standard As with CBC, anlV mustbeagreedn. It maybe sentin the
clear becausét is encryptedbeforeuse.Indeed,|f it is sentencryptedthatencryptionshouldbe
donewith adifferentkey thanis usedfor the OFB loop.

OFB hasthe propertythaterrorsdo not propagateCorruptionin anyreceivedciphertextoyte
will affect only that plaintextbyte. On the otherhand,an enemywho cancontrolthe received
ciphertextcancontrolthechangeshatareintroducedn the plaintext: acomplementediphertext
bit will causethe samebit in the plaintextto be complemented.

Cipher Feedback Mode

Cipher FeedbackCFB) modeis a morecomplexmechanisnfor encryptingstreams.If we are
encryptingb4-bit blocks,we encipherasfollows:

C,+—P,® K[Cn,]_].
Decryptionis essentiallythe sameoperation:
P, —C,® K[Cn_l].

Thatis, thelastciphertextblock sentor receiveds fed backinto theencryptor As in OFB mode,
DESis usedin encryptionmodeonly.

If we aresending3-bit blocks,CFBg modeis used.Thedifferences thattheinputto theDES
functionis from a shift register;the 8 bits of the transmittedciphertextare shiftedin from the
right, andtheleftmost8 bits arediscarded.

Errorsin receivedCFB dataaffectthedecryptionprocessvhile thegarbledbits arein theshift
register Thus,for CFBs mode,9 bytesare affected. The errorin the ®rstof thesebits canbe
controlledby theenemy

As with OFB mode,thelV for CFB encryptionmay, andarguablyshould,be transmittedn
theclear

One-Time Passwords

Conventionatryptosystemareoftenusedto implementtheauthenticatioschemeslescribedn
Chapters. In achallenge/responsmuthenticatgrthe usets tokenholdsthe sharedsecretkey K.
ThechallengeCh actsasplaintext;boththe tokenandthe hostcalculateK [Ch]. Assumingthata
strongcryptosystenis used thereis nowayto recoverK from the challenge/responskalog.

A similar schemas usedwith time-baseduthenticatorsThe clock valueT is the plaintext;
K|[T)] isdisplayed.

PINscanbeimplementedn eitherform of tokenin anumberof differentways. Onetechnique
is to usethePIN to encryptthedevices copyof K. An incorrectPIN will causeanincorrectcopy
of K to beretrieved therebycorruptingthe output. Notethe hostdoesnot needto knowthePIN,
andneednotbeinvolvedin PIN-changeperations.
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How Secure |Is DES?

Therehasbeenafair amounbf controversyaboutDESovertheyearsseefor example[Dif®eand
Hellman,1977. Somehavechagedthatthe designwasdeliberatelysabotagedy the National
SecurityAgency(NSA), or thatthekey sizeis just smallenoughthata majorgovernmenbor large
corporationcouldafford to build a machinethattried all 25 possiblekeysfor a givenciphertext.
Thatsaid,thealgorithmhassuccessfullyesistedattackby civilian cryptographerfor almosttwo
decadesMoreover recentresearchesultd BihamandShamir 1991,1993 indicatethatthebasic
designof DES is actually quite strong,and wasalmostcertainly not sabotagedIf your enemy
doesnot havesigni®cantesourcesDESis adequatgrotection.

However a designhasrecentlybeenpresentedor an 2economical’DES-crackebasedon
exhaustivesearch{Wiener 1994. Wienerestimateshata machinecanbe built for $1,000,000
thatwill ®ndany DES key in about7 hours;an averagesearchwould take half thattime. The
designscalesnicelyin bothdirections;a $10,000,00&ersionwould ®ndanykey in 0.7 hours,or
42 minuteswhile asmaller$100,000machinevouldsucceednh 70hours,whichis quiteadequate
in manycases.

Clearly, it is worth takingextraprecautionsvith sensitiveinformation,especiallywhenusing
masterkeys. An enemywho cracksa sessiorkey canreadthat one sessionput someonavho
cracksa masterkey canreadall traf®c,past,presentandfuture. The mostsensitivemessagef
all is a sessiorkey encryptecby a masterkey, sincetwo bruteforce attacksb®rsto recoverthe
sessiorkey andthento matchthatagainsits encryptedormPwill revealthe maste]Garonand
Outerbridge1991]. Accordingly, triple encryptionis recommendedf you think your enemyis
well ®nanced.

To performtriple encryptionusetwo DESkeys,K; and K»:

C — Ki[K, [Ki[P]]).

Notethatthemiddleencryptionis actuallyadecryption.Thisis donefor two reasonsFirst,it was
originally suggestethatdoubleencryptionwith two keysK; and K, mightactuallybeequivalent
to simpleencryptiorwith athird key, K3, unknownto thelegitimaterecipientdbutrecoverabléy a
cryptanalystlt is nowknownthatthatis notpossible:thereis nosuchK; [CampbellandwWiener
1993. Secondandmoreimportant,by settingK; = K>, we havebackwardcompatibilitywith
systemghatonly do singleencryption.

This form of triple encryptiongives you 112 bits of key strength. Simply doing double
encryptionisn't asstrongagainstanenemywho canafford lots of storage Merkle andHellman,
1981]. Youcanmaketriple encryptionevenstrongeiby choosinghreeindependerieysK, K>,
and K3. Again,thereis compatibilitywith singleencryptionif thethreekeysareequal.

13.1.4 Public Key Cryptography

With conventionatiphersystemsbothpartiesmustsharehesamesecrekeybeforecommunica-
tion begins.Thisis problematic.Foronething, it is impossibleo communicatevith someondor

whomyou haveno prior arrangementsAdditionally, the numberof keysneededor a complete
communicationsneshis very large,n? keysfor ann-partynetwork. While both problemscanbe
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solvedby recourseo a trusted,centralizedKDC, it is not a panacealf nothingelse,the KDC
mustbe availablein real time to initiate a conversation. This makesKDC accesdif®cultfor
store-and-forwarthessagsystems.

Publickey, orasymmetriceryptosystemfDif®eandHellman,1974 offer adifferentsolution.
InsuchsystemsK # K 1. Furthermoregivenk, theencryptiorkey, it is notfeasibleto discover
thedecryptionkey K —. We write encryptionas

C « EA[P]

anddecryptionas

for thekeysbelongingto A.

Eachpartypublishests encryptionkeyin adirectory while keepingits decryptiornkey secret.
To sendamessagéo someonesimplylook uptheir publickey andencryptthe messagevith that
key.

The bestknown, and mostimportant, public key cryptosystemis known as RSA for its
inventors,RonaldRivest,Adi Shamir,andLeonardAdleman[Rivestetal., 1974. Its security
relieson the dif®culty of factoringvery large numbers. It is protectedby a U.S. patent. Legal
commercialversionsare available;thereis also a free but licensedpackage RSAREF,that is
availableon the Internet. Commercialuseof RSAREFis barred,asis exportfrom the United
States. Other signi®cantestrictionsapply as well; you shouldcheckthe latestversionof the
RSAREFlicensebeforeusingthe code.

To useRSA, pick two large prime numbersp andgq; eachshouldbe at leastseverahundred
bitslong. Letn = pq. Picksomerandomintegerd relativelyprimeto (p — 1)(¢ — 1), ande such
that

ed=1(mod(p — 1)(¢ — 1)).

Thatis, whentheproducted is dividedby (p — 1)(¢ — 1), theremaindeis 1.
We can now usethe pair (e,n) asthe public key, andthe pair (d,n) asthe private key.
Encryptionof someplaintextP is performeddy exponentiatiormodulon:

C « P° (modn).
Decryptionis the sameoperationwith d astheexponent;

P« C%(modn) = (P°)¢(modn)
= P (modn)
= P (modn).

No way to recoverd from e is knownthatdoesnotinvolve factoringn, andthatis believedto be
avery dif®cultoperation.

Public key systemssuffer from two principal disadvantagesFirst, the keysare very large
comparedvith thoseof conventionakryptosystemsThis might be a problemwhenit comesto
enteringor transmittingthe keys, especiallyin securemail messagefdiscussedater). Second,
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encryptionanddecryptionaremuchslower Not muchcanbe doneaboutthe ®rstproblem. The
seconds dealtwith by usingsuchsystemsprimarily for key distribution. Thus,if A wantedto
sendasecreimessagé/ to B, A would transmitsomethindike

Ep[K], K[M] (13.1)

whereK is arandomlygeneratedessiorkey for DESor someotherconventionatryptosystem.

13.1.5 Exponential Key Exchange

A conceptrelatedto to public-keycryptographyis exponentiakeyexchangesometimeseferred
to as Dif®e-Hellmar[Dif®eandHellman,1976. Indeed,it is an older algorithm; the scheme
was®rstdescribedn the samepaperthatintroducedhe notionof public-keycryptosystemshut
without providingany examples.

Exponentiakey exchangegrovidesa mechanisnfor settingup a secretbut unauthenticated
connectiorbetweertwo parties.Thatis, thetwo cannegotiateasecresessiorkey, withoutfearof
eavesdropperddowever neitherparty hasany strongway of knowingwho is really at the other
endof thecircuit.

Inits mostcommorform, theprotocolusesarithmeticoperationsn the®eldof integersnodulo
somelarge numbers. Whendoingarithmetic (mod 3), you performthe operatiorasusual,but
thendivide by 3, discardingthe quotientandkeepingthe remainder In generalyou cando the
arithmeticoperationsitherbeforeor aftertakingthe remainder Both partiesmustalsoagreeon
someintegera, 1 < a < S.

Supposed wishesto talk to B. They eachgeneratesecretrandomnumbers,R4 and Rg.
Next, A calculatesandtransmitgo B the quantity

a4 (modp).
Similarly, B calculatesindtransmits

a®® (modp).
Now, A knowsR 4 anda®® (modg), andhencecancalculate

(af2)Ba (modB) = ofeR4 (modp)
= of2B5 (modp).

Similarly, B cancalculatethe samevalue. But an outsidercannot;the task of recoveringR 4
from a®4 (modg) is believedto bevery hard. (This problemis knownasthe discretelogarithm
problem.)Thus, A and B shareavalueknownonly to them;it canbeusedasa sessiorkey for a
symmetriccryptosystem.

Again,cautionis indicatedvhenusingexponentiakeyexchangeAs noted thereisnoauthen-
tication provided;anyonecould be at the otherendof the circuit, or evenin the middle,relaying

1Exponential key exchange is protected by a patent in the United States.
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messageso eachparty Simply transmittinga passwordover sucha channelis risky, because
of @man-in-the-middle®attacks. Therearetechniquedor securetransmissiorof authenticating
informationwhenusingexponentiakey exchangesee for example [Rivestand Shamir 1984;
Bellovin andMerritt, 1992,1993,1994. But theyarerathermorecomplexandstill requireprior
transmissiorof authenticatiorata.

13.1.6 Digital Signatures

Oftenthe sourceof a messagés at leastasimportantasits contents. Digital signatuescanbe
usedto identify thesourceof amessagel.ike publickey cryptosystemgjigital signaturesystems
employpublicandprivatekeys. Thesendeof amessageasesprivatekeyto signit; thissignature
canbeveri®edy meanf thepublic key.

Digital signaturesystemslo not necessarilymply secrecy Indeed,a numberof themdo not
provideit. However the RSA cryptosystentanbe usedfor bothpurposes.

To signamessag&ith RSA,thesendedecryptst, usingaprivatekey. Anyonecanverifyb
andrecovebthis messagéy encryptingwith the correspondingpublic key. (The mathematical
operationsisedn RSAaresuchthatonecandecryptplaintext,andencryptto recovertheoriginal
message.LConsidetthefollowing message:

Ep[Da[M]].

Becausdt is encryptedvith B'spublickey, only B canstrip off theouterlayer Becausgheinner
sectionD 4[M] is encryptedwith A's privatekey, only A couldhavegeneratedt. We therefore
havea messagé¢hatis bothprivateandauthenticatedWe write amessagé/ signedby A as

Sa[M].

Thereareanumbeiof otherdigital signatureschemebesidefRSA. Perhapshemostimportant
oneistheDigital Signatue Standad (DSS recentlyproposedy NIST [NIST,19944. Apparently
by intent, its keyscannotbe usedto provide secrecyonly authentication.This makesproducts
usingthe standardexportableput somehavechagedthatthe U.S. governmentvishesto protect
its ability to usewiretaps[Markoff, 1991;Denning,1993. Neverthelesst is likely to beadopted
asafederalgovernmenstandardIf thehistoryof DESis anyguide,it will beadoptedy industry
aswell, althoughpatenticensefeesmayimpedethatmove.

How doesoneknowthatthepublishedpublickeyis authentic?Thecryptosystemthemselves
may be secureput thatmatterdittle if anenemycanfool a publisherinto announcinghewrong
public keysfor variousparties. Thatis dealtwith via certi®catesA certi®cates a combination
of anameanda public key, collectivelysignedby anotherandmoretrusted party T":

St[A, E4l.
That signaturerequiresits own public key of course. It may requirea signatureby someparty
moretrustedyet, etc.:
St.[A, Eal
St,[T1, E1 ]
St,[T2, ET,)-
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Certi®catemayalsoincludeadditionalinformation,suchasthekey's expirationdate. Onedoes
not wish to useany onekey for too long for fear of compromiseandone doesnot wantto be
trickedinto acceptingold, andpossiblybroken keys.

A conceptrelatedto digital signaturess thatof the MessageAuthenticationCode(MAC). A
MAC is formedby runninga block cipherin CBC modeoverthe input. Only the lastblock of
outputis kept. A changeto any of theinput blockswill causea changeto the MAC value,thus
allowingtransmissioriaultsor tamperingto be detected Thisis essentiallyafancychecksum.

WhenMACs are usedwith encryptedmessageghe samekey shouldnot be usedfor both
encryptionandmessageauthentication Typically, somesimpletransformof the encryptionkey,
suchascomplementinghebits, is usedin the MAC computation.

13.1.7 Secure Hash Functions

It is oftenimpracticalto applyanencryptionfunctionto anentiremessageA functionlike RSA
canbetoo expensivefor useon large blocksof data. In suchcasesa secue hashfunctioncan
beemployed.A securehashfunctionhastwo interestingoroperties.First, its outputis generally
relatively shortbon the orderof 128 bits. Second,and moreimportant,it mustbe infeasible
to createaninput thatwill producean arbitraryoutputvalue. Thus,an attackercannotcreatea
fraudulentmessagé¢hatis authenticatethy meansof aninterceptedjenuinehashvalue.
Securehashfunctionsareusedin two mainways. First,andmostobvious,anysortof digital

signaturetechniquecanbe appliedto the hashvalueinsteadof to the messagéself. In general,
thisis amuchcheapepperationsimply becaus¢heinputis somuchsmaller Thus,if A wished
to sendto B asignedversionof messagé€13.1), A would transmit

Ep[K], K[M], Sa[H(M)]

where H is a securehashfunction. As before, K is the secretkey usedto encryptthe message
itself. If, insteadwe send

Ep[K], K[M,Sa[H(M)]],

thesignaturetoo, andhencetheorigin of the messagewill be protectedrom all but B's eyes.

The secondmajoruseof securehashfunctionsis lessobvious. In conjunctionwith a shared
secrekey, thehashfunctionsthemselvesanbe usedto signmessageBy prependinghesecret
key to the desiredmessageandthen calculatingthe hashvalue, one producesa signaturethat
cannotbeforgedby athird party:

H(M, K), (13.2)

whereK is asharedsecretstringand M is themessagéo besigned.

This conceptextendsn anobviousway to challenge/responsaithenticatiorschemesNor-
mally, in respons¢o achallengeC' 4 from A, B wouldrespondvith K[C 4], whereK is ashared
key. Butthesameeffectcanbeachievedy sendingH (C 4, K) instead.Thistechniquénassome-
timesbeenusedto avoidexportcontrolson encryptionsoftware:licensego exportauthentication
technologyasopposedo secrecytechnologyareeasyto obtain.
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Observehatwe havewritten H(M, K) ratherthan H(K, M). Undercertaincircumstances,
thelattercanbeinsecurd Tsudik,1994; the hashof a messageanbe usedastheinputvalueto
thehashof alongerstringthathasthe originalmessagebincludinghe secrekkeybas a pre®x.

It is importantthatsecurenashfunctionshavearelativelylong output,atleast128bits. If the
outputvalueis too short,it is possibleto ®ndtwo messagethathashto the samevalue. Thisis
mucheasierthan®ndinga messagevith a givenhashvalue. If a bruteforce attackon the latter
takes2™ operationsa birthdayattacktakesjust 2™/2 tries. If the hashfunctionyieldedasshort
anoutputvalueasDES,two collisionsof this type couldbefoundin only 232 tries. That's far too
low. Thenamecomesfrom thefamousbirthdayparadox On averagetheremustbe 183 people
in aroomfor thereto be a 50% probabilitythatsomeonéasthe samebirthdayasyou. But only
23 peopleneedto betherefor thereto be a 50% probabilitythatsometwo peoplesharethe same
birthday

There are a numberof well-known hashfunctionsfrom which to choose. Somecareis
needed becausethe criteria for evaluatingtheir securityare not well established Nechvatal,
19974. Amongthe mostimportantsuchfunctionsareMD2 [Kaliski, 1994, MD5 [Rivest,1997,
andNIST's SecureHashAlgorithm [NIST, 1993, a companiorto its digital signaturescheme.
The two-passversionof Merkle's snefrualgorithm [Merkle, 19904 hasbeenbroken,andthe
three-paswersionhasknown weaknesseslt is not recommendedor usewith lessthaneight
passeshutthatmakest very slow As of thiswriting, the NIST algorithmappeardo bethebest
choice.

Onoccasionit hasbeensuggestethata MAC calculatedvith aknownkeyis a suitablehash
function. Suchusagesrenot securd Winternitz, 1984;Mitchell andWalker, 1989. Securehash
functionscanbe derivedfrom block ciphers,but a more complexfunctionis required[Merkle,
19904.

13.1.8 Timestamps

Haberand Stornetta|Haberand Stornetta,1991a,19914 haveshownhow to usesecurehash
functionsto implementa digital timestampservice. Messagedo be timestampedare linked
together Thehashvaluefrom the previoustimestamps usedn creatinghehashfor thenextone.

Supposave wantto timestampdocumentD,, atsometime T;,. We createalink valueL,, by
calculating

Ly, H(Tn)H(Dn)anaLnfl)-

This value L,, servesasthetimestamp. Thetime T;, is, of course,unreliable;howevey L,, is
usedasaninputwhencreatingL,, 1, andusesL,,_; asaninputvalue. ThedocumentD,, must
thereforehavebeentimestampedbeforeD,, .1 andafter D,,_;. If thesedocumentdelongedo a
differentcompanythanD,,, theevidencds persuasiveTheentiresequenceanbefurthertied to
reality by periodicallypublishingthelink values.Bellcoredoesjust that,in alegalnoticein the
NewYork Times?

2This scheme has been patented by Bellcore.
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Note,incidentally thatoneneednotdisclosehecontentof adocumento secureatimestamp;
a hashof it will suf®ce.This preserveshe secrecyof the documentput provesits existenceata
givenpointin time.

The Kerberos Authentication System

TheKerberosAuthenticatiorSystem Bryant,1988;Kohl andNeuman,1993;Miller etal., 1987;
Steineret al., 1989 wasdesignedat MIT aspartof ProjectAthena® It servestwo purposes:
authenticatiorandkey distribution. Thatis, it providesto hostsBor moreaccuratelyto various
serviceonhostsbunfoigeablecredentialdo identify individualusers.Eachuserandeachservice
sharesa secretkey with the Kerberoskey distributioncenter;thesekeysact as masterkeysto
distributesessiorkeys,andasevidencethatthe KDC vouchedor the informationcontainedn
certainmessagesThe basicprotocolis derivedfrom oneoriginally proposedy Needhamand
SchroedefNeedhamandSchroedgrl978,1987;DenningandSacco,1981].

More precisely Kerberogprovidesevidenceof a principal sidentity. A principalis generally
eithera useror a particularserviceon somemachine.A principalconsistof thethree-tuple

(primary nameinstancerealmny.

If the principalis a useba genuinepersonbtheprimary nameis the login identi®ey andthe
instanceis either null or representparticularattributesof the user e.g.,root For a service,
the servicenameis usedasthe primary nameand the machinenameis usedas the instance,
e.g.,rlogin.myhost Therealmis usedto distinguishamongdifferentauthenticatiordomains;
thus,thereneednot be onegiantband universallytrustedbKerberodatabaseservingan entire
company

All KerberognessagesontainachecksumThisis examinedfterdecryptionjf thechecksum
is valid, therecipientcanassumehatthe properkey wasusedto encryptit.

Kerberosprincipalsmayobtainticketsfor servicedrom a specialserverknownasthe Ticket-
GrantingServe(TGS. A ticketcontainsassortednformationidentifyingtheprincipal,encrypted
in the privatekey of the service(notationis summarizedn Table13.1;adiagramof thedata ow
is shownin Figure13.1):

K,[T. s] = Ks[s, c, addr, timestamplifetime, K ,]. (13.3)

Sinceonly Kerberosandthe servicesharethe privatekey K, theticketis knownto beauthentic.
The ticket containsa new private sessiorkey, K. s, knownto the client aswell; this key may

beusedto encrypttransactionsluringthe session(Technicallyspeaking KX . ; is a multi-session
key, sinceit is usedfor all contactswith thatserverduringthelife of theticket.) To guardagainst
replayattacks all ticketspresentedreaccompaniethy anauthenticator

K. [A:] = K, s[c,addr, timestamp (13.4)

3This section islargely taken from [Bellovin and Merritt, 1991].
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Table 13.1: Kerberos Notation

Clientprincipal

s Serverprincipal

tgs Ticket-grantingserver

K, Privatekey of 2z°

K. Sessiorkeyfor 2¢° and@s®

K_.[info] 2info® encryptedn key K,

K,[T.s] Encryptedicketfor2c® to use?s®

K. s[A;] Encryptedauthenticatofor 2c° to use®s°®
addr Client'sIP address

Thisis abrief stringencryptedn thesessiorkey andcontainingatimestampif thetime doesnot
matchthe currenttime within the (predetermined3lock skewlimits, therequesis assumedo be
fraudulent.

Thekey K., canbe usedto encryptand/orauthenticatendividual messageso the server
This is usedto implementfunctionssuchas encrypted®le copies,remotelogin sessionsetc.
Alternatively K., canbe usedfor MAC computatiorfor messagethat mustbe authenticated,
butnotnecessarilyecret.

For servicesvheretheclient needidirectionalauthenticationthe servercanreply with

K, ;[timestampt 1]. (13.5)

This demonstratethatthe serverwasableto readtimestam@drom the authenticatgrandhence
thatit knew K ,; thatin turnis only availablein the ticket, which is encryptedn the servefs
privatekey.

Ticketsareobtainedrom the TGSby sendingarequest

S, ths[Tc,tgs]a Kc,tgs [Ac] (136)

In otherwords, an ordinaryticket/authenticatopair is used;the ticket is known asthe ticket-
grantingticket The TGS respondswith a ticket for servers anda copy of K. ., all encrypted
with aprivatekey sharedoy the TGS andthe principal:

Kc,tgs [Ks [Tc,s]a Kc,s]- (137)

Thesessiorkey K s is anewly choserrandomkey.
The key K. .45 andthe ticket-grantingticket are obtainedat session-startime. The client
sendsamessag¢o Kerberoswith a principalname;Kerberogespondsvith

Kc[Kc,tgsaths[Tc,tgs]]- (138)

Theclientkey K. is derivedfrom a noninvertibletransformof the usets typedpassword.Thus,
all privilegesdependultimately on this onekey. Note thatserveramustpossesgrivatekeysof



TheKerberosAuthenticationSystem 225

TGT Request ~ K DC

EncryptedTGT (13.8)

TicketRequestTGT (13.6)

__________________ >

— " Encryptedfickef(13.7) | TGS
|
|
|
|
|

|
Ticket, Auth |
(13.3,13.4)

OptionalServerResponsél3.5)

Figure 13.1: Dataflow in Kerberos. The message numbers refer to the equations in the text.

their own, in orderto decrypttickets. Thesekeysarestoredin a securdocationon the servets
machine.

Ticketsandtheirassociatedlientkeysarecachedntheclient's machine Authenticatorare
recalculatechndreencryptedeachtime the ticket is used. Eachticket hasa maximumlifetime
enclosedpastthatpoint, the client mustobtaina newticket from the TGS. If theticket-granting
tickethasexpired,anewonemustberequested,singK..

Connectingo serversoutsideof one's realmis somewhamorecomplex. An ordinaryticket
will notsuf®ce sincethelocal KDC will nothavea secretkey for eachandeveryremoteserver
Instead,an interrealm authenticatiormechanismis used. The local KDC mustsharea secret
key with theremoteservers KDC; this key is usedto signthelocal requestthusattestingto the
remoteKDC thatthelocal onebelievegheauthenticationformation. TheremoteKDC useghis
informationto constructaticketfor useon oneof its servers.

This approachthoughbetterthanonethat assume®ne giant KDC, still suffersfrom scale
problems. Every realm needsa separatekey for every otherrealmto which its usersneedto
connect.To solvethis, newerversionsof Kerberosusea hierarchicakhuthenticatiorstructure.A
departmens KDC mighttalk to a university-wideKDC, andit in turnto aregionalone. Only the
regionalKDCswould needto sharekeyswith eachotherin acompletemesh.

13.2.1 Limitations

Although Kerberosis extremelyuseful, and far better than the address-baseduthentication
methodghatmostearlierprotocolsused,t doeshavesomeweaknesseandlimitations[Bellovin
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and Merritt, 1991]. First and foremost,Kerberosis designedfor userto-hostauthentication,
not host-to-host. Thatis reasonablén the ProjectAthenaenvironmentof anonymousdataless
workstationsaindlarge-scal@®leandmail serversit is apoormatchfor peerto-peerenvironments
wherehostshaveidentitiesof theirownandneedo accessesourcesuchasremotelymounted®le
system®ntheirownbehalf. To dosowithin theKerberoamodelwouldrequirethathostamaintain
secretK . keysof theirown, butmostcomputersarenotoriouslypooratkeepingong-termsecrets
[Morris andThompson1979;Dif®eandHellman,1974.

A relatedissuehasto do with theticket andsessiorkey cache.Again, multiusercomputers
arenot thatgoodat keepingsecrets.Anyonewho canreadthe cachedsessiorkey canuseit to
impersonatehe legitimateuser;the ticket canbe picked up by eavesdroppingn the network,
or by obtainingprivilegedstatuson the host. This lack of hostsecurityis not a problemfor a
single-useworkstationto whichnooneelsehasanyaccessbbuthatis nottheonly environment
in which Kerberods used.

The authenticatorarealsoa weakpoint. Unlessthe hostkeepstrack of all previouslyused
live authenticatorsan intruder could replay themwithin the comparativelycoarseclock skew
limits. Forthatmatter if the attackercouldfool the hostinto believinganincorrecttime of day,
thehostcouldprovideareadysupplyof postdatecuthenticatoror laterabuse.

The mostseriousproblems,though,haveto do with the way the initial ticket is obtained.
First, theinitial requesfor a ticket-grantingticket containsno authenticatiorinformation,such
as an encryptedcopy of the username. The answeringmessagd13.8)is suitablegrist for a
password-crackingnill; an attackeron the far side of the Internetcould build a collection of
encryptedticket-grantingticketsand assaulthemoff-line. The latestversionsof the Kerberos
protocolhavesomemechanismgor dealingwith this problem. More sophisticatecpproaches
detailedin [Lomasetal., 1989 or [Bellovin andMerritt, 1997 canbeused.

Thereis a secondogin-relatedproblem: how doesthe userknow that the login command
itself hasnot beentamperedwith? The usualway of guardingagainstsuchattacksis to use
challenge/responsauthenticatiordevices,but thoseare not supportedoy the currentprotocol.
There are someprovisionsfor extensibility; however since there are no standardsor such
extensionsthereis nointeroperability

Link-Level Encryption

Link-level encryptionis the mosttransparentorm of cryptographigrotection.Indeedit is often
implementedby outboardboxes; eventhe devicedrivers, and of coursethe applications,are
unawareof its existence.

As its nameimplies, this form of encryptionprotectsan individual link. This is both a
strengthanda weaknessilt is strong,becausdfor certaintypesof hardware}he entirepacketis
encryptedjncludingthe sourceanddestinatioraddressesThis guardsagainstraf®canalysis a
form of intelligencethatoperatedy notingwhotalksto whom. Undercertaincircumstancesbfor
exampletheencryptionof a point-to-pointinkbeven the existenceof traf®ccanbedisguised.

However link encryptionsuffersfrom oneseriousweaknessit protectsexactlyonelink ata
time. Messageatrestill exposedvhile passinghroughotherlinks. Evenif they, too,areprotected
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IP hdr TCPhdr userdata

IP hdr key-id encryptedl CP hdr, userdata

Figure 13.2: Transport-level encryption.

by encryptorsthe messagesemainvulnerablewhile in the switchingnode. Dependingon who
theenemyis, this maybea seriousdrawback.

Link encryptionis the methodof choicefor protectingstrictly localtraf®c(i.e.,on oneshared
coaxialcable)or for protectinga smallnumberof highly vulnerabldines. Satellitecircuitsarea
typicalexampleasaretransoceanicablecircuitsthatmaybeswitchedo asatellite-basebackup
atanytime.

Network- and Transport-Level Encryption

Network- and transport-levelencryptionare, in somesense,the most useful ways to protect
conversations Like application-levekencryptorsthey allow systemgo converseover existing
insecurelnternets;like link-level encryptors,they are transparento most applications. This
powercomesat a price, though: deploymenis dif®cultbecausehe encryptionfunction affects
all communicationamongmanydifferentsystems.

Although standardversionsof theseprotocolsare not yet availablefor the TCP/IP protocol
suite,the corresponding Sl protocolsare beingusedasmodelsandthe basicstructureis clear
This expositionis basedon the currentdraft internationalstandardg1SO, 1991, 1997; the
correspondingroposaldor TCP/IPandfor Secue Data NetworkSystem¢SDNS drafts[SP3,
1988;SP4,1989 aresimilar.

Both protocolsrely on the conceptof a key-id The key-id, which is transmittedn the clear
with eachencryptedhacket,controlsthe behaviorof the encryptionanddecryptionmechanisms.
It speci®esuchthingsastheencryptioralgorithm theencryptiorblock size whatintegritycheck
mechanisnmshouldbe used,the lifetime of the key, etc. A separat&key managemenprotocolis
usedto exchang&eysandkey-ids.

The NetworkLayer SecurityProtocol (NLSP andTransportLayer SecurityProtocol (TLSB
differ mostnotablyin thegranularityof protection. TLSR asbe®tsts namejs boundto individual
connectionsuchasTCPvirtual circuits. As such it providegrotectiorto thatlevelof granularity:
differentcircuitsbetweerthe samepair of hostscanbe protectedvith differentkeys.

The entire TCP segment,including the TCP header but not the IP header is encrypted
(Figure13.2). This newsegments sentonto IP for the usualprocessingalbeitwith a different
protocolidenti®er Uponreception P will handthe packetup to TLSP, which, afterdecrypting
andverifying thepacketwill passt onto TCP
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IP hdr TCPhdr userdata
newlP hdr key-id encryptedP hdr, TCP hdr, userdata
(a)
IP hdr TCPhdr userdata
key-id encryptedP hdr, TCP hdr, userdata

(b)
Figure 13.3: Network-level encryption.

NotethatTCP'serrorcheckingandhenceacknowledgmentsakesplaceafterdecryptiorand
processing.Thus,packetsdamagedr deleteddueto enemyactionwill beretransmittediia the
normalmechanismsContrasthis with anencryptionsystenthatoperatechboveTCR, wherean
additionalretransmissiomechanisnmightbeneeded.

NLSPoffersmorechoicesn placementhandoesTLSP. Dependingntheexactneedsf the
organizationNLSPmaybeinstalledabove,n themiddleof, or belowIP. Indeedjt mayevenbe
installedin a gatewayrouterandthusprotectanentiresubnet.

NLSPoperateby encapsulationrtunneling.A packeto beprotecteds encryptedfollowing
that,anewIP headelis attachedFigure13.3a). The IP addressem this heademaydiffer from
thoseof the original packet. Speci®callyif a gatewayrouteris the sourceor destinationof the
packet,its IP addresss used.A consequencef this policy is thatif NLSP gatewaysareusedat
both ends,the real sourceanddestinatioraddresseare obscuredthus providing somedefense
againstraf®canalysis.Furthermoretheseaddresseseedbearno relationto the outsideworld's
addresspacealthoughthatis anattributethatshouldnot be usedlightly.

If the two endpointsof an NLSP communicatiorareattachedo the samenetwork,creation
of the new IP headercan be omitted, and the encryptedNLSP packetsentdirectly over the
underlyingmedium(Figure 13.3b). This is, of course,quite closeto link-level encryption;the
crucialdifferenceis thatlink control®eldg(i.e., checksumsaddressedIDLC framing, etc.) are
notencrypted.

Thegranularityof protectiorprovidedby NLSPdepend®nwhereit is placed.A host-resident
NLSP can,of course guarante¢he actualsourcehost,thoughnot theindividual processor user
By contrastrouterresidenimplementationsanprovideno moreassurancthanthatthemessage
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originatedsomewherén the protectedsubnet.Neverthelesghatis often suf®cient,especiallyif
themachine®nagivenLAN aretightly coupled.Furthermoreit isolateghecrucialcryptographic
variablesnto onebox, a box thatis muchmorelikely to be physicallyprotectedhanis atypical
workstation.

This is shownin Figure13.4. Encryptors(labeled®E®) canprotecthostsonaLAN (Al and
A2), onaWAN (C), oranentiresubnetB1, B2, D1, andD2). WhenhostAl talksto A2 or C, it
is assureaf theidentity of thedestinatiorhost. Eachsuchhostis protectedy its ownencryption
unit. ButwhenAl talksto B1, it knowsnothingmorethanthatit is talking to somethingoehind
NetB's encryptor This couldbeB1, B2, or evenD1 or D2.

One further caveatshould be mentioned. Nothing in Figure 13.4 implies that any of the
protectechostsactuallycantalk to each or thattheyareunableto talk to unprotectedhostF. The
allowablepatternsof communicatiorare an administrativematter;thesedecisionsare enforced
by theencryptorsandthe key distributionmechanism.

Otherpossibilitiesexistfor network-levelencryption.Onesuchprotocol,swiPg is described
in [loannidisandBlaze,1993. OthersexistasdraftRFCs.

Application-Level Encryption

Performingencryptionat the applicationlevel is the mostintrusive option. It is alsothe most
“exible, becauséhescopeandstrengthof the protectioncanbetailoredto meetthespeci®meeds
of the application. Encryptionand authenticatioroptionshave beende®nedor a numberof

high-riskapplicationsthoughasof this writing nonearewidely deployed.We will reviewa few

of them,thoughthereis ongoingwork in otherareassuchasauthenticatingoutingprotocols.

13.5.1 The TelnetProtocol

The mostcritical area,in the sensethat a seriousongoingproblemalreadyexists,is the telnet
protocol. Therisk is not somuchthe compromiseof thefull contentsof aremotelogin session,
(althoughthat may be sensitiveenough),but the strongneedto preventpasswordgrom being
sentover the Internetin the clear Clearly, that could be preventedby encryptingthe telnet
sessionsThatis notthepreferredsolution,howeveyfor severareasonsFirst,andmostobvious,
encryptionis often overkill. It is only the passwordhat needsprotectingin many casesnot
the entire connection;thereis no point to incurring the overheadhe restof thetime. Second,
encryptionrequireskey distribution,andthatin turn often requiressomesort of authentication.
ForexampleKerberoswill notdistributesessiorkeysuntil afterauthenticatingheuser;however
oncethatis done,thereis an elegantmechanisnthat provideskey distribution as part of the
authenticatioprocess.

The third reasonis that we needauthenticatiorin telnetanyway This would provide for
preauthenticatedonnectionsalongthelinesof rlogin, butbuilt onamore exible footing. That
is, it is desirableto permitusersto connecto othermachineson the networkwithout the bother
of reenteringpasswords.
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Figure 13.4: Possible configurations with NLSP.
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Finally, aswehavementionedarlier theexportanduseof encryptiorsoftwards oftenheavily
restricted. Authenticationtechnologyis not controlledto the samedegreeit is easierto deploy
andit solvessomecritical problems.

The frameworkfor authenticatioris de®nedn [Borman,19934. Theclientandserver®rst
negotiatewhetheror not authenticatiorshould be performed. If both sidesagree,they then
negotiatewhich schemeshouldbe usedandwhich side shouldbe authenticatedthe client, the
server or both. Finally, whatevemmessageareappropriateo the agreed-oroptionaresent. For
Kerberosfor exampleaticketandauthenticatoaretransmittedwith anadditionalreply usedif
bilateralauthentications desired Borman,19934.

A telnetencryptionmechanisnihasbeenproposedbutasof early1994hasnotyetbeen®nal-
ized. It is integratedwith the authenticatioroption: thetwo sidesnegotiatevhich authentication
andencryptionalgorithmsshouldbe usedandwho shouldusethem. Oncethathasbeennegoti-
ated encryptioncanbeturnedon, thoughit maybeturnedoff duringthesession Eachdirectionis
encryptedndependentlythatpermitsinput encryptionto remainon, to protectpasswordsyhile
permittingoutputto be sentin theclearfor performanceeasons.

Thereis a subtletrap to be wary of here. If encryptionis usedonly during passworcentry,
andif thekey andinitializationvectorareheldconstantanenemycanreplaytheencryptedstring
withouteverknowingits contents At leastoneof thesevaluesmustbe changedor eachsession.

Becauseemotdogin sessiongenerallyinvolve characteiat-a-timeinteractionsthe CFBand
OFB modesof operationaregenerallyused. Error propagatioris not atissue,sincehumanscan
easilyrecoverfrom garblesn aninteractivesession.

13.5.2 Authenticating SNMP

The SimpleNetworkManagemenProtocol (SNMP [Caseetal., 1994 is usedto controlrouters,
bridges,andothernetworkelements.The needfor authenticatiorof SNMP requestss obvious.
Whatis lessobvious,but equallytrue, is that somepacketanustbe encryptedaswell, if for no
otherreasonthanto protectkey changerequestdor the authenticatiorprotocol. Accordingly a
securityoptionhasbeendevelopedor SNMP [Galvinetal., 1997.

The®rstproblem authentications solvedby usingsecurénashfunctions,asin messagél 3.2)
onpage221. Both partiessharea 16-bytestring,whichis prependedo the SNMP requestMD5
is usedto generate 16-bytehashcode.

Secrecyis providedby usingDESin CBC mode. The2key® actuallyconsistof two 8-byte
guantities:theactualDESkey andthelV to beusedfor CBC mode.NotethatthelV is constant
for the lifetime of a key, which is probablya disadvantage An MD5 hashis performedon the
messagéor integrity checking.

To preventreplayattacksbsituationsvherean enemyrecordsandreplaysanold, but valid,
messagebsecurSNMP messagefclude a timestamp. Messageshat appearto be staleare
discarded.As a consequencef this, it is unsafeto seta clock backwardspecausehat would
createa window during which replayswould be acceptedasvalid. Accordingly, clock skewis
dealtwith by advancinghe slowerclock. If it is evernecessaryo reseta clock, the secrecyand
authenticatiokeysmustbe changedaswell. Normally, thisis doneusingSNMPitself; adetailed
descriptionof howto dothisis givenin the speci®cation.
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13.5.3 Secure Electronic Mail

The previoustwo sectionshavefocusedon mattersof moreinterestto administrators.Ordinary
usershavemostoftenfelt the needfor privacywhenexchanginglectronicmail. Unfortunately
anof®cialsolutionhasbeenslowin coming,sovariousunof®cialsolutionshaveappeared.

ThethreemaincontenderarePrivacy-Enhanceé&lectonic Mail (PEM), theof®cialstandard
in the TCP/IPprotocolsuite;Pretty GoodPrivacy (PGP), largely developedautsideof the United
Statesto avoid being boundby the RSA patent;and RIPEM, basedon a free implementation
of RSA madeavailablewith the consentof the patentowners. All threeusethe samegeneral
structurebmessageare encryptedwith a symmetriccryptosystemusingkeysdistributedvia a
public-keycryptosystembbutheydiffer signi®cantlyn detail.

Onesigni®cantaveagppliesto anyof thesepackagesThesecurityof mail sentandreceived
is critically dependenbn the security of the underlying operatingsystem. It doesno good
whatsoeveto usethe strongestryptosystemsgossiblef anintruderhasbooby-trappedhe mail
readeror can eavesdropn passwordsentover a local network. For maximumsecurity any
securemail systemshouldberun on a single-usemachinethatis protectedphysicallyaswell as
electronically

PEM

PEM [Linn, 1993b;Kent, 1993;Balenson1993;Kaliski, 1993 hasthe mostelaboratestructure.
Multiple encryption hash,andpublic-keyalgorithmsare supported.At presenDESis the only
standardencryptionalgorithmfor the body of a messagethougha triple-DESversionis being
developed.RSA is usedto encryptthe DES keysand certi®catesThe messagés hashedwith
MDS5 prior to signing;certi®catearehashedvith MD2, afunctionthatis slowerbut believedto
bemoresecure.

Certi®cate$or PEM containa fair amountof information. Apart from the usualidenti®ers
andorganizationabf®liations they alsocontainexpirationdates.This is partly for conventional
cryptographiaeasonspartly sothatorganizationabf®liationdataremainscurrent,andbwithin
the United Statesbpartlyto enforcepaymenbf royaltiesfor useof RSA.

The certi®catiorstructureis a #forest,® a group of trees. Eachroot, known asa Top-Level
Certifying Authority, mustcross-certifyall otherroots. Elaboraterustworthinessndinspection
requirementareimposedon lower level certifying authoritiesto preventtheir possiblecompro-
mise. Ontheotherhand provisionis explicitly madefor anonymouserti®catesvhich areissued
to individualswho wish to beableto signandreceivemail messagessingpseudonyms.

Currently nokeyserveprotocolsarede®nedlUsermail agentaresupposetb cacheeceived
certi®catesOnespecialform of mail messagehe Certi®cateRevocatiorList (CRL), is de®ned.
Suchmessagesontainlists of certi®cateshat are no longervalid. Any authority that issues
certi®catemaygenerateancellatiormessagefr thecerti®catest hasissued.

PEMsupportaanumberof differentmodesof operation.First, thereis encryptedsignedmail.
Onecanalsosendauthenticatedlearteximessagesreferablysuchmessagesreencodedefore
beingsignedor transmittedo avoidproblemswith varyingcharactesets/ine representationgtc.
But thatwould requiresomesoftwaresupporton therecipients endto decodesvennonencrypted
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messagesAccordingly PEM supportssignedbut unencodeanessageslbeitwith the warning
thattheveri®catiorprocessnayfail.

RIPEM

RIPEM[Riordan, 1997 is moreor lessasubsebf PEM. It useshesamemessagéormatsandthe
samebasicencryptionalgorithms:DESandtriple DESin CBC mode MD5 for message-hashing,
andRSAfor signaturesndmessagéey distribution. Theprimarydifferences thatRIPEM does
not implementcerti®catesThatis, public keysarenot signedby anyone;eachuserof RIPEM
mustassesshevalidity of anygivenkey.

RIPEM keysaredistributedby a variety of mechanismdancludingthe ®ngerrommandanda
dedicatedkeyserver.Thecodealsosupportsnclusionof thekeysin themessagéself. Sincesuch
keysarenotsignedthis methods of dubioussecurity Userscanmaintaintheir own collectionof
keys. Thesecanbegatheredrom avarietyof sourcesincludingRIPEM-signednail messagesi
versionof RIPEMthatwill supportsignedcerti®cates underdevelopmentit shouldbeavailable
by mid-1994.

Becaus&RIPEMis basednthe RSAREFpackageuseof it is restrictedby the provisionsof
theRSAREFlicense.

PGP

ThePGPpackagdZimmerman1997 differsfromtheothersin notusingDES. Ratherit encrypts
messagessing|DEA. The MD5 algorithmis usedfor message-hashing.

Themostintriguing featureof PGPis its certi®catestructure.Ratherthanbeinghierarchical,
PGPsupportsamoreor lessarbitrary?trustgraph.? Usersreceivesignedkey packagefrom other
users;whenaddingthesepackagedo their own keyrings they indicatethe degreeof trustthey
havein the signer andhencethe presumedsalidity of the enclosedkeys. Note thatan attacker
canforgeachainof signaturesseasilyasasingleone. Unlessyou haveindependenteri®cation
of partof thechain,thereis little securitygainedfrom along sequencef signatures.

Useof thefreePGPwithin theUnitedStatedasbeensomewhatontroversialnotablybecause
of its unauthorizediseof RSA.But atleastonevendorhasnegotiategropericensingagreements
with thevariouspatentholders andis offeringacommerciaversionfor variousplatforms.These
includeMS-DOSandseveralersionsof UNiX. Also, MIT hasrecentlymadeavailableaversion
of PGPbasedn the RSAREFpackageuseof this versionis legalfor noncommerciapurposes.
Howeverthemessaget generateafterSeptembet, 1994will notbereadablédy olderversions
of PGP

13.5.4 Generic Security Service Application Program Interface

The Generic SecurityServiceApplication Program Interface (GSS-AP) [Linn, 1993a;Wray,
1993, is a commoninterfaceto a variety of security mechanisms. The ideais to provide
programmerswith a single set of function calls to use, and also to de®nea commonset of
primitivesthatcanbe usedfor applicationsecurity Thus,individual applicationswill nolonger
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haveto worry aboutkey distributionor encryptionalgorithms;rather they will usethe same
standardnechanism.

GSS-APlis designedior credential-basedystemssuchas Kerberosor DASS [Kaufman,
1999. It saysnothingabouthow suchcredentialsareto be acquiredn the ®rstplace;thatis left
upto theunderlyingauthenticatiorsystem.

Naturally, GSS-APldoesnot guaranteenteroperabilityunlessthe two endpointsknow how
to honoreachother's credentials.In thatsensejt is an unusualtype of standardn the TCP/IP
community:it speci®efostbehaviorratherthanwhatgoesoverthewire.



