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13

Secure Communications over
Insecure Networks

13.1 An Introduction to Cryptography

It is sometimesnecessaryto communicateover insecurelinks without exposingone's systems.
CryptographyÐtheartof secretwritingÐis theusualanswer.

Themostcommonuseof cryptographyis, of course,secrecy. A suitablyencryptedpacketis
incomprehensibleto attackers.In the contextof the Internet,andin particularwhenprotecting
wide-areacommunications,secrecyis often secondary. Instead,we areoften interestedin the
impliedauthenticationprovidedby cryptography. Thatis, a packetthatis not encryptedwith the
properkeywill notdecryptto anythingsensible.Thisconsiderablylimits theability of anattacker
to inject falsemessages.

Before we discusssomeactualusesfor cryptography, we presenta brief overview of the
subjectandbuild ourcryptographictoolkit. It is of necessitysketchy;cryptographyis a complex
subjectthat cannotbe coveredfully here. Readersdesiringa morecompletetreatmentshould
consultanyof a numberof standardreferences,suchas[Kahn,1967], [Denning,1982], [Davies
andPrice,1989], or [Schneier, 1994].

We nextdiscusstheKerberosAuthenticationSystem,developedat MIT. Apart from its own
likely utilityÐthe codeis widely availableandKerberosis beingconsideredfor adoptionasan
InternetstandardÐitmakesanexcellentcasestudy, sinceit is a realdesign,not vaporware,and
hasbeenthesubjectof manypapersandtalksanda fair amountof experience.

Selectinganencryptionsystemis comparativelyeasy;actuallyusingoneis lessso. Thereare
myriadchoicesto bemadeaboutexactlywhereandhow it shouldbeinstalled,with trade-offs in
termsof economy, granularityof protection,andimpactonexistingsystem.Accordingly, Sections
13.3,13.4,and13.5discussthetrade-offs andpresentsomesecuritysystemsin usetoday.

In thediscussionthatfollows,weassumethatthecryptosystemsinvolvedÐthat is, thecrypto-
graphicalgorithmandtheprotocolsthatuseit, butnotnecessarilytheparticularimplementationÐ
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aresuf®cientlystrong,i.e.,we discountalmostcompletelythepossibilityof cryptanalyticattack.
Cryptographicattacksare orthogonalto the typesof attackswe describeelsewhere. (Strictly
speaking,therearesomeotherdangershere.While thecryptosystemsthemselvesmaybeperfect,
thereareoftendangerslurking in thecryptographicprotocolsusedto controltheencryption.See,
for example,[Moore,1988]. Someexamplesof this phenomenonarediscussedin Section13.2
andin theboxonpage213.)A sitefacingaseriousthreatfromahighlycompetentfoewouldneed
to deploydefensesagainstbothcryptographicattacksandthemoreconventionalattacksdescribed
elsewhere.

Onemoreword of caution: in somecountriestheexport,import,or evenuseof anyform of
cryptographymayberegulatedby thegovernment.Additionally, manyusefulcryptosystemsare
protectedby avarietyof patents.It maybewiseto seekcompetentlegaladvice.

13.1.1 Notation

Modern cryptosystemsconsistof an operationthat mapsa plaintext
�����

and a key
�����

to a
ciphertext

���	�
. Wewrite thisas ��
���
 �����

Usually, thereis aninverseoperationthatmapsaciphertextandkey
��� 1 to theoriginalplaintext:

��
�� � 1 
 �����

The attacker's usualgoal is to recoverthe keys
�

and
� � 1. For a strongcipher, it shouldbe

impossibleto recoverthemby anymeansshortof trying all possiblevalues.Thisshouldholdtrue
nomatterhowmuchciphertextandplaintexttheenemyhascaptured.

It is generallyacceptedthatonemustassumethatattackersarefamiliar with theencryption
function;thesecurityof thecryptosystemreliesentirelyonthesecrecyof thekeys.Protectingthem
is thereforeof thegreatestimportance.In general,themoreakeyis used,themorevulnerableit is
tocompromise.Accordingly, separatekeys,calledsessionkeys, areusedfor eachjob. Distributing
sessionkeysis a complexmatter, aboutwhich we will saylittle; let it suf®ceto saythatsession
keysaregenerallytransmittedencryptedby a masterkey, andoftencomefrom a centralizedKey
DistributionCenter.

13.1.2 Private-Key Cryptography

In conventionalcryptosystemsÐsometimesknownassecret-keyor symmetriccryptosystemsÐ
thereis only onekey. Thatis, ����� � 1;

writing out
� � 1 is simply a notationalconvenienceto indicatedecryption. Thereare many

different typesof symmetriccryptosystems;here,we will concentrateon the Data Encryption
Standard (encryption,DES) [NBS,1977] andits standardmodesof operation[NBS,1980]. Note,
though,thatmostthingswe sayareapplicableto othermodernciphersystems,with theobvious
exceptionof suchparametersasencryptionblocksizeandkeysize.
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Types of Attacks

Cryptographicsystemsaresubjectto a variety of attacks. It is impossibleto give a
completetaxonomyÐbutwediscussa few of themoreimportantones.

Cryptanalysis: Cryptanalysisis thescienceÐorartÐof readingencryptedtraf®cwithout
prior knowledgeof thekey.

ªPracticalº cryptanalysis: ªPracticalºcryptanalysisis, in a sense,theconverse.It refers
to stealingakey,by anymeansnecessary.

Known-plaintextattack: Often,anenemywill haveoneor morepairsof ciphertextanda
knownplaintextencryptedwith thesamekey. Thesepairs,knownascribs, canbe
usedto aid in cryptanalysis.

Chosen-plaintext: Attackswhereyoutrick theenemyinto encryptingyourmessageswith
theenemy's key. For example,if your opponentencryptstraf®cto andfrom a ®le
server, you canmail that persona messageandwatch the encryptedcopy being
delivered.

Exhaustivesearch: Trying everypossiblekey. Also knownasbruteforce

Passiveeavesdropping: A passiveattackersimply listensto traf®c¯owing by.

Activeattack: In anactiveattack,theenemycaninsertmessagesandÐin somevariantsÐ
deleteor modify legitimatemessages.

Man-in-the-middle: The enemysits betweenyou andthe party with whom you wish to
communicate,andimpersonateseachof you to theother.

Replay: Takea legitimatemessageandreinjectit into thenetworkata latertime.

Cut-and-paste: Giventwomessagesencryptedwith thesamekey, it is sometimespossible
to combineportionsof two or moremessagesto producea newmessage.You may
not knowwhatit says,but you canuseit to trick your enemyinto doingsomething
for you.

Time-resetting: In protocolsthatusethecurrenttime, try to confuseyou aboutwhat the
correcttime is.

Birthdayattack: An attackon hashfunctionswherethegoal is to ®ndanytwo messages
that yield the samevalue. If exhaustivesearchtakes2

�
steps,a birthdayattack

would takeonly 2
��� 2 tries.
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DESis aform of encryptionsystemknownasablockcipher. Thatis, it operateson®xed-size
blocks. It maps64-bit blocksof plaintextinto 64-bit blocksof ciphertextandvice versa. DES
keysare64bits long, including8 seldom-usedparitybits.

Encryptionin DESis performedvia a complexseriesof permutationsandsubstitutions.The
resultof theseoperationsis exclusive-OR'dwith the input. This sequenceis repeated16 times,
usinga differentorderingof the key bits eachtime. Complementingonebit of the key or the
plaintext will ¯ip approximately50% of the output bits. Thus, almostno information about
the inputsis leaked;small perturbationsin the plaintextwill producemassivevariationsin the
ciphertext.

DES wasdevelopedat IBM in responseto a solicitationfor a cryptographicstandardfrom
the NationalBureauof Standards(NBS, now knownasthe NationalInstituteof Standardsand
TechnologyorNIST).It wasoriginallyadoptedfor nonclassi®edfederalgovernmentuse,effective
January15, 1978. Every ®veyears,a recerti®cationreview is held. The last one, in 1993,
reaf®rmedDESfor ®nancialandauthenticationuse.It is unclearwhatwill happenin 1998.

IDEA [Lai, 1992] is similar in overallstructureto DES. It derivesits strengthfrom its useof
threedifferentoperationsÐexclusive-OR,modularaddition,andmodularmultiplicationÐin each
round,ratherthanjust usingexclusive-OR.Additionally, it usesa 128-bit key to guardagainst
exhaustivesearchattacks.TheIDEA algorithmis patented,but thepatentholdershavegranted
blanketpermissionfor noncommercialuse. Although IDEA appearsto be a strongcipher, it is
relativelynew, andhasnotbeensubjectto muchscrutinyasyet. Somecautionmaybein order.

Recently, a new block cipher, Skipjack, wasannouncedby NIST. Skipjack is usedin the
so-calledClipper andCapstoneencryptionchips [Markoff, 1993a;NIST, 1994b]. Thesechips
arecontroversialnotbecauseof their technicalmerits(thoughthoseareas-yetlargelyclassi®ed),
butbecausethechipsimplementakeyescrowsystem.Transmissionscontainanencryptedheader
containingthesessionkey; governmentagencieswith accessto theheader-encryptionkeyswill
beableto decrypttheconversation.Thegovernmentclaimsthatacourtorderwill berequiredfor
suchaccess.

Politicsaside,Skipjackappearsto bea conventionalblockcipher. It usesa 64-bit blocksize,
an80-bitkeysize,and32internalrounds.Becauseof therequirementfor theescrowmechanism,
only hardwareimplementationsof Skipjackwill beavailable.An outsidereviewpanelconcluded
that the algorithmwasquite strongand that ªThere is no signi®cantrisk that Skipjackcanbe
brokenthroughashortcutmethodof attackº[Brickell etal., 1993].

13.1.3 Modes of Operation

Block cipherssuchas DES, IDEA, and Skipjack are generallyusedas primitive operatorsto
implementmorecomplexmodesof operation. Thefour standardmodesaredescribednext. All
of themcanbeusedwith anyblockcipher, althoughwehaveusedDESin theexamples.

Electronic Code Book Mode

The simplestmodeof operation,Electronic CodeBook(ECB) mode,is alsothe mostobvious:
DESis used,asis, on8-byteblocksof data.Becausenocontextgoesinto eachencryption,every
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time thesame8 bytesareencryptedwith thesamekey, thesameciphertextresults.This allows
anenemyto collectaªcodebookº of sorts,a list of 8-byteciphertextsandtheir likely (or known)
plaintextequivalents.Becauseof thisdanger, ECBmodeshouldbeusedonly for transmissionof
keysandinitializationvectors(seebelow).

Cipher Block Chaining Mode

CipherBlockChaining(CBC) is themostimportantmodeof operation.In CBCmode,eachblock
of plaintextis exclusive-OR'dwith thepreviousblockof ciphertextbeforeencryption.Thatis,

�
�

���
 �

� �
�
� � 1
���

To decrypt,we reversetheoperation:

�
�

 � � 1 
 � � � � � � � 1

�

Two problemsimmediatelypresentthemselves:how to encryptthe®rstblock whenthereis no�
0, andhowto encryptthelastblock if ourmessageis notamultipleof 8 bytesin length.

To solvethe®rstproblem,bothpartiesmustagreeuponaninitialization vector(IV). TheIV
actsas

�
0, the®rstblock of cipher; it is exclusive-OR'dwith the®rstblock of plaintextbefore

encryption. Therearesomesubtleattackspossibleif IVs arenot chosenproperly; to be safe,
IVs shouldbe(a) chosenrandomly;(b) not usedwith morethanoneotherpartner;and(c) either
transmittedencryptedin ECBmodeor chosenanewfor eachseparatemessage,evento thesame
partner[VoydockandKent,1983].

Apart from solvingtheinitializationproblem,IVs haveanotherimportantrole: theydisguise
stereotypedbeginningsof messages.That is, if the IV is held constant,two encryptionsof the
samestartof a messagewill yield thesameciphertext. Apart from giving cluesto cryptanalysts
andtraf®canalysts,in somecontextsit is possibleto replayaninterceptedmessage.Replaysmay
still bepossibleif theIV haschanged,but theattackerwill not knowwhatmessageto use.

Dealingwith thelastblock is somewhatmorecomplex. In somesituations,length®eldsare
used;in others,bytesof paddingareacceptable.Oneuseful techniqueis to addpaddingsuch
that thelastbyteindicateshow manyof thetrailing bytesshouldbeignored. It will thusalways
containavaluebetween1 and8.

A transmissionerror in a block of ciphertextwill corruptboth that block andthe following
blockof plaintextwhenusingCBCmode.

Output Feedback Mode

For dealingwith asynchronousstreamsof data,suchaskeyboardinput, outputfeedbackmode
(OFB) is sometimesused.OFB usesDESasa randomnumbergenerator,by looping its output
backto its input,andexclusive-OR'ingtheoutputwith theplaintext:

�����
�

 ��
 �����

� � 1
�

�
�

 �

� �
�����

�
�
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If the
�
� blocksaresinglebytes,we are,in effect, throwingaway56 bits of outputfrom each

DES cycle. In theory, the remainingbits couldbe keptandusedto encryptthenext 7 bytesof
plaintext,but that is not standard.As with CBC,anIV mustbeagreedon. It maybesentin the
clear, becauseit is encryptedbeforeuse.Indeed,if it is sentencrypted,thatencryptionshouldbe
donewith adifferentkey thanis usedfor theOFBloop.

OFBhasthepropertythaterrorsdonotpropagate.Corruptionin anyreceivedciphertextbyte
will affect only that plaintextbyte. On the otherhand,an enemywho cancontrol the received
ciphertextcancontrolthechangesthatareintroducedin theplaintext:acomplementedciphertext
bit will causethesamebit in theplaintextto becomplemented.

Cipher Feedback Mode

CipherFeedback(CFB) modeis a morecomplexmechanismfor encryptingstreams.If we are
encrypting64-bitblocks,weencipherasfollows:

�
�

��

� �
��
 �

� � 1
���

Decryptionis essentiallythesameoperation:

�
�

 �

� �
��
 �

� � 1
���

Thatis, thelastciphertextblocksentor receivedis fedbackinto theencryptor. As in OFBmode,
DESis usedin encryptionmodeonly.

If wearesending8-bit blocks,CFB8 modeis used.Thedifferenceis thattheinputto theDES
function is from a shift register;the 8 bits of the transmittedciphertextareshiftedin from the
right, andtheleftmost8 bitsarediscarded.

Errorsin receivedCFBdataaffectthedecryptionprocesswhile thegarbledbitsarein theshift
register. Thus,for CFB8 mode,9 bytesareaffected. The error in the ®rstof thesebits canbe
controlledby theenemy.

As with OFB mode,theIV for CFB encryptionmay, andarguablyshould,be transmittedin
theclear.

One-Time Passwords

Conventionalcryptosystemsareoftenusedto implementtheauthenticationschemesdescribedin
Chapter5. In a challenge/responseauthenticator, theuser's tokenholdsthesharedsecretkey

�
.

ThechallengeChactsasplaintext;boththetokenandthehostcalculate
��


Ch
�
. Assumingthata

strongcryptosystemis used,thereis noway to recover
�

from thechallenge/responsedialog.
A similar schemeis usedwith time-basedauthenticators.Theclock value

�
is theplaintext;��
 � �

is displayed.
PINscanbeimplementedin eitherformof tokenin anumberof differentways.Onetechnique

is to usethePIN to encryptthedevice'scopyof
�

. An incorrectPIN will causeanincorrectcopy
of
�

to beretrieved,therebycorruptingtheoutput.Notethehostdoesnotneedto knowthePIN,
andneednotbeinvolvedin PIN-changeoperations.
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How Secure Is DES?

Therehasbeenafair amountof controversyaboutDESovertheyears;see,for example,[Dif®eand
Hellman,1977]. Somehavechargedthat thedesignwasdeliberatelysabotagedby theNational
SecurityAgency(NSA),or thatthekeysizeis justsmallenoughthatamajorgovernmentor large
corporationcouldafford to build a machinethattriedall 256 possiblekeysfor a givenciphertext.
Thatsaid,thealgorithmhassuccessfullyresistedattackby civilian cryptographersfor almosttwo
decades.Moreover, recentresearchresults[BihamandShamir, 1991,1993] indicatethatthebasic
designof DES is actuallyquite strong,andwasalmostcertainlynot sabotaged.If your enemy
doesnothavesigni®cantresources,DESis adequateprotection.

However, a designhasrecentlybeenpresentedfor an ªeconomicalºDES-crackerbasedon
exhaustivesearch[Wiener, 1994]. Wienerestimatesthata machinecanbebuilt for $1,000,000
that will ®ndany DES key in about7 hours;an averagesearchwould takehalf that time. The
designscalesnicely in bothdirections;a$10,000,000versionwould®ndanykey in 0.7hours,or
42minutes,while asmaller$100,000machinewouldsucceedin 70hours,whichis quiteadequate
in manycases.

Clearly, it is worth takingextraprecautionswith sensitiveinformation,especiallywhenusing
masterkeys. An enemywho cracksa sessionkey canreadthat onesession,but someonewho
cracksa masterkey canreadall traf®c,past,present,andfuture. Themostsensitivemessageof
all is a sessionkey encryptedby a masterkey, sincetwo bruteforceattacksÐ®rstto recoverthe
sessionkeyandthento matchthatagainstits encryptedformÐwill revealthemaster[Garonand
Outerbridge,1991]. Accordingly, triple encryptionis recommendedif you think your enemyis
well ®nanced.

To performtriple encryption,usetwo DESkeys,
�

1 and
�

2:

��
 �
1

 � � 1

2


 �
1

 ��� � ���

Notethatthemiddleencryptionis actuallyadecryption.Thisis donefor two reasons.First,it was
originallysuggestedthatdoubleencryptionwith twokeys

�
1 and

�
2 mightactuallybeequivalent

tosimpleencryptionwith athirdkey,
�

3, unknownto thelegitimaterecipientsbutrecoverablebya
cryptanalyst.It is nowknownthatthatis notpossible:thereis nosuch

�
3 [CampbellandWiener,

1993]. Second,andmoreimportant,by setting
�

1
���

2, we havebackwardcompatibilitywith
systemsthatonly dosingleencryption.

This form of triple encryptiongives you 112 bits of key strength. Simply doing double
encryptionisn't asstrongagainstanenemywho canafford lots of storage[MerkleandHellman,
1981]. Youcanmaketriple encryptionevenstrongerby choosingthreeindependentkeys

�
1,
�

2,
and

�
3. Again,thereis compatibilitywith singleencryptionif thethreekeysareequal.

13.1.4 Public Key Cryptography

With conventionalciphersystems,bothpartiesmustsharethesamesecretkeybeforecommunica-
tion begins.Thisis problematic.Foronething,it is impossibleto communicatewith someonefor
whomyou haveno prior arrangements.Additionally, thenumberof keysneededfor a complete
communicationsmeshis very large, � 2 keysfor an � -partynetwork.While bothproblemscanbe
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solvedby recourseto a trusted,centralizedKDC, it is not a panacea.If nothingelse,theKDC
mustbe availablein real time to initiate a conversation.This makesKDC accessdif®cult for
store-and-forwardmessagesystems.

Publickey, orasymmetric,cryptosystems[Dif®eandHellman,1976] offeradifferentsolution.
In suchsystems,

� �� � � 1. Furthermore,given
�

, theencryptionkey, it isnotfeasibletodiscover
thedecryptionkey

� � 1. Wewrite encryptionas
��
 ��� 
 ���

anddecryptionas � 
 � � 
 �����

for thekeysbelongingto � .
Eachpartypublishesits encryptionkeyin adirectory, while keepingits decryptionkeysecret.

To sendamessageto someone,simply look uptheirpublickeyandencryptthemessagewith that
key.

The best known, and most important, public key cryptosystemis known as RSA, for its
inventors,RonaldRivest,Adi Shamir,andLeonardAdleman[Rivestet al., 1978]. Its security
relieson the dif®cultyof factoringvery large numbers.It is protectedby a U.S. patent. Legal
commercialversionsareavailable;thereis alsoa free but licensedpackage,RSAREF,that is
availableon the Internet. Commercialuseof RSAREFis barred,as is export from the United
States. Othersigni®cantrestrictionsapply aswell; you shouldcheckthe latestversionof the
RSAREFlicensebeforeusingthecode.

To useRSA, pick two largeprimenumbers� and � ; eachshouldbeat leastseveralhundred
bits long. Let �

� ��� . Picksomerandominteger� relativelyprimeto
� �	� 1

� � �
� 1
�
, and � such

that
����
 1

�
mod

� ��� 1
� � ��� 1

� � �

Thatis, whentheproduct��� is dividedby
� ��� 1

� � ��� 1
�
, theremainderis 1.

We can now usethe pair
� ��� �

�
as the public key, and the pair

� ��� �
�

as the private key.
Encryptionof someplaintext

�
is performedby exponentiationmodulo � :

��
���� �
mod �

� �

Decryptionis thesameoperation,with � astheexponent:
� 
 �����

mod �
� 
 ��� � �����

mod �
�


 � � ���
mod �

�


 ���
mod �

� �

No way to recover� from � is knownthatdoesnot involve factoring � , andthatis believedto be
averydif®cultoperation.

Public key systemssuffer from two principal disadvantages.First, the keysarevery large
comparedwith thoseof conventionalcryptosystems.This might bea problemwhenit comesto
enteringor transmittingthekeys,especiallyin securemail messages(discussedlater). Second,
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encryptionanddecryptionaremuchslower. Not muchcanbedoneaboutthe®rstproblem.The
secondis dealtwith by usingsuchsystemsprimarily for key distribution. Thus,if � wantedto
sendasecretmessage

�
to � , � would transmitsomethinglike

��� 
 � � � � 
 � � (13.1)

where
�

is arandomlygeneratedsessionkeyfor DESor someotherconventionalcryptosystem.

13.1.5 Exponential Key Exchange

A conceptrelatedto to public-keycryptographyis exponentialkeyexchange, sometimesreferred
to asDif®e-Hellman[Dif®eandHellman,1976]. Indeed,it is an older algorithm; the scheme
was®rstdescribedin thesamepaperthatintroducedthenotionof public-keycryptosystems,but
withoutprovidinganyexamples.1

Exponentialkey exchangeprovidesa mechanismfor settingup a secretbut unauthenticated
connectionbetweentwo parties.Thatis, thetwocannegotiateasecretsessionkey, withoutfearof
eavesdroppers.However, neitherpartyhasanystrongway of knowingwho is really at theother
endof thecircuit.

In itsmostcommonform,theprotocolusesarithmeticoperationsin the®eldof integersmodulo
somelargenumber� . Whendoingarithmetic

�
mod � � , you performtheoperationasusual,but

thendivide by � , discardingthequotientandkeepingtheremainder. In general,you cando the
arithmeticoperationseitherbeforeor aftertakingtheremainder. Both partiesmustalsoagreeon
someinteger� , 1 �����	� .

Suppose� wishesto talk to � . They eachgeneratesecretrandomnumbers,
 � and 
 � .
Next, � calculatesandtransmitsto � thequantity

����
 � mod � � �

Similarly, � calculatesandtransmits

����� � mod � � �

Now, � knows 
 � and � ��� � mod � � , andhencecancalculate
� � ��� � ��
 � mod � � 
 � ������
 � mod � �


 ����
���� � mod � � �

Similarly, � cancalculatethe samevalue. But an outsidercannot;the taskof recovering
 �
from � ��
 � mod � � is believedto beveryhard.(Thisproblemis knownasthediscretelogarithm
problem.)Thus, � and � sharea valueknownonly to them;it canbeusedasa sessionkey for a
symmetriccryptosystem.

Again,cautionis indicatedwhenusingexponentialkeyexchange.Asnoted,thereisnoauthen-
ticationprovided;anyonecouldbeat theotherendof thecircuit, or evenin themiddle,relaying

1Exponential key exchange is protected by a patent in the United States.
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messagesto eachparty. Simply transmittinga passwordover sucha channelis risky, because
of ªman-in-the-middleºattacks. Therearetechniquesfor securetransmissionof authenticating
informationwhenusingexponentialkey exchange;see,for example,[RivestandShamir, 1984;
Bellovin andMerritt, 1992,1993,1994]. But theyarerathermorecomplexandstill requireprior
transmissionof authenticationdata.

13.1.6 Digital Signatures

Often thesourceof a messageis at leastasimportantasits contents.Digital signaturescanbe
usedto identify thesourceof amessage.Like publickeycryptosystems,digital signaturesystems
employpublicandprivatekeys.Thesenderof amessageusesaprivatekeytosignit; thissignature
canbeveri®edby meansof thepublickey.

Digital signaturesystemsdo not necessarilyimply secrecy. Indeed,a numberof themdo not
provideit. However, theRSAcryptosystemcanbeusedfor bothpurposes.

To signamessagewith RSA,thesenderdecryptsit, usingaprivatekey. AnyonecanverifyÐ
andrecoverÐthis messageby encryptingwith thecorrespondingpublic key. (Themathematical
operationsusedin RSAaresuchthatonecandecryptplaintext,andencryptto recovertheoriginal
message.)Considerthefollowing message:

� � 
 � � 
 � � ���

Becauseit is encryptedwith � 'spublickey, only � canstripoff theouterlayer. Becausetheinner
section

� � 
 � �
is encryptedwith � 's privatekey, only � couldhavegeneratedit. We therefore

haveamessagethatis bothprivateandauthenticated.Wewrite amessage
�

signedby � as
� � 
 � ���

Thereareanumberof otherdigitalsignatureschemesbesidesRSA. Perhapsthemostimportant
oneis theDigital SignatureStandard(DSS) recentlyproposedbyNIST [NIST,1994a]. Apparently
by intent, its keyscannotbe usedto providesecrecy, only authentication.This makesproducts
usingthestandardexportable,but somehavechargedthattheU.S.governmentwishesto protect
its ability to usewiretaps[Markoff, 1991;Denning,1993]. Nevertheless,it is likely to beadopted
asafederalgovernmentstandard.If thehistoryof DESis anyguide,it will beadoptedby industry
aswell, althoughpatentlicensefeesmayimpedethatmove.

How doesoneknowthatthepublishedpublickeyis authentic?Thecryptosystemsthemselves
maybesecure,but thatmatterslittle if anenemycanfool a publisherinto announcingthewrong
public keysfor variousparties.That is dealtwith via certi®cates. A certi®cateis a combination
of anameandapublickey, collectivelysignedby another, andmoretrusted,party

�
:

�
�

 � � � � ���

That signaturerequiresits own public key of course. It may requirea signatureby someparty
moretrustedyet,etc.:

�
�

1


 � � � � �
�

�
2


 �
1 � � �

1

�
�

�
3


 �
2 � � �

2

���
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Certi®catesmayalsoincludeadditionalinformation,suchasthekey's expirationdate.Onedoes
not wish to useany onekey for too long for fear of compromise,andonedoesnot want to be
trickedinto acceptingold, andpossiblybroken,keys.

A conceptrelatedto digital signaturesis thatof theMessageAuthenticationCode(MAC). A
MAC is formedby runninga block cipherin CBC modeover the input. Only the lastblock of
outputis kept. A changeto anyof the input blockswill causea changeto theMAC value,thus
allowingtransmissionfaultsor tamperingto bedetected.This is essentiallya fancychecksum.

WhenMACs areusedwith encryptedmessages,the samekey shouldnot be usedfor both
encryptionandmessageauthentication.Typically, somesimpletransformof theencryptionkey,
suchascomplementingthebits, is usedin theMAC computation.

13.1.7 Secure Hash Functions

It is oftenimpracticalto applyanencryptionfunctionto anentiremessage.A functionlike RSA
canbe too expensivefor useon largeblocksof data. In suchcases,a secure hashfunctioncan
beemployed.A securehashfunctionhastwo interestingproperties.First, its outputis generally
relatively shortÐon the orderof 128 bits. Second,andmore important,it mustbe infeasible
to createan input thatwill produceanarbitraryoutputvalue. Thus,anattackercannotcreatea
fraudulentmessagethatis authenticatedby meansof aninterceptedgenuinehashvalue.

Securehashfunctionsareusedin two mainways.First,andmostobvious,anysortof digital
signaturetechniquecanbeappliedto thehashvalueinsteadof to themessageitself. In general,
this is amuchcheaperoperation,simplybecausetheinput is somuchsmaller. Thus,if � wished
to sendto � asignedversionof message(13.1), � would transmit

� � 
 � � � ��
 � � � � � 
 � � � ���

where
�

is a securehashfunction. As before,
�

is thesecretkey usedto encryptthemessage
itself. If, instead,wesend

� � 
 � � � ��
 � � � � 
 � � � ��� � �
thesignature,too,andhencetheorigin of themessage,will beprotectedfrom all but � 'seyes.

Thesecondmajoruseof securehashfunctionsis lessobvious. In conjunctionwith a shared
secretkey, thehashfunctionsthemselvescanbeusedto signmessages.By prependingthesecret
key to the desiredmessage,andthencalculatingthe hashvalue,oneproducesa signaturethat
cannotbeforgedby a third party:

� � � � ��� � (13.2)

where
�

is asharedsecretstringand
�

is themessageto besigned.
This conceptextendsin anobviousway to challenge/responseauthenticationschemes.Nor-

mally, in responseto achallenge
� �

from � , � wouldrespondwith
��
 � � �

, where
�

is ashared
key. But thesameeffectcanbeachievedbysending

� ��� � � ��� instead.Thistechniquehassome-
timesbeenusedto avoidexportcontrolsonencryptionsoftware:licensesto exportauthentication
technology, asopposedto secrecytechnology, areeasyto obtain.
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Observethatwe havewritten
� � � � � � ratherthan

� ��� � � � . Undercertaincircumstances,
thelattercanbeinsecure[Tsudik,1992]; thehashof a messagecanbeusedastheinput valueto
thehashof a longerstringthathastheoriginalmessageÐincludingthesecretkeyÐas apre®x.

It is importantthatsecurehashfunctionshavearelativelylongoutput,at least128bits. If the
outputvalueis too short,it is possibleto ®ndtwo messagesthathashto thesamevalue. This is
mucheasierthan®ndinga messagewith a givenhashvalue. If a bruteforceattackon thelatter
takes2

�
operations,a birthdayattacktakesjust 2

� � 2 tries. If thehashfunctionyieldedasshort
anoutputvalueasDES,two collisionsof this typecouldbefoundin only 232 tries. That's far too
low. Thenamecomesfrom thefamousbirthdayparadox. Onaverage,theremustbe183people
in a roomfor thereto bea 50%probabilitythatsomeonehasthesamebirthdayasyou. But only
23 peopleneedto betherefor thereto bea 50%probabilitythatsometwo peoplesharethesame
birthday.

Thereare a numberof well-known hashfunctions from which to choose. Somecare is
needed,becausethe criteria for evaluatingtheir securityare not well established[Nechvatal,
1992]. AmongthemostimportantsuchfunctionsareMD2 [Kaliski, 1992], MD5 [Rivest,1992],
andNIST's SecureHashAlgorithm [NIST, 1993], a companionto its digital signaturescheme.
The two-passversionof Merkle's snefrualgorithm [Merkle, 1990a] hasbeenbroken,and the
three-passversionhasknown weaknesses.It is not recommendedfor usewith lessthaneight
passes,but thatmakesit veryslow. As of this writing, theNIST algorithmappearsto bethebest
choice.

Onoccasion,it hasbeensuggestedthataMAC calculatedwith aknownkeyis asuitablehash
function. Suchusagesarenotsecure[Winternitz,1984;Mitchell andWalker, 1988]. Securehash
functionscanbe derivedfrom block ciphers,but a morecomplexfunction is required[Merkle,
1990b].

13.1.8 Timestamps

HaberandStornetta[HaberandStornetta,1991a,1991b] haveshownhow to usesecurehash
functionsto implementa digital timestampservice. Messagesto be timestampedare linked
together. Thehashvaluefrom theprevioustimestampis usedin creatingthehashfor thenextone.

Supposewe wantto timestampdocument
�
� at sometime

�
� . We createa link value

�
� by

calculating
�
�

 � � �

� � � � �
�
� � � � � � � 1

� �

This value
�
� servesasthe timestamp.The time

�
� is, of course,unreliable;however,

�
� is

usedasaninput whencreating
�
��� 1, anduses

�
� � 1 asaninput value. Thedocument

�
� must

thereforehavebeentimestampedbefore
�
��� 1 andafter

�
� � 1. If thesedocumentsbelongedto a

differentcompanythan
�
� , theevidenceis persuasive.Theentiresequencecanbefurthertied to

reality by periodicallypublishingthelink values.Bellcoredoesjust that,in a legalnoticein the
NewYork Times.2

2This scheme has been patented by Bellcore.
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Note,incidentally, thatoneneednotdisclosethecontentsof adocumenttosecureatimestamp;
a hashof it will suf®ce.This preservesthesecrecyof thedocument,but provesits existenceat a
givenpoint in time.

13.2 The Kerberos Authentication System

TheKerberosAuthenticationSystem[Bryant,1988;Kohl andNeuman,1993;Miller etal., 1987;
Steineret al., 1988] wasdesignedat MIT aspart of ProjectAthena.3 It servestwo purposes:
authenticationandkey distribution. That is, it providesto hostsÐor moreaccurately, to various
servicesonhostsÐunforgeablecredentialsto identify individualusers.Eachuserandeachservice
sharesa secretkey with the Kerberoskey distributioncenter;thesekeysact asmasterkeysto
distributesessionkeys,andasevidencethat theKDC vouchesfor the informationcontainedin
certainmessages.Thebasicprotocolis derivedfrom oneoriginally proposedby Needhamand
Schroeder[NeedhamandSchroeder, 1978,1987;DenningandSacco,1981].

Moreprecisely, Kerberosprovidesevidenceof a principal's identity. A principalis generally
eitherauseror aparticularserviceonsomemachine.A principalconsistsof thethree-tuple

�
primaryname� instance� realm� �

If the principal is a userÐa genuinepersonÐtheprimary nameis the login identi®er, and the
instanceis either null or representsparticularattributesof the user, e.g., root. For a service,
the servicenameis usedas the primary nameand the machinenameis usedas the instance,
e.g., rlogin.myhost. The realm is usedto distinguishamongdifferentauthenticationdomains;
thus,thereneednot beonegiantÐand universallytrustedÐKerberosdatabaseservinganentire
company.

All Kerberosmessagescontainachecksum.Thisisexaminedafterdecryption;if thechecksum
is valid, therecipientcanassumethattheproperkeywasusedto encryptit.

Kerberosprincipalsmayobtainticketsfor servicesfrom aspecialserverknownastheTicket-
GrantingServer(TGS). A ticketcontainsassortedinformationidentifyingtheprincipal,encrypted
in theprivatekeyof theservice(notationis summarizedin Table13.1;adiagramof thedata¯ow
is shownin Figure13.1):

��� 
 ����� � � � ��� 
 � �
	 � addr� timestamp� lifetime� � �
� � ��� (13.3)

Sinceonly Kerberosandtheservicesharetheprivatekey
���

, theticket is knownto beauthentic.
The ticket containsa new privatesessionkey,

� ��� �
, known to the client aswell; this key may

beusedto encrypttransactionsduringthesession.(Technicallyspeaking,
� ��� �

is a multi-session
key, sinceit is usedfor all contactswith thatserverduringthelife of theticket.) To guardagainst
replayattacks, all ticketspresentedareaccompaniedby anauthenticator:

� ��� � 
 � � � � � ��� � 
 	 � addr� timestamp
���

(13.4)

3This section is largely taken from [Bellovin and Merritt, 1991].
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Table13.1: Kerberos Notation

	 Clientprincipal�
Serverprincipal��� �
Ticket-grantingserver���
Privatekeyof ª � º� ��� �
Sessionkey for ª 	 º andª

�
º� � 


info
�

ªinfoº encryptedin key
� �

� � 
 � �
� � �
Encryptedticket for ª 	 º to useª

�
º� ��� � 
 � � � Encryptedauthenticatorfor ª 	 º to useª

�
º� � ��� Client's IP address

This is abrief stringencryptedin thesessionkeyandcontainingatimestamp;if thetimedoesnot
matchthecurrenttimewithin the(predetermined)clockskewlimits, therequestis assumedto be
fraudulent.

The key
� ��� �

canbe usedto encryptand/orauthenticateindividual messagesto the server.
This is usedto implementfunctionssuchas encrypted®lecopies,remotelogin sessions,etc.
Alternatively,

� ��� �
canbeusedfor MAC computationfor messagesthatmustbeauthenticated,

butnotnecessarilysecret.
Forserviceswheretheclientneedsbidirectionalauthentication,theservercanreplywith

� ��� � 

timestamp	 1

���
(13.5)

This demonstratesthat theserverwasableto readtimestampfrom theauthenticator, andhence
that it knew

� �
� �
; that in turn is only availablein the ticket, which is encryptedin the server's

privatekey.
Ticketsareobtainedfrom theTGSby sendinga request

� � ��
�� � 
 ����� 
�� � � � � �
� 
�� � 
 � � ��� (13.6)

In otherwords,an ordinary ticket/authenticatorpair is used;the ticket is known as the ticket-
granting ticket. The TGS respondswith a ticket for server

�
anda copy of

� ��� �
, all encrypted

with aprivatekeysharedby theTGSandtheprincipal:
� ��� 
�� � 
 � � 
 � ��� � � � � ��� � ��� (13.7)

Thesessionkey
� �
� �

is anewlychosenrandomkey.
The key

� ��� 
�� �
andthe ticket-grantingticket areobtainedat session-starttime. The client

sendsamessageto Kerberoswith aprincipalname;Kerberosrespondswith
� � 
 � �
� 
�� � � �

�� � 
 ����� 
�� � � ��� (13.8)

Theclient key
� �

is derivedfrom a noninvertibletransformof theuser's typedpassword.Thus,
all privilegesdependultimatelyon this onekey. Note thatserversmustpossessprivatekeysof
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User

KDC

TGS

TGT Request

EncryptedTGT (13.8)

TicketRequest,TGT (13.6)

EncryptedTicket (13.7)

Service

Ticket,Auth
(13.3,13.4)

OptionalServerResponse(13.5)

Figure13.1: Data flow in Kerberos. The message numbers refer to the equations in the text.

their own, in orderto decrypttickets. Thesekeysarestoredin a securelocationon theserver's
machine.

Ticketsandtheirassociatedclientkeysarecachedontheclient'smachine.Authenticatorsare
recalculatedandreencryptedeachtime the ticket is used. Eachticket hasa maximumlifetime
enclosed;pastthatpoint, theclient mustobtaina newticket from theTGS. If theticket-granting
tickethasexpired,anewonemustberequested,using

� �
.

Connectingto serversoutsideof one's realmis somewhatmorecomplex.An ordinaryticket
will not suf®ce,sincethelocal KDC will not havea secretkey for eachandeveryremoteserver.
Instead,an inter-realmauthenticationmechanismis used. The local KDC mustsharea secret
key with theremoteserver's KDC; this key is usedto signthelocal request,thusattestingto the
remoteKDC thatthelocalonebelievestheauthenticationinformation.TheremoteKDC usesthis
informationto constructa ticket for useononeof its servers.

This approach,thoughbetterthanonethat assumesonegiant KDC, still suffers from scale
problems. Every realmneedsa separatekey for everyother realmto which its usersneedto
connect.To solvethis,newerversionsof Kerberosusea hierarchicalauthenticationstructure.A
department'sKDC might talk to auniversity-wideKDC, andit in turnto aregionalone.Only the
regionalKDCswouldneedto sharekeyswith eachotherin acompletemesh.

13.2.1 Limitations

Although Kerberosis extremelyuseful, and far better than the address-basedauthentication
methodsthatmostearlierprotocolsused,it doeshavesomeweaknessesandlimitations[Bellovin
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and Merritt, 1991]. First and foremost,Kerberosis designedfor user-to-hostauthentication,
not host-to-host.That is reasonablein the ProjectAthenaenvironmentof anonymous,dataless
workstationsandlarge-scale®leandmail servers;it is apoormatchfor peer-to-peerenvironments
wherehostshaveidentitiesof theirownandneedtoaccessresourcessuchasremotelymounted®le
systemsontheirownbehalf.Todosowithin theKerberosmodelwouldrequirethathostsmaintain
secret

� �
keysof theirown,butmostcomputersarenotoriouslypooratkeepinglong-termsecrets

[Morris andThompson,1979;Dif®eandHellman,1976].
A relatedissuehasto do with the ticket andsessionkey cache.Again, multiusercomputers

arenot thatgoodat keepingsecrets.Anyonewho canreadthecachedsessionkey canuseit to
impersonatethe legitimateuser;the ticket canbe pickedup by eavesdroppingon the network,
or by obtainingprivilegedstatuson the host. This lack of hostsecurityis not a problemfor a
single-userworkstation,to whichnooneelsehasanyaccessÐbutthatis nottheonly environment
in whichKerberosis used.

Theauthenticatorsarealsoa weakpoint. Unlessthehostkeepstrackof all previouslyused
live authenticators,an intrudercould replay themwithin the comparativelycoarseclock skew
limits. For thatmatter, if theattackercouldfool thehostinto believinganincorrecttime of day,
thehostcouldprovidea readysupplyof postdatedauthenticatorsfor laterabuse.

The mostseriousproblems,though,haveto do with the way the initial ticket is obtained.
First, the initial requestfor a ticket-grantingticket containsno authenticationinformation,such
as an encryptedcopy of the username. The answeringmessage(13.8) is suitablegrist for a
password-crackingmill; an attackeron the far side of the Internetcould build a collectionof
encryptedticket-grantingticketsandassaultthemoff-line. The latestversionsof the Kerberos
protocolhavesomemechanismsfor dealingwith this problem. More sophisticatedapproaches
detailedin [Lomasetal., 1989] or [Bellovin andMerritt, 1992] canbeused.

Thereis a secondlogin-relatedproblem: how doesthe userknow that the login command
itself hasnot beentamperedwith? The usualway of guardingagainstsuchattacksis to use
challenge/responseauthenticationdevices,but thosearenot supportedby the currentprotocol.
There are someprovisionsfor extensibility; however, since there are no standardsfor such
extensions,thereis no interoperability.

13.3 Link-Level Encryption

Link-level encryptionis themosttransparentform of cryptographicprotection.Indeed,it is often
implementedby outboardboxes;eventhe devicedrivers, and of coursethe applications,are
unawareof its existence.

As its nameimplies, this form of encryptionprotectsan individual link. This is both a
strengthanda weakness.It is strong,because(for certaintypesof hardware)theentirepacketis
encrypted,includingthesourceanddestinationaddresses.This guardsagainsttraf®canalysis, a
form of intelligencethatoperatesby notingwhotalksto whom.UndercertaincircumstancesÐfor
example,theencryptionof apoint-to-pointlinkÐeven theexistenceof traf®ccanbedisguised.

However, link encryptionsuffersfrom oneseriousweakness:it protectsexactlyonelink at a
time. Messagesarestill exposedwhilepassingthroughotherlinks. Evenif they, too,areprotected
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IP hdr TCPhdr userdata

key-id encryptedTCPhdr, userdataIP hdr

Figure13.2: Transport-level encryption.

by encryptors,themessagesremainvulnerablewhile in theswitchingnode. Dependingon who
theenemyis, thismaybeaseriousdrawback.

Link encryptionis themethodof choicefor protectingstrictly local traf®c(i.e.,ononeshared
coaxialcable)or for protectinga smallnumberof highly vulnerablelines. Satellitecircuitsarea
typicalexample,asaretransoceaniccablecircuitsthatmaybeswitchedto asatellite-basedbackup
atanytime.

13.4 Network- and Transport-Level Encryption

Network- and transport-levelencryptionare, in somesense,the most useful ways to protect
conversations.Like application-levelencryptors,they allow systemsto converseover existing
insecureInternets;like link-level encryptors,they are transparentto most applications. This
powercomesat a price, though: deploymentis dif®cultbecausetheencryptionfunctionaffects
all communicationsamongmanydifferentsystems.

Althoughstandardversionsof theseprotocolsarenot yet availablefor the TCP/IPprotocol
suite,thecorrespondingOSI protocolsarebeingusedasmodelsandthebasicstructureis clear.
This expositionis basedon the current draft internationalstandards[ISO, 1991, 1992]; the
correspondingproposalsfor TCP/IPandfor Secure Data NetworkSystems(SDNS) drafts [SP3,
1988;SP4,1988] aresimilar.

Both protocolsrely on theconceptof a key-id. Thekey-id, which is transmittedin theclear
with eachencryptedpacket,controlsthebehaviorof theencryptionanddecryptionmechanisms.
It speci®essuchthingsastheencryptionalgorithm,theencryptionblocksize,whatintegritycheck
mechanismshouldbeused,the lifetime of thekey, etc. A separatekey managementprotocolis
usedto exchangekeysandkey-ids.

TheNetworkLayerSecurityProtocol(NLSP) andTransportLayerSecurityProtocol(TLSP)
differmostnotablyin thegranularityof protection.TLSP, asbe®tsitsname,is boundto individual
connectionssuchasTCPvirtualcircuits.Assuch,it providesprotectionto thatlevelof granularity:
differentcircuitsbetweenthesamepairof hostscanbeprotectedwith differentkeys.

The entire TCP segment,including the TCP header, but not the IP header, is encrypted
(Figure13.2). This newsegmentis senton to IP for theusualprocessing,albeitwith a different
protocolidenti®er. Uponreception,IP will handthepacketup to TLSP, which, afterdecrypting
andverifying thepacket,will passit on to TCP.
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IP hdr TCPhdr userdata

key-id encryptedIP hdr, TCPhdr, userdatanewIP hdr

(a)

IP hdr TCPhdr userdata

key-id encryptedIP hdr, TCPhdr, userdata

(b)
Figure13.3: Network-level encryption.

NotethatTCP'serror-checking,andhenceacknowledgments,takesplaceafterdecryptionand
processing.Thus,packetsdamagedor deleteddueto enemyactionwill beretransmittedvia the
normalmechanisms.Contrastthiswith anencryptionsystemthatoperatedaboveTCP, wherean
additionalretransmissionmechanismmightbeneeded.

NLSPoffersmorechoicesin placementthandoesTLSP. Dependingontheexactneedsof the
organization,NLSPmaybeinstalledabove,in themiddleof, or belowIP. Indeed,it mayevenbe
installedin agatewayrouterandthusprotectanentiresubnet.

NLSPoperatesbyencapsulationor tunneling.A packettobeprotectedisencrypted;following
that,a newIP headeris attached(Figure13.3a).TheIP addressesin this headermaydiffer from
thoseof theoriginal packet. Speci®cally, if a gatewayrouteris thesourceor destinationof the
packet,its IP addressis used.A consequenceof this policy is that if NLSPgatewaysareusedat
both ends,the real sourceanddestinationaddressesareobscured,thusprovidingsomedefense
againsttraf®canalysis.Furthermore,theseaddressesneedbearno relationto theoutsideworld's
addressspace,althoughthatis anattributethatshouldnotbeusedlightly.

If the two endpointsof anNLSPcommunicationareattachedto thesamenetwork,creation
of the new IP headercan be omitted, and the encryptedNLSP packetsentdirectly over the
underlyingmedium(Figure13.3b). This is, of course,quite closeto link-level encryption;the
crucialdifferenceis that link control®elds(i.e., checksums,addresses,HDLC framing,etc.) are
notencrypted.

Thegranularityof protectionprovidedbyNLSPdependsonwhereit isplaced.A host-resident
NLSPcan,of course,guaranteetheactualsourcehost,thoughnot theindividualprocessor user.
By contrast,router-residentimplementationscanprovidenomoreassurancethanthatthemessage
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originatedsomewherein theprotectedsubnet.Nevertheless,that is oftensuf®cient,especiallyif
themachinesonagivenLAN aretightly coupled.Furthermore,it isolatesthecrucialcryptographic
variablesinto onebox,a box thatis muchmorelikely to bephysicallyprotectedthanis a typical
workstation.

This is shownin Figure13.4. Encryptors(labeledªEº) canprotecthostson a LAN (A1 and
A2), ona WAN (C), or anentiresubnet(B1, B2, D1, andD2). WhenhostA1 talksto A2 or C, it
is assuredof theidentityof thedestinationhost.Eachsuchhostis protectedby its ownencryption
unit. But whenA1 talksto B1, it knowsnothingmorethanthatit is talking to somethingbehind
NetB'sencryptor. ThiscouldbeB1, B2, or evenD1 or D2.

One further caveatshouldbe mentioned. Nothing in Figure 13.4 implies that any of the
protectedhostsactuallycantalk to each,or thattheyareunableto talk to unprotectedhostF. The
allowablepatternsof communicationarean administrativematter;thesedecisionsareenforced
by theencryptorsandthekeydistributionmechanism.

Otherpossibilitiesexistfor network-levelencryption.Onesuchprotocol,swIPe, is described
in [IoannidisandBlaze,1993]. OthersexistasdraftRFCs.

13.5 Application-Level Encryption

Performingencryptionat the applicationlevel is the most intrusiveoption. It is alsothe most
¯exible, becausethescopeandstrengthof theprotectioncanbetailoredto meetthespeci®cneeds
of the application. Encryptionand authenticationoptionshavebeende®nedfor a numberof
high-riskapplications,thoughasof this writing nonearewidely deployed.We will reviewa few
of them,thoughthereis ongoingwork in otherareas,suchasauthenticatingroutingprotocols.

13.5.1 The TelnetProtocol

The mostcritical area,in the sensethat a seriousongoingproblemalreadyexists,is the telnet
protocol. Therisk is not somuchthecompromiseof thefull contentsof a remotelogin session,
(althoughthat may be sensitiveenough),but the strongneedto preventpasswordsfrom being
sentover the Internet in the clear. Clearly, that could be preventedby encryptingthe telnet
sessions.Thatis not thepreferredsolution,however, for severalreasons.First,andmostobvious,
encryptionis often overkill. It is only the passwordthat needsprotectingin manycases,not
the entireconnection;thereis no point to incurring the overheadthe restof the time. Second,
encryptionrequireskey distribution,andthat in turn often requiressomesortof authentication.
Forexample,Kerberoswill notdistributesessionkeysuntil afterauthenticatingtheuser;however,
oncethat is done,thereis an elegantmechanismthat provideskey distributionas part of the
authenticationprocess.

The third reasonis that we needauthenticationin telnet anyway. This would provide for
preauthenticatedconnections,alongthelinesof rlogin, butbuilt on a more¯exible footing. That
is, it is desirableto permitusersto connectto othermachineson thenetworkwithout thebother
of reenteringpasswords.
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Figure13.4: Possible configurations with NLSP.
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Finally, aswehavementionedearlier, theexportanduseof encryptionsoftwareisoftenheavily
restricted.Authenticationtechnologyis not controlledto thesamedegree;it is easierto deploy
andit solvessomecritical problems.

Theframeworkfor authenticationis de®nedin [Borman,1993b]. Theclient andserver®rst
negotiatewhetheror not authenticationshouldbe performed. If both sidesagree,they then
negotiatewhich schemeshouldbe usedandwhich sideshouldbe authenticated:the client, the
server, or both. Finally, whatevermessagesareappropriateto theagreed-onoptionaresent.For
Kerberos,for example,a ticketandauthenticatoraretransmitted,with anadditionalreplyusedif
bilateralauthenticationis desired[Borman,1993a].

A telnetencryptionmechanismhasbeenproposed,butasof early1994hasnotyetbeen®nal-
ized. It is integratedwith theauthenticationoption: thetwo sidesnegotiatewhichauthentication
andencryptionalgorithmsshouldbeusedandwho shouldusethem. Oncethathasbeennegoti-
ated,encryptioncanbeturnedon,thoughit maybeturnedoff duringthesession.Eachdirectionis
encryptedindependently;thatpermitsinputencryptionto remainon, to protectpasswords,while
permittingoutputto besentin theclearfor performancereasons.

Thereis a subtletrap to be wary of here. If encryptionis usedonly duringpasswordentry,
andif thekeyandinitializationvectorareheldconstant,anenemycanreplaytheencryptedstring
withouteverknowingits contents.At leastoneof thesevaluesmustbechangedfor eachsession.

Becauseremotelogin sessionsgenerallyinvolvecharacter-at-a-timeinteractions,theCFBand
OFB modesof operationaregenerallyused.Error propagationis not at issue,sincehumanscan
easilyrecoverfrom garblesin aninteractivesession.

13.5.2 Authenticating SNMP

TheSimpleNetworkManagementProtocol(SNMP) [Caseetal., 1990] is usedto controlrouters,
bridges,andothernetworkelements.Theneedfor authenticationof SNMPrequestsis obvious.
What is lessobvious,but equallytrue, is thatsomepacketsmustbeencryptedaswell, if for no
otherreasonthanto protectkey changerequestsfor theauthenticationprotocol. Accordingly, a
securityoptionhasbeendevelopedfor SNMP[Galvinetal., 1992].

The®rstproblem,authentication,issolvedbyusingsecurehashfunctions,asin message(13.2)
onpage221. Bothpartiessharea16-bytestring,which is prependedto theSNMPrequest;MD5
is usedto generatea16-bytehashcode.

Secrecyis providedby usingDESin CBC mode. Theªkeyº actuallyconsistsof two 8-byte
quantities:theactualDESkeyandtheIV to beusedfor CBCmode.NotethattheIV is constant
for the lifetime of a key, which is probablya disadvantage.An MD5 hashis performedon the
messagefor integritychecking.

To preventreplayattacksÐsituationswhereanenemyrecordsandreplaysanold, but valid,
messageÐsecureSNMP messagesincludea timestamp. Messagesthat appearto be staleare
discarded.As a consequenceof this, it is unsafeto seta clock backwards,becausethat would
createa window duringwhich replayswould be acceptedasvalid. Accordingly, clock skewis
dealtwith by advancingtheslowerclock. If it is evernecessaryto reseta clock, thesecrecyand
authenticationkeysmustbechangedaswell. Normally, this is doneusingSNMPitself; adetailed
descriptionof howto do this is givenin thespeci®cation.
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13.5.3 Secure Electronic Mail

Theprevioustwo sectionshavefocusedon mattersof moreinterestto administrators.Ordinary
usershavemostoftenfelt theneedfor privacywhenexchangingelectronicmail. Unfortunately,
anof®cialsolutionhasbeenslow in coming,sovariousunof®cialsolutionshaveappeared.

ThethreemaincontendersarePrivacy-EnhancedElectronicMail (PEM), theof®cialstandard
in theTCP/IPprotocolsuite;PrettyGoodPrivacy(PGP), largelydevelopedoutsideof theUnited
Statesto avoid beingboundby the RSA patent;andRIPEM, basedon a free implementation
of RSA madeavailablewith the consentof the patentowners. All threeusethe samegeneral
structureÐmessagesareencryptedwith a symmetriccryptosystem,usingkeysdistributedvia a
public-keycryptosystemÐbuttheydiffer signi®cantlyin detail.

Onesigni®cantcaveatappliesto anyof thesepackages.Thesecurityof mail sentandreceived
is critically dependenton the securityof the underlyingoperatingsystem. It doesno good
whatsoeverto usethestrongestcryptosystemspossibleif anintruderhasbooby-trappedthemail
readeror caneavesdropon passwordssentover a local network. For maximumsecurity, any
securemail systemshouldberun on a single-usermachinethatis protectedphysicallyaswell as
electronically.

PEM

PEM [Linn, 1993b;Kent,1993;Balenson,1993;Kaliski, 1993] hasthemostelaboratestructure.
Multiple encryption,hash,andpublic-keyalgorithmsaresupported.At presentDESis theonly
standardencryptionalgorithmfor the body of a message,thougha triple-DESversionis being
developed.RSA is usedto encrypttheDESkeysandcerti®cates.Themessageis hashedwith
MD5 prior to signing;certi®catesarehashedwith MD2, a functionthatis slowerbut believedto
bemoresecure.

Certi®catesfor PEM containa fair amountof information. Apart from the usualidenti®ers
andorganizationalaf®liations,theyalsocontainexpirationdates.This is partly for conventional
cryptographicreasons,partly sothatorganizationalaf®liationdataremainscurrent,andÐwithin
theUnitedStatesÐpartlyto enforcepaymentof royaltiesfor useof RSA.

The certi®cationstructureis a ªforest,º a groupof trees. Eachroot, known asa Top-Level
CertifyingAuthority, mustcross-certifyall otherroots. Elaboratetrustworthinessandinspection
requirementsareimposedon lower level certifyingauthorities,to preventtheir possiblecompro-
mise.Ontheotherhand,provisionis explicitly madefor anonymouscerti®cateswhichareissued
to individualswhowish to beableto signandreceivemail messagesusingpseudonyms.

Currently, nokeyserverprotocolsarede®ned.Usermailagentsaresupposedtocachereceived
certi®cates.Onespecialform of mail message,theCerti®cateRevocationList (CRL), is de®ned.
Suchmessagescontainlists of certi®catesthat are no longervalid. Any authority that issues
certi®catesmaygeneratecancellationmessagesfor thecerti®catesit hasissued.

PEMsupportsanumberof differentmodesof operation.First,thereis encrypted,signedmail.
Onecanalsosendauthenticatedcleartextmessages.Preferablysuchmessagesareencodedbefore
beingsignedor transmittedtoavoidproblemswith varyingcharactersets,line representations,etc.
But thatwouldrequiresomesoftwaresupportontherecipient'sendto decodeevennonencrypted
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messages.Accordingly, PEM supportssignedbut unencodedmessages,albeitwith thewarning
thattheveri®cationprocessmayfail.

RIPEM

RIPEM[Riordan,1992] is moreor lessasubsetof PEM. It usesthesamemessageformatsandthe
samebasicencryptionalgorithms:DESandtriple DESin CBCmode,MD5 for message-hashing,
andRSAfor signaturesandmessagekeydistribution.Theprimarydifferenceis thatRIPEMdoes
not implementcerti®cates.That is, public keysarenot signedby anyone;eachuserof RIPEM
mustassessthevalidity of anygivenkey.

RIPEMkeysaredistributedby a varietyof mechanisms,includingthe®ngercommandanda
dedicatedkeyserver.Thecodealsosupportsinclusionof thekeysin themessageitself. Sincesuch
keysarenotsigned,thismethodis of dubioussecurity. Userscanmaintaintheirowncollectionof
keys.Thesecanbegatheredfromavarietyof sources,includingRIPEM-signedmailmessages.A
versionof RIPEMthatwill supportsignedcerti®catesis underdevelopment;it shouldbeavailable
by mid-1994.

BecauseRIPEMis basedon theRSAREFpackage,useof it is restrictedby theprovisionsof
theRSAREFlicense.

PGP

ThePGPpackage[Zimmerman,1992] differsfromtheothersin notusingDES.Rather, it encrypts
messagesusingIDEA. TheMD5 algorithmis usedfor message-hashing.

Themostintriguing featureof PGPis its certi®catestructure.Ratherthanbeinghierarchical,
PGPsupportsamoreor lessarbitraryªtrustgraph.ºUsersreceivesignedkeypackagesfrom other
users;whenaddingthesepackagesto their own keyrings, they indicatethe degreeof trust they
havein thesigner, andhencethepresumedvalidity of theenclosedkeys. Note thatanattacker
canforgeachainof signaturesaseasilyasasingleone.Unlessyouhaveindependentveri®cation
of partof thechain,thereis little securitygainedfrom a longsequenceof signatures.

Useof thefreePGPwithin theUnitedStateshasbeensomewhatcontroversial,notablybecause
of its unauthorizeduseof RSA.Butatleastonevendorhasnegotiatedproperlicensingagreements
with thevariouspatentholders,andis offeringacommercialversionfor variousplatforms.These
includeMS-DOSandseveralversionsof UNIX. Also, MIT hasrecentlymadeavailableaversion
of PGPbasedon theRSAREFpackage;useof this versionis legalfor noncommercialpurposes.
However, themessagesit generatesafterSeptember1,1994will notbereadableby olderversions
of PGP.

13.5.4 Generic Security Service Application Program Interface

The GenericSecurityServiceApplication Program Interface(GSS-API) [Linn, 1993a;Wray,
1993], is a commoninterfaceto a variety of security mechanisms. The idea is to provide
programmerswith a single set of function calls to use, and also to de®nea commonset of
primitivesthatcanbeusedfor applicationsecurity. Thus,individual applicationswill no longer
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haveto worry aboutkey distributionor encryptionalgorithms;rather, they will usethe same
standardmechanism.

GSS-APIis designedfor credential-basedsystems,suchas Kerberosor DASS [Kaufman,
1993]. It saysnothingabouthow suchcredentialsareto beacquiredin the®rstplace;thatis left
up to theunderlyingauthenticationsystem.

Naturally, GSS-APIdoesnot guaranteeinteroperabilityunlessthe two endpointsknow how
to honoreachother's credentials.In that sense,it is an unusualtypeof standardin theTCP/IP
community:it speci®eshostbehavior, ratherthanwhatgoesoverthewire.


