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4.1

A

How to Build an
Application-Level Gateway

In this chaptemwe build anapplication-levebatewaywith a high level of security The con®gu-
rationdescribeds actuallyin useasthe gatewayservingthe researclcommunityat AT&T Bell
Laboratories.Notice thatwe do not mind describingthis gatewayin detail. The securityof the
gatewaydoesnotdependn secrecyor on@securityby obscurity’ Therearenohiddentrapdoors
or secreentrancesln fact, earlyin theinstallationthe outsidemachinebecamesosecurewe lost
theability tolog in toit!

We built the gatewaywith standardJnix computerspff-the-shelfrouters,somesimplesoft-
waretools,andsomepublicly availableBSD-derivechetworkdaemonsWe havecon®guredhe
gatewayto supplymostof the currentfunctionssucha gatewaycansafelyhandle.You canbuild
avery similarone.

Building this gatewayis not hard,butit doestakesometime. Lots of assemblyis required.
Your gatewaymay well differ from this onein detail. The differencesmay be basedon cost,
complexity and safety/hubris/stanceAny of thesevariationscan erecthugeobstacledo the
hackerwhile giving reasonablserviceto theauthorizeduser

If this constructiorprojectseemsdauntingor unnecessaro you, seethelastsectionin this
chapteron commercialproducts.We hopethat afteryou readthis, you canevaluatethe various
commerciaproductsyourselfto determineheir suitability.

Policy

Our gatewayis constructedasedn thefollowing policiesandassumptions:

We cannottrustcorporatesystemadministratorgo keeptheir machinesecure We arenot
evensurethatwe cando it, exceptperhapsn the caseof a minimalistgatewaymachine.
Therefore we cannotafford to allow IP connectivitybetweerthe corporatenetworksand
theInternet.

85



86

How to Build anApplication-LevelGateway

4.2

We trustinternalusersto keepour companys secretgo themselvesWe arenotconcerned
aboutour peopleusingftp to sendout our secrets.If theywantto stealinformation,there
are easierwaysfor themto doit. As we discussecdearlier levels of securityshouldbe
commensurateTheres no point to building a very high wall againstoutgoingftp, while
notworrying aboutpocket-sizedape cassettethathold severalgigabytesf data. Others
differ on this point; they preferto install protectionagainstsoftwarebeingshippedout by
anoutsidemwho haspenetratedheir internalnetworks.

Wedon' trustanyoneonthelnternetwithoutstrongauthenticationPasswordarenotgood
enough.Theyaretoo easilyguessear stolen.

We will allow throughwhatservicesve can. Therestremainunavailableo our users. If
thereis avery strongbusinesgasefor moreaccessasacri®ciahostmaybeplacedoutside
the®rewall. Themachines administratorsakeresponsibilityfor keepingit secure.

Ourgatewayonly minimizestheconsiderabl¢hreatfrom themasseenthelnternet. There
arenumerouthersecuritythreatso the company

Hardware Con®gurationOptions

We haveusedthreegeneralapplicationgatewaycon®gurationsThey are shownin Figure4.1.
PlanA is single-machinavith a portin eachworld. Our ®rstgatewayhadthis con®gurationlt
is equivalento the basicschematishownearlierin Figure3.1,wherethehostitself incorporates
both®lters. Thoughit is muchmore securehana packet®lteringrouter it hassomeannoying
con®guratioproblemsandlacksa fail-safedesign.Con®guratiomguestions:

1. How doesthe DomainNameServerprovide hostaddresgranslationgor bothinsideand
outsideaccesswithout leakingnaminginformationto the outside? This requirescareful
andtricky DNS con®guration.

2. CanlP routing be turnedoff in the host? Canyou be sureit hasbeenturnedoff? Will
ICMP Redirect schangehisbehaviorAWhataboutlP sourcerouting? Answersto these
questionamustcomefrom competentainalysisof the kernels sourcecode,backedup by
carefulexperimentation.

3. This hostwill offer different serviceson eachinterface. What mechanismis usedto
implementthis? On mosthosts,the sameservicesare offered on all networkinterfaces.
Standardsoftwaretendsto lack amechanisnfor restrictingaccessn this way.

4. Whatarethe consequences$ a hackersubvertghe gatewayhost? How would you detect
thisevent?

Despitetheseproblems manypeople(andmostcommerciaproducts)implementa ®rewallthis
way. We believethatour future gatewaywhich will haveto supportvideorateconnectionswill
haveto useamodi®edPlanA for ef®ciencyreasons.



HardwareCon®guratio®ptions

87

7
. Y 7 To the
Regional Internet
Net
Router
Inside Outside
7
. Y 7 Tothe
Regional Internet
Gateway Gateway Net
INSIDE OUTSIDE Router
InsideNets PrivateNet Outside
Y74
. s 7 To the
Redional Internet
Gateway Router Gateway ge t
INSIDE (CHOKE) OUTSIDE
Router
InsideNets DMZ
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OurMany Gateways

AT&T' s ®rstgatewayto the ArpanetusedPlanA. It keptoutthe Bad Guys,includingthe
InternetWorm. Someluck wasinvolved,though,andthe basicdesigncouldhaveallowed
theWorm through.

This led to the secondgateway which usedPlanB. This workedfor a numberof
years butbecameswampedvith theload. The majorbottleneckwasthe privatenetwork
connectionwhich we implementedwith a Datakit VCS. This researchinterfaceto the
Datakitnetworkwasslow (30 KB/sec).andalittle “aky underheavyloads.

Thisledto therecentinstallationof thethird gatewaywhich usesPlanC. PlanC was
selectedecause¢hesparenostave havelying around MIPS Magnumspnly haveasingle
Ethernetconnection.DoubleEthernetconnectiondet us hide the privatelink behindthe
outsidemachinewhichis abit safer Our PlanC gatewaycantransferdataat betterthan
200KB/sec,morethanenoughto saturateour link to thelnternet.

Plan B, the @belt-and-suspendersbn®guratiorof Figure3.11, greatlyimprovesthe stance
overPlanA. Theoutsideandinsidehostsarelinked by a privatenetwork. The only destination
the outsidehostcanreachis theinsideone. Theinsidemachinedoesnottrustthe outsidehost. It
offersacoupleof servicego theoutsidehost,typically anauthenticatetbgin andamail gateway
Anotherservicemight be alogging drop-safe.The outsidemachineoffersthe outsideworld the
usualarray of services:externalDNS, FTR, SMTP mail, andtelnetaccesgo the authenticated
login.

PlanC is aanothepopularcon®gurationlt is oftenusedwith routersthat®Iteron outputonly
(Figure3.10). Theoutsidebastiorhostprovidesghosepopular dirty networkservicego theworld.
The chokemachine which canbe a routeror packet-screeningost, limits accesgo theinside.
Theinsidemachinecanprovidea contactpoint for insideaccess Althoughthetopologydiffers
from PlanB, it implementsalmostthe samedivision of functions. The chokerouterenforcesa
privatelink betweerthe bastionhostandtheinsidemachine.

PlanC offersthe outsideworld two pointsof attack:thebastionhostandthe chokemachine.
In particular CHOKE mustbe protectedvery carefully, sinceit is connectedo both sides. If the
routeris compromisedthe gatewayis breached.

In all threeplans,theoutgoingservicesnaybebridgedat theapplicationlevelaswell. In our
casewe providea TCPcircuit-levelservicefor ourinternalusers.

Thekey pointto thisgatewayis thatthetwo machinegrovideabelt-and-suspendeapproach
to security The outsidemachinetakesits bestshotat beingsecureput the two simpleservices
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on theinsidemachineensurethata successfuhackeron the outsidecomputerfacesan abruptly
simpleandimpenetrablénterfaceon theinnercomputer

It is PlanC thatwe describehere. It is trickier to implementthanPlanB is, and provides
a numberof usefulillustrationsof the problemsandapproachesmvolved. For our examplewe
will usetwo MIPS Magnums(plusa spare)with plentyof disk spaceandatwo-portCiscorouter.
(Nothingwe did wasMIPS-speci®ayve just happenedo havethe necessarynachinesavailable.
We couldhavebuilt theexactsamegatewayusingvirtually anymodernUNix system.Thereader
may preferto usetheBSDI UNIX systemsincethesourcecodeis inexpensiveandthesystenmhas
severalprovisionsfor gatewayuse. Linux is anothergood choice.) The Magnumsarerunning
RISC/OS4.52,whichis old but reliable. We don't planto upgradethe operatingsystemon the
Magnums.We will upgradethe ®mwareon the Ciscorouteraftera respectablsoakingperiod.
Theleadingedgeis oftenthe bleedingedge;we arein norushto upgrade.

Initial Installation

Before the computersare connectedo any networks,we arrangeto get easyaccesdo their

consoles.Theseshouldbe throughseriallines guardedby passwordsndaccessibldy dialing

in from home. We havea switchinstalledthat selectsbetweenra local consoleterminalandthe

remoteaccess.(Of course the switchis alwaysin the2local® positionwhenonetriesto access
the consoleremotely) It is importantnotto connectto theseconsoledrom the outsidelnternet.

If someongapsthatsessionthe outsidemachinds breached.

Thesystemadministrations betterdonethroughtheconsoleghananetworkconnectionywhich
couldbetapped.Physicalaccesgo the consoles lessconvenienfor systemadministrationput
shouldbeimpossibléefor atypical hacker

During initial con®gurationit makessenseto connectthe hoststo a safeinternalnetwork.
Herearesomeof the stepsto remember:

ForPlansA andB, turn off IP forwardingand sourceroutingin thekernels.Gethelpfrom
thevendorif you cant ®gureout how to do this. With PlanC, thesearenot soimportant,
but you still mustensurethat source-routegbacketsdo not passthroughCHOKE, andyou
needto protectouTSIDE againstsource-addresspoo®ng.

The kernel may well needsomerecon®gurationbecausdhesegatewaymachineshave
unusualsagepatterns.Somethingsto check:

+ Is it con®guredor enoughprocesses7or our arrangementeachTCP connection
requireswo processefvedon't useselect for portabilityreason3g. We have2000
processeson®gured.

* Istheperaccounprocesdimit high enoughprobablynearlythe sameasthe number
of processesTherelayprogramgseeSectiord.4.2)generallyall rununderthesame
username.

+ Are there enoughmbuf's con®gured? These TCP-basedsolutionsare network-
intensive.
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+ Whataboutotherresourcessuchasmemorymanagemertables,open®ledescriptor
tablesetc.?

Don't skimponthe hardwaresuppliedfor eachmachine.Useplenty of memory andmake
sureit is easyto get more. We run with 32 MB on eachhost. Haveplenty of large disk
drives.FTR thelogs,andthespooldirectoryall needplentyof space Remembethatdisks
eventuallygo bad;havesparepartitionsanddrivesready

BSD-basedernelsrequirea lot of swapspacef therearea lot of processesventhough
we don't planto swapa singlebyteto disk.

Deleteall networkservicesfrom both machines. This meansthe /etc/inetd.conf
shouldcontainonly commentlines. In the startup®les,commentout NFS, NIS (Yellow
Pages)sendmailandeverythingelsethatstartsup a networkconnection.

Removeahecompilersandanyotherunneededoftwarefromtheexternahost. In particular
removesetuid programshatarent neededr understood.

Removeanyunneede@ccountsrom bothsystemsThereshouldnt beanyaccountother
thanroot andthe usualsystemadministrationaccounts. Printer spoolers administration
menusandthelike arenotneededDeletethem.

Rebootthesemachinesand check netstat -a to makesureall network servicesare
gone.

Set/etc/motd  to warnall usersthat they might be monitoredandprosecuted.On the
insidemachinewarnanyuserthattheyarenotallowedonthemachine. Thewarningagainst
unauthorizediseis probablysuper uousalthoughfolklore indicatesotherwise.Thenotice
aboutmonitoringis consideredhecessarypy somelegalauthoritiesseeChapterl 2.

Con®gurehe disk partitions. Remembethat the outsideworld hasthe ability to ®II the
logs,spooldirectory andFTPdirectories. Eachof theseshouldbein a separatéargedisk
partition.

Connectheexternahostto its ®nallocationon the externalnetwork.

Add theappropriatgpermanenfRP entryfor therouteron bothhosts.If therouterdoesnt
announcéts ARP information,only our two hostswill know howto reachit.

On the externalhost,addthe appropriatedefaultstaticrouting. Do not run routedon the
externahost: whoseinformationwould you trust,anyway?Justsetthedefaultrouteto the
regionalnetwork’s router;they candealwith externalroutingconcerns.

Takeafull dumpof bothcomputerandsavethetapedorever Makesuretheyarereadable.
Do this beforepluggingin the cablethatallowsexternalaccesgor the ®rsttime. Theseare
aday 0 backups,@andtheyareyour lastresortif someondreaksinto your machines.
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Now it is time to con®gurecHOKE, the router. This router hasan unusualcon®guration,
becaus®nly two hostsneedto useit. Herearesomethingsto do:

Turn off telnetaccesdo therouter On the Cisco,this involvessettingaccessontrolson
thevirtual terminals.All accesshouldbefrom theconsole.

Turnoff ARPandrouteprocessingntherouter Everythingwill bedonewith statictables.
In particular the routershouldnot respondo ARP requests.Here's a list from our Cisco
router:

no service finger
no ip redirects
no ip route-cache
no ip proxy-arp
no mop enabled
no ip unreachables

Someof thesegoin theinterfacede®nitionsOthersaregenerato thewholerouter.

Installan ARP entryfor the externalandinternalhost. No routingtablesareneeded: the
routerwill talk only to thetwo locally connectechetworks.

Setup aninitial packet®Ilterthatdeniesall accesgo all hosts. Onecouldthenpermitall
accesdetweenthe insideandoutsidehost. We preferto openspeci®@onnectionsn the
styleof aclassicpacket®lter

Justfor safety con®gurehe externalrouteron the regionalnetworkto block any packets
to CHOKE's EthernetaddressIf your externalrouterwon't let you do this, install a phony
staticARP entryinstead.

The gateways skeletonis now ready We needsomesimple tools beforewe install each
service.

Gateway Tools

Herearesomesimpletoolsthatarevital for constructinga gateway We will discusstherslater.

4.4.1 A TCP Wrapper

In aBSD-basedystemaprogramcancreateandlistento its ownsocketor thedaemorinetdcan
listenfor callson behalfof theserviceandcall theappropriatgrogramwith thesocketconnected
to the standardnput and outputof the process. A programmustcreateits own socketswhen
multiple connectiongrehandledby the sameprocess.But mostservicesusea separatgrocess
for eachserviceinvocation.

A gatewaydesignerprefersservicesthat canbe implementedusinginetd It hasa simple
interfaceandasingle®le(/etc/inetd.conf ) towatch. A verysimple/etc/inetd.conf
®lemightlook like this:



92

How to Build anApplication-LevelGateway

#

# Internal procedures

#

echo stream  tcp nowait root internal
discard stream  tcp nowait root internal
chargen stream  tcp nowait root internal
daytime stream  tcp nowait root internal
time stream  tcp nowait root internal
echo dgram udp wait root internal
discard  dgram udp wait root internal
chargen dgram udp wait root internal
daytime dgram udp wait root internal
time dgram udp wait root internal
#

# real services

#

smtp stream  tcp nowait uucp Nllib/lupas/smtpd smtpd -H

In this example,all lines exceptthe last implementstandardand probably harmlessnetwork
services.Thelastline supportstheSMTPservicewith theupasdaemonv/lib/upas/smtpd ,
which runsunderaccountuucp The programneedonly readandwrite to standardnput and
standardutputto providetheservice.lt is easyto implementa simpleservicewith ashellscript,
andwe oftendo sowith our TCPtrapsandsensors.

Hackersarevery interestedn seeing/etc/inetd.conf . It givesthemalist of services
to attack. Our pethackerBerferd(seeChapterl0) tried to obtainthis ®leseveraktimes,andwas
quiteinterestedn it whenhewasin the Jail. We hadto takespecialcareto makesurethe Jail's
versionof this ®lematchederferds concepof our simulatedmnachine.

In the®rstversionof our gatewaywe addedoggingto inetdto trackall connectiorattempts:

Jun 30 09:19:16 inet inetd[121]: smtp request from 128.174.5.98 pid 2655
Jun 30 09:19:36 inet inetd[121]: exit 2655

On our gatewaythis log is half a megabytdong eachday We've seldomusedit exceptwhen
theresserioughostileactivity goingon;then,it' sextremelyusefulto seewhatservicegheattacker
is investigating.

A betterway to implementthat sort of logging is to use Wietse Venemas TCP wrapper
[Venema1994. Apartfrom loggingall connectiorrequestsit providesa convenientook for
accesgcontrol. To usethe wrapper you install it in /etc/inetd.conf asthe programto
executdor the protectedservices Whenit is done,it exec 'stheactualserver

A wrappedversionof theearlierSMTP samplemight be:

smtp stream tcp  nowait uucp /vigate/tcpd Ivllib/upas/smtpd

Thewrapper(/vigate/tcpd ) checks/etc/hosts.allow to decidewhetherto accepthe
connection.The TCPwrapperscangdownthe®leuntil amatchis found. A correspondingerb,
suchasacceptdenylog, etc.,isthenapplied.If thereisnomatchtheconnectiorwouldbedenied.
(We much preferthis approachto the older one, which usedtwo ®les,/etc/hosts.allow
and/etc/hosts.deny . We'd be evenhappierwith aversionthatuseda ®leperservice.It's
mucheasieiin thatcaseto seeall of therulesthatapplyto agivenservice andto avoidaccidental
changeso oneservicewhenmodifying therulesfor another)
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CanYou Trustthe TCP Wrapper?

The TCP wrapperprovidesfor accessontrol on the basisof sourcelP address.But is
thatreally secureElsewherewe've indicatedthatwe don't trustthatasanauthentication
mechanism.

Theanswelrhereis thatwe don't trustit thatmuch. Primarily, we useit to distinguish
betweerfinside® and®outside® machines.For that, it canbe trusted,sincethe routeris
con®guredo preventaddresspoo®ng. Second,we useonly numericlP addresse
our accesdists, not hostnames. That avoidsany relianceon the integrity of the name
service. Third, on thoseoccasionsvherewe do grantsomeprivilege to outsidersbased
on their IP addressyve eitherdemandadditionalstrongauthenticationor we give away
comparativelytrivial resources.

Evenif thesefeaturesarenottrusted.awrapperis still usefulfor logging.

It' salsoworth askingif thewrappemrogramitselfis trustworthy We're happywith it
for now, althoughit' sgettingabit toobig andfeature-fullfor ourtastes We mayeventually
replacet with a simplerprogrambasecdn theregularexpressiotibrary.

\. J

A quirk of the wrappets implementatiorrequiresthat the wrapperbe ableto determinethe
caller shostname evenif only addresseareusedin the permission®le. This mayrequirea bit
of extraeffort; ouTsIDEWiIll receivemanycallsfrom INSIDE, amachinethatisn't accessiblérom
the Internet,andhencemay not be listed in the ordinaryDNS databaseln fact, we havefound
thislookupto beaneedlesperformanceroblem.

The TCPwrapperis a®netool for enforcinggatewayconnectiorpolicy. Thisis particularly
truein a PlanC arrangementwheretherewill be private connectiondetweerthe internaland
bastionhoststo implementvariousrelays.We don't wantoutsiderausingtheseservicedirectly.

4.4.2 Relay

Relayis a handytool for an application-leveateway It is a small programthat copiesbytes
betweentwo network connections: The computeractsas a wire. For example,imaginethat
we wish to offer an externalmachineour printing service: TCP port 515, which is listed in
/etc/services asprinter . We wishto relayany connectiorto this port to the sameport
onour printerserverinside. The/etc/inetd.conf entrywould be:

printer stream tcp nowait daemon /v/gate/relay relay \
tcp!pserver!printer

Relayopensa connectiorto theprinterporton PSER/ER, thencopiesbytesin bothdirectionsuntil
the connectioncloses. Obviously the cCHOKE routerwould haveto be con®guredo allow this



94

How to Build anApplication-LevelGateway

4.5

connection.The TCPwrappercouldrestrictthis print serviceto particularexternalmachines.

Relaymayappeato be a simpleprogramfor the C novice,but thereareseverakubtletiego
it. First,aTCPconnectiorcan®half-close,®leavingonedirectionopenandtheotherclosed.The
programmustbe carefulto useshutdown callsto signalaclose,andlistenfor hang-upsignals.
The shutdownsequenceanbe especiallyimportantif two relays arerunningback-to-backn a
multimachinegateway Connectionsnustcloseproperlywithout leavingspareprocessesying
around.Thechoiceof usingtwo processesersusasingleoneusingselect hasportabilityand
ef®ciencyconcerns.Our versiondoesnot passon the TCP URGENointer;it probablyshould.
Finally, it mightbeusefulto implementa timeoutin somecircumstances.

4.4.3 A Better Telnetd

Thestandardelnetdcommanddoesa goodjob handlingthetelnetprotocol. But it is less exible
thanit shouldbe whentalking to the host. We've madea numberof changesnotablyto let it
invoke someprogramotherthanlogin (seethebox on page97) andto createa shellenvironment
variableidentifying the sourceof the call. (Cometo think of it, the TCP wrappercould do this,
too.)

4.4.4 Support for Outgoing FTP Access

As we havedescribedputgoingF TP sessionsormallyrequireanincomingTCPcall. To support
this, our proxy servicecanlistenon a newly createdsocket. The port numberis passedackto
the caller, which generateshe appropriatd=TP PORTcommand.The call is thusoutgoingfrom
theusets machineto the ®rewall butincomingfrom the FTP server

We don't let thesesocketshangaroundlong. If the serverdoesnt establishits connection
quickly enoughthe socketwill beclosedandtherequestborted.

Installing Services

We now havethe tools to startinstalling services. Theseshouldbe installedcarefully, one by

one,with plentyof testingandparanoialn thefollowing stepsthe externabastionhostis called
OUTSIDE andthe internalhostINSIDE. In the actualcon®guratiorof the ®lesandrouter either
the actualdomainnameor numericlP addresds needed. We leaveit to the readerto supply
the appropriatevalues. Note thatif you supplya name,andthe nametranslationmechanisms

subvertedthenyou canlose everything. In our gateway we usethe lessconvenientout safer
numericlP addressesA reasonableompromisanightbeto build the®lesusingmachinenames,
andto haveatrustedpreprocessado thetranslationdor us.

4.5.1 Mail Delivery

In our gateway the bastionhostreceivesand sendsall mail to externalhosts. The mailer is
con®guredo handleMXentries,incorrectheadersand othermail problems. All incomingand
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Figure 4.2: Passingnail throughthe ®rewall. The dashedines showoutboundmail; the dottedlines show
inboundmail. ThecirclesshowthesendingandreceivingSMTP processes.

outgoingmail getsstoredonouTsIDE, if only for afew moments (Gatewaytransittimeis typically
undertwo minutes.)We alsohavea preexistingwell-knowninternalmail hubnamedRESEARCH
Thismachines distinctfrom INSIDE, thoughit certainlydoesnt haveto be. Still, we preferit that
way; INSIDE doessomesensitivethings,andwe don't really wantto exposet to the vagariesof
theuucpsubsystenthatRESEARCHhasto run.

Wewishto haveouTtsiDedeliverincomingmail to the SMTPportonRESEARCH We alsowish
to haveany internalmachinedeliver outgoingmail directly to ouTsIDE without going through
RESEARCH We grantboth of thesewishesusing®xedT CP tunnelsthroughiNsIDE:

Con®gurdahe mailer on ouTSIDE to deliverincoming mail to INSIDE on port 26! We've
pickedthis port numberatrandomandwill dedicatdt to relayingSMTP connectiondrom
OUTSIDE throughINSIDE to RESEARCH

On CHOKE,
action src port dest port ‘ags comment
allow OUTSIDE 1023 INSIDE 26
allow INSIDE 26 OUTSIDE 1023 ACK

which allowstheincomingconnection.
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OnINSIDE, addto /etc/inetd.conf

port26 stream tcp nowait daemon /v/gate/tcpd Ivlgate/relay tcplresearch!25

andcon®gurehe TCPwrapperto permitthe connectioronly from ouTsIDE. (In this case,
it doesnt matter:Who caresf aninternaluserlaundersa connectiorto RESEARCH?) Don't
forgetto addport26 to/etc/services

For a direct connectionto ouTsIDE from any inside machine,add this entry to INSIDE'S
/etc/inetd.conf ®le:

smtp stream tcp nowait daemon /v/gate/relay relay tcploutside!25

andlet it throughtherouter:

action src port dest port “ags comment
allow  INSIDE 1023 OUTSIDE 25
allow OUTSIDE 25 INSIDE 1023 ACK

Thatis, callersto INSIDE's SMTP port will speakdirectly to ouTsIDE. Mail is not spooledby
INSIDE. Our mail setupis shownin Figure4.2.

Notice thatif our routerdoesnt havethe 2established%eyword,or if it doesnt work, then
we alreadyallow all TCP connectiongo andfrom the nonprivilegedports betweenNsiDe and
OUTSIDE. In othercircumstanceshiswouldbeaserioushole,buthereit is notsobad. Themajor
restrictionon OUTSIDE sacces$o INSIDE's servicess enforcedoy INSIDE, nottherouter CHOKE'S
vital roleis to restricttheinternalmachine®uTsIDE canaccessnottheservices Routersarevery
effectiveathost-basedestrictions.Also, sinceINSIDE will haveno extraneousiserstherewill be
no oneto exploitthe high-numberegorts.

4.5.2 Incoming Telnet

Incoming authenticatedogins are providedvia the telnetservice. The remoteusertelnes to
ouTsiDEandlogsin with usernamguand. Thisusegelayto connectheuserto theauthenticator
programon INSIDE. If the authenticatiorsucceedsthe guardprogramon INSIDE calls rlogin to
connecthim or herto thedesirechost.

Remembethatwe areauthenticatingiserswith somesortof hand-heldlevice calledatoken
Passwordarenotusedhere.We wanttheusets properresponséo bedifferentfor eachlogin, so
aneavesdropperant learnhowto doit.

Unfortunately rlogin connectionganresultin a passwordprompt, if the userhasnot pre-
authorizedconnectiondrom INSIDE. If you wish to guardagainstthis, havethe authenticator
programattemptan rsh ®rst;the rlogin shouldbe doneif andonly if the rsh succeedsvithout
askingfor apassword.
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Telnetvs. login

Telnetassumeghat the caller shouldbe connectedhroughlogin. This is certainlyits
standarduse. But in our case login is just an extrabureaucratistep. We aredoing our
own authenticatioriurtherdowntheline.

In fact, the use of login actually weakensour gateway If all our maintenances
performedhroughtheconsolewedon't needelnetacces$o ouTsiDeatall. Thepresence
of login givesexternaffolks anunnecessarghotatloggingin. Therehavebeenproblems
with login, especiallyon systemsvhereenvironmentariablescanbe assignedraluesat
login time, andwe usethe environmento passnformationaround.

Theobviousresponses to plug arelaycall in wherethetelnetdcall would go, sothe
bytessimply 'y throughto INSIDE. Thenwe'd needtelnetdandlogin on INSIDE, resulting
in thesameproblem.Ourinclinationatthis pointwasto relaydirectly to theauthorization
program.But thenwe hadcharacteechoingandotherterminalsettingproblemspecause
therewasnota programto procesghetelnetdprotocol.

Oneneeddo havea telnetdat the otherendof a telnetsessiorto executehe servets
partof thetelnetprotocol. We endedup addinga parameteto telnetdthatlets us specify
thedesirePlogin® program. Thentelnetdcanperformits terminalsettingfunctions,but
we can avoid the unnecessarjogin invocation. We've sincefound other usesfor the
modi®edelnetd suchasthe gatewayserviceamenudescribedn Sectior4.5.4.

Anotherapproachs to replacehelogin commandtself. Youcanmakeit dowhatyou
want, andinstall strongauthentication But takecareif you intendto permitlocal logins
via thismechanismpn someplatforms Jogin doessomeunusuathings,suchasenforcing
licenserestrictionson how manyusersareallowedto conneciatonce.

We install the service:

If youdon't havea modi®edelnetd installuserguard in /etc/passwd  onOUTSIDE

guard::14:14:security guard:/v/gate/usr/guard:/v/ gat e/ guard
Turnonthetelnetdservice.Here,it is agoodideato call the TCPwrapper sinceits logging
canbeuseful:

telnetd stream tcp nowait root /v/gate/tcpd lusrl/etc/telnetd

If youdohaveamodi®edelnetd thisline shouldsimply beacall to relay (thoughthe TCP
wrapperoggingis still useful).
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Ivlgate/guard is asimpleshellscript:
#!/bin/sh
Ivlgate/relay teplinside!666

Permitconnectionshroughthe CHOKE:

action src port dest port ‘ags comment

allow OUTSIDE 1023 INSIDE 666
allow  INSIDE 666 OUTSIDE 1023 ACK

Add the serviceon INSIDE:

port666 stream tcp nowait root /v/gate/guard guard

Add port666 to /etc/services

Of coursewe havent mentionedhe actualguardprogramandits databaseThe TIS toolkit
containsasuitableversion. Thebasicprogramis very simple: we wrotetheoriginalin amorning.
Thehardpartsarelearninghowthehardwardgokenencryptshechallengeand®guringouthowto
keepthe key databassecure.Thelatterincludesexpirationof accountslogging,andprovisions
to shutdownanaccountwhentoo manyunsuccessfulttemptsoccur

In this arrangementhe databaseould be kepton INSIDE, which is a securanachine.In our
environmentve usethe Plan9 [Pikeetal., 1994 authenticatiorserver

If anauthenticatiorserversoundg€oo complicatedheres a shellscriptthatmakesa passable
skeletorfor anauthenticatiorservice:

#!/bin/sh

read username

challenge= ‘makechallenge *

echo "Challenge: " "$challenge"
echo -n " Response:

read response

if [ verifychallenge "$username”  "$challenge" "$response” ]
then

echo OK
else

echo NO

fi

A programis a betterchoice.
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4.5.3 Proxy Services

OutgoingTCP callsmustalsopassthroughthe ®rewall. Our outgoingproxy circuit-levelservice
is easyto install:

OnINSIDE, relay connection$o OUTSIDE We useport402f0r proxyservice.Add port402
to /etc/services andaddto /etc/inetd.conf

proxy stream tcp nowait daemon /v/gate/relay relay tcploutside!proxy
Permitthe outgoingconnection®n CHOKE:

action src port dest port "ags comment

allow INSIDE 1023 OUTSIDE 402
allow OUTSIDE 402 INSIDE 1023 ACK

Add theserviceon OUTSIDE

proxy stream tcp nowait daemon /v/gate/tcpd Ivlgate/proxy

Add port402to OUTSIDE s/etc/services

Don't forgetto limit the connectiongo this serviceon ouTSIDE from INSIDE via the TCP
wrapper.Otherwisecarefullyequippedutsidercouldlaunderconnectionso otheroutside
machineghroughyour proxy service!

For single-machinapplicationgatewayspne could usesocksto implementthe TCP circuit
gatewayonasingle-machinéPlanA) gateway As of thiswriting, socksvon't work if theexternal
Internethameserviceis notavailableto internalmachinesbecausé directlyreplacesocketcalls
thatuselP numbersnot names.It would not be hardto extendit with an Rgethostbyname
routinethatlookedup externalnameson theclient host.

It is not dif®cultto arrangeto bring externalnamelookupsto internal machines. A large
companywith anapplicationgatewayusuallyhasits own root nameserverfor internalmachines.
This canbe extendedo look up externaladdressefor internalusers(seeSection3.3.4). Many
gatewaydesignsadoptthisapproachand,again,socksequirest. Butthisis harderthanit seems.
You haveto watchfor contaminationof the internal DNS with addressesf unreachableoot
servers We aretroubledenoughby this problemthatwe havenotimplementedt in our gateway
andarereluctantto recommendt to others.

45.4 A Gateway Service Menu

We do notinstall generaluseraccounton our gateways We only give theseaccountgo system
administratorsvith aclearneedfor them. Thislackof directuserds animportantsecurityfeature.
Usercontrolledsecurityfeaturedike .rhosts  anduserselectedpasswords¢endto be a weak
link in asystems security
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$ telnet  proxy
This is the new inet. Authorized use only.

stty erase AH kil AU intr AC nl tabs
9:50pm up 1 day, 9:30, 1 user, load average: 0.26, 0.20, 0.24

This is the research gateway services menu.
Watch this space for gateway information. Please send
complaints and comments to ches@research.att.com.

Enter rhelp * for command list.
research  gateway> help

ping <destination>

traceroute <destination>

dig <parameters>

telnet  <destination> [port]
quit

research  gateway> quit

Figure 4.3: Our gatewayservicesnenu.

But the averageauser or internalsystemadministratordoeshavea legitimateneedto access
someexternalnetwork functions. While we could write versionsof thesethat usedthe proxy
library, we havefoundthatnearlyall theseneedscanbe metwith a simplecaptiveshellscripton
thegatewaymachineaccessiblérom theinside.

Figure4.3 showsthe menuour userssee. The servicesncludeping andtracemuteto probe
for networkproblemsdig for nameservicelookupanddebuggingandtelnet Thislastis ahandy
servicefor internaluserswho don't havea convertedversionof telnet In fact, if outgoingtelnet
serviceis all thatis desiredtheinstallercanskip the proxy gatewayaltogethelandjust usethis.

On single-hosigatewayspne could addan FTP serviceto the menuusingan FTP gateway
like Digital's or the Toolkit from the TrustedinformationSystemsToolkit. It is harderthoughnot
impossibleto makean FTP servicelike this througha double-machingateway.

Thecircuit connectiongor our servicemenuareeasy:

OnINSIDE, relaytelnetconnectiongo ouTSIDE. We needto inventa private TCP port for
thislink, sincethetelnetserviceon ouTsIDEIs alreadyservingtheoutsideworld with guard
service:

telnet  stream tcp nowait daemon /v/gate/tcpd \
Ivlgate/relay tcploutside!667
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Permitthe outgoingconnection®n CHOKE:

action  src port dest port "ags comment

allow INSIDE 1023 OUTSIDE 667

Add the serviceon OUTSIDE

port667 stream tcp nowait root /v/gate/tcpd \
Ivlgate/serviced -|  Ivigate/serviced.sh
In this case /v/gate/serviced is alink to telnetd We hadto do this becaus®f how

the TCPwrappermworks: It usesherealdaemomameasthesearctkey for accesgontrol.
By usinganalias,we cancon®gurehe TCPwrappetto limit this serviceto originatefrom
INSIDE. Noticealsothatwe usedour modi®edelnetddaemon(describecdearlier)to avoid
involving login in this operation. We haveto run telnetdasroot, sothatit canallocatea
pseudo-tty.

As usual,carelesshell programmingor thosewretchedshell escapegthoseinternalcom-
mandsthat some programshave that give the usera shell prompt) from assortedotherwise-
innocuousprograms pffer the largestsecuritythreatsto this service. It might be a goodideato
implementthis servicein a chroot environmenin OUTSIDE in casesomeoneescape$rom a
menuprogram.Noneof theseservicemeeddo run asroot

Our serviced.slscriptis shownin ®gures.4.

4.5.5 Anonymous FTP

It is prettyeasyto setup ananonymoug$-TP service.For the concernedjatekeepethe problem
liesin selectingheversionof ftpdto install. In generalthedefaultftpd thatcomeswith a system
lackssuf®cientlogging for the paranoidgatekeeperThe gatekeepewantsthe sessionsogged.
The®leproviderswantthe ®leaccessekggedto keeptabsonthe publicinterestin the®lesthey
publishwith FTR Versionsof ftpd rangefrom inadequatéo dangerousiyparoque.

We madeour ®rstftpd by modifying abasicBSD versionavailableonthe network. We added
afew syslogcalls, andrippedout mostof the login featuresmakinganonymouga.k.a. ftp) the
only permittediogin. (Historically, therehavebeenbugsin the FTPlogin code. Why do people
try to replicatethis vital functionin differentplaces ratherthanperformingit oncein common
code?)

Our latestftpd startsfrom similar roots. This time, though,we rippedout all of the login
codeandall of the codethatrequiredanyroot privilegesto execute.The bodyof the serverdoes
nothingbutexecutehebasicprotocol. We alsodeletedcodeof dubiousmerit, suchascommands
to let theuserchange®lepermission®r theumask setting.(Thosechangesvereindependenof
the usewe makeof the permissiorschemeasdescribedater Rathertheyderivefrom elements
of ourbasicphilosophy:Thesystenmanagershouldsetthesecuritypolicy, andhencetheaccess
rights,notanonymousisersonthelnternet.)
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#1/bin/sh

stty erase "AH" kil "AU" intr “AC"

echo stty erase "AH" kil "AU" intr
usr/ucb/uptime

echo

trap "™ 2

cat /v/adm/motd
echo "Enter
while  true
do

trap ‘continue -’ 2

echo ‘'research  gateway> \c"

if read line

‘help * for command list."

tabs
"AC" tabs

then
case "$line" in
") continue;;
esac
set -- $line
case "$1" in
help) echo " ping <destination>"
echo " traceroute <destination>"
echo " dig <parameters>"
echo " telnet <destination> [port]"
echo " finger <destination>"
echo;;
ping)  shift
lusr/etc/ping $*;
traceroute)
shift
Ivibin/traceroute $*;
dig) shift
IvIbin/dig
telnet) shift
{usr/ucb/telnet $*;
finger) shift
lusr/ucbffinger $*;
exit)  break;;
quit)  break;;
*) echo "Unknown command - $line."
echo "Enter rhelp * for command list";;
esac
else
break
fi
done
exit

Figure 4.4: Our gatewayserviceamenuprogram.
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Login is handledby a seriesof separategrograms. Accessto the individual programsis
regulatedby the TCP wrapperprogram. Sinceonly anonymoud=TP is offeredto the outside
world, the FTP login programthat is executedmplementsonly anonymoudogins, and does
nothingelse. It immediatelychroot 'sto /usr/ftp , andthenexecuteghe real daemon. If
someonaloesescapdrom ftpd somehowtheyarenotin a very interestingplace,andthe login
programitself is smallenoughthatwe arecon®denit works. (We havecontemplatedlispensing
with theanonymougogin programentirely Why go throughtheritual of askingfor information
thatyou don't needif theclientis honestandthatyou cant verify if theclientis dishonest?0f
course,somepeopleusethe voluntarily suppliedelectronicmail addresse$o notify peopleof
softwareupdatesetc.)

We usetheordinaryUNIx systenpermissiormechanismgo defendagainsiour systembeing
usedasa transferpoint. The umask for outsideusersis setto 422 g. Thatis, ®lescreatedby
anonymousisersare createdwithout readpermissiorby the owner: ftp, or write permissiorby
group or other. In otherwords,the daemonwill create®lesthatit doesnot havepermissiorto
read. Executeandwrite permissionis permitted,so that usablesubdirectoriecanbe created.
Internalusersacces$TPvia oneof the®rewallgatewaysthis makesdt easyto con®gurehe TCP
wrapperto let AT&T usersrun undera differentanonymousccountwith a moreconventional
umask. Thus,theycanreadthe ®lesvia the#group® or @other’ permissiorbit. Similarly, ®les
they createareworld-readableandthusavailableto outsiders.No complicatednode-checking
needbedoneby our server

We do needto be carefulaboutinstalling anythingelseon ouTsIDE, suchasgophed or an
FTP-by-emailserver that might itself initiate an FTP session.Sucha sessionwvould appearto
be from the samemachineasthe proxy relay, andhencewould appearto comefrom inside. A
numberof solutionssuggesthemselvesWe could havesuchserversusea specialrangeof port
numberswheninitiating FTP connections.Our proxy gatewaywould usea disjoint range thus
permitting®Iteringto takeplace.Or we couldusea specialpasswordor anonymous$TPlogins,
requestindessprivilege. Bestof all, we couldrun theseservergincluding FTR if desired)ona
separatenachinefrom the proxy gatewaywhich would totally eliminatethe problem.

Permanen®lesare depositedby insiderswho connectto port 221 (a more-orlessrandom
number)on the gateway This port numberusesa differentlogin program,onethatdoesrequire
a usernameand password. It still doesa chroot . We could install individual maintenance
accountsput haveneverfelt the needto do soin our comparativelysmall communityof users
who publishvia FTR

Most implementation®f ftpd needto retainroot privilegesso thatthey canbind to port 20
for the datachannelasis requiredby the protocol. Oursinvokesa small, stupidprogramnamed
port2Q. It checksto seeif ®ledescriptol0 is a TCP streamboundto port21 or port221. If it is,
the programbinds®ledescriptorl to port 20 or port 220. In otherwords,if the programis the
FTPserverit is entitledto usethe servets datachannel.Othernecessaryituals, suchasissuing
the SOREUSEADDRAI|, aredoneby the caller;it, beingunprivileged haslessat stake,andthe
privilegedprogramshouldbeassmallaspossible.

The actualsetupof ananonymoud$-TP serviceis describedvell in the vendormanualpage,
thoughsomevendorsarerathercarelessaboutsecurityconsiderations Threecaveatsareworth
repeatingthough: Be absolutelycertainthattherootof theFTPareais notwritableby anonymous
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userspesurethatsuchuserscannotchangethe accespermissionsanddo not puta copy of the
real/etc/passwd  ®leintotheFTParealevenif themanuatellsyouto). If yougetthe®rsttwo

wrong,anintrudercandeposita.rhosts  ®lethere,anduseit to rlogin asftp, andthe problems
causedy thethird errorshouldbe obviousby now.

45.6 The MBone

The MBone providesmulticastaudioon the Internet. It's usedfor IETF meetingsandfor the
InternetTalk Radia Lots of folks insideour ®rewallwantto participate.However MBone uses
UDP, soour normalproxy mechanismslo notwork. Insteadwe usea specialprogramudprelay
to copyexternalMBone packetgo selectediestinatiorhostsandportson theinside. An internal
redistributiontreeis usedto limit bandwidthconsumption.

A morecompletesolutioninvolvesextendinghe MBoneto insidenetworks jincludinguseof
IP encapsulatioandDVMRP. The dangercomesrom abuseof thesemechanismsbwhiclafter
all, constitutea fairly generalpacketroutingandrelay devicebto deliver othersortsof packets.
Althoughour solutionis not yet ®nal,we intendto ®lterand modify incomingMBone packets.
First, only multicastaddresseandthe properprotocolswill be passed.Secondthe UDP port
numberwill be changedo oneresidingin a rangethat we believeis safe. Third, the session
directorypacketawill be modi®edo containthe newportnumbers.

Therearehooksin thesessiordirectoryprogramthatcanbeusedto inform thegatewaywhen
multicastreceptiorhasbeenrequestedor a givenport. Althoughin principlethis agoodidea,it
doesraisethetroublingnotionthata usercouldabusehe mechanisnto openthe ®rewallfor any
UDP ports.

Outboundraf®craisedts own setof concernsincludingthe possibility of inadvertenbug-
ging® of our of®cesvia a microphonenstalledon a workstation. Anything saidnearthatwork-
stationwill berelayedvia theMBone,to anyonewhois listening? Similarconcernsvould apply
to any outboundvideo feed, electronicconferencingsystem,etc. Perhapghe gatewayshould
block outgoingtraf®c,but providea meandor temporarilyenablingtransmissiorby the useron
aperstationbasis.

45.7 X11

X11 posegproblems.Fromasecuritystandpointthe X11 usersimply givesawaycontrolof hisor
herscreenmouseandkeyboard.Fromausets pointof view, X11 is thebasic ,essentiasoftware
platform. It oftenmakesgoodbusinessensdo useX11, evenif thereis nosecurebasisto trustit.
Soif an X11 terminalis on the Inside, how canthe usergive awaya little accesswithout
giving awaythe store?We developed pair of program<alledxp1l andxgate(Figure4.5). The
formeris invokedby userprocessedhelatterrunson awell-knownportonthegatewaymachine.
Xgatelistensto a port numbered000plusarandominteger andreturnsthatportto xp1l. XpIl
generatesnd prints an X11 $DISPLAY settingsuitablefor connectingto that port. The user

1SeeCERT Advisory CA-93:15,0ctober21,1993.
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UsersInsideMachine Firewall OutsideMachine

DISPLAY=
XpIL Initial xgate OUTSIDE234.2
our.machine:1.2 OUTSIDE234.2
xpll1 L xgatel
xpll 2 P xgate2
L)
E DISPLAY=
| OUTSIDE234.2
X11 Server ' X11 application2
DISPLAY=

our.machine:1.2

DISPLAY=
our.machine:1.2
xterm

ptelnetthrough®rewall

Figure 4.5: A call diagramfor xp1l. Arrows showthedirectionof eachcall.

mustsendthis displayvalueto the externalX11 application,which thenhasan externalport to
whichit canconnect.Whena connectiorrequestomesin, xgatecreatesa newrandomsocket,
andtells xp1l aboutit. A smallwindow popsup (we usexmessagéo do this; why reinventyet
anothemwheel?);if theusergivespermissionxp1l callsboththe newxgatesocketandtheactual
X11 serverandrelaysthebytesbackandforth. Thisdesignavoidscomplicateccodeto multiplex
manydifferentcircuitsandalsoavoidshavingto handleincomingcallsfrom oUTSIDE

We usea similar program px11, for situationswherethe X11 serveris onthe outsideandthe
applicationis ontheinside. It is invokedas

px11l real-$DISPLAY [ application [args 1l

wherefreal-$DISPLAY  ° isthenameor IP addres®f theactualserverand2application 0
is the programyou wantto run, by defaulta shell. It operatedy invoking the applicationin an
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Firewall

]
]
| authenticated
DISPLAY= |
. i ' telnet
outside.org:1.2 H
through
xterm
®rewall

e Rely2 ... ourmachine
DISPLAY= .. our
outside.org:1.2 ~.. pxl11
I Relay1l

DISPLAY=
127.0.0.1:234.2
X11 applicationl

DISPLAY=
127.0.0.1:234.2
X11 application2

Figure 4.6: A call diagramfor px11. Arrows showthedirectionof eachcall.

environmentwhere$DISPLAY pointsto a socketopenedy px1l, andthenby openinga proxy
TCP call to the outsideserverfor eachincomingconnectionFigure4.6). In effect, it andxp1l
operateasspecializedrersionsof relay.

Xforwad, aprogramsimilarto xp11, hasbeenmplementedht Digital EquipmeniCorporation
[TreeseandWolman,1993. Its behavioris similarto our programs: You provideit with alist of
authorizectlientmachinesandit popsup a con®rmationvindow for eachrequest.

Evenwith thesesolutions X11 is still dangerousThe2security® only worksdownto the
é hostlevel, which meanghatanotheruseron the externalservermachinemay be ableto
stepin ®rstanddo harm. Also, if anX11 sessioris hijacked,moreextensivecontroland
buggingof theterminalis possible We havecontemplatednactiveX11 ®lteronthegatewaythat
understandthezillions of X11 primitivesandonly permitsthe safeandauthorizecnesthrough.
Unfortunatelyby its naturesucha programwould be quite complex,sowe would havenoreason
to trustit.
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458 WAIS, WWW, and Friends

Theseservicesare relatively new and obviously quite attractiveto users. They representa
signi®cansteptowardthe constructiorof anautomatednternet-base8cyberspace.°The early
serverdavescaredisbwe areeasilyscaredy big newprograms Our®rstresponséo supplying
theworld with our own servicehasbeento installthemon a dedicatedacri®ciamachineoutside
our gateway

The problemis thatthe serversaretoo powerful. With httpd a commonWWW servery the
reallyinterestinganswersaretypically generatedby shellor perl scripts.Not only dowe nottrust
the scripts,we do notwantsuchpowerfulinterpreterdying around.

Similar concernsapply to gophed, especiallyif the servershares ®lesystemsubtreewith
FTP In thatcasean attackercandeliverharmful shell scriptsvia FTR andthentry to persuade
gophed to executehem. Ourimpressioris thatnot muchpersuasioris needed.

Morerecently our Z39.50[ANSI, 1989 develope(Z39.50,theancestoof WAIS, is alibrary
information protocol) hasconvincedus that he cansupply his servicewithout giving awaythe
store.We planto tunneltheserviceto hisinternalmachinen the sameway astheprinterexample
discussedh Sectiord.4.2. Evenso,his servemwill likely runin achroot 'ed environment.

Giving ourinternalusersaccesso theseOutsideservicesasinvolvedconvertinghexmosaic
programto usethe proxy library. This hasworkedfairly well, but the maintainerscomplainthat
themodi®edprogramis (quite naturally)not supportedy the original developersModi®cations
for socksarewidely available putwe areunableto providesockssupporiseeSectiord.5.3). The
newly announceamosaiayatewayfunctionbin effect,anapplication-levegjatewayfor itbmay
proveto betheultimatesolution.

In any case,the modi®edxmosaicis potentially dangerous. Someof thesenew database
servicesare,in effect, MIME, andhavethe samesetof concerns.The developeraregrappling
with thesedssues.

4.5.9 Proxy NFS

As mentionedearlier we havedeveloped proxy versionof NFSthatis not only safer but also
letsususeNFSthroughthe ®rewall. We useit for auditingour disksandwe may useit to allow
insidersto make ®lesavailablefor anonymoud=TP. To understanchow our proxy versionis
implementedit is ®rstnecessaryo know a bit abouthow NFSworks.

Whena systemwishesto access remote®lesystemthe local mountcommandcontactshe
remotemountdaemonypc.mountd After doing the usual(inadequatepccesscontrol checks,
it passedackthe properlP addresslUDP port number,and®lehandlefor the root nodeof the
requeste®lesystem.The mountcommandhenpassesheseatemsto thekernel.

Whatisimportanto realizehereis thatthekernelneithetknowsnorcaresxactlywhatis atthe
otherendof thatUDP port. All thatmatterss thatit speakhe NFSprotocol;it neednotbeareal
disk on anothemmachine.Examplesncludethe automountdaemongCallagharandLyon, 1989;
Pendry1989 andanencryptedRlesystemBlaze,1999.

We usethe sametrick. On the NFS clientbthe machinethat actually issuesthe mount
systencallbwe runadaemorontheloopbackinterface(127.0.0.1) It receivegsheNFSrequests,
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'
'
1
NFS || Authenticated TCPcall Hiserhode
Appl. Rela t NFS
y : Server
L __ . v\ L _____/
'
'
'
:
Kernel |
'
1
Client Firewall Server

Figure4.7: A proxy NFSconnection.

packageshem,andshipsthemoutvia TCPto theactualserver

Theservercould performthe otherhalf of the process.Thatis, it couldtaketherequestand
useits own loopbackinterfaceto forwardthe messagelirectly to its local NFS serverport. But
thatwould requirethatthe machineoffer NFS serviceswhich we areloatheto do. Insteadwe
passit to a userlevel procesghatemulatedNFS via ordinary®lesystemcalls: open, close
read ,write , etc?

Going throughthe ®le systemhasmany advantages.Oneis alreadyobvious: We do not
needto run NFS on the gateway Anotheradvantages moresubtle: we cantake advantagef
the protectionmechanismshatthe UNix systemhasto offer, suchaschroot , userandgroup
namesand®lemodes. Thesetraditionalkernel-levelprotectionsare well-known and probably
moretrustworthy If our userlevel serveris compromisedye lose control of the datait offers,
butwhenit is runin achroot 'ed subtreenothingelseis exposed.This givesusa much®ner
granularityof protectionthandoesNFS's entire-®le-systerapproach Similarly, the servemeed
notevenrun asroot, if asinglepermissiorlevel would suf®ce.This letsus protect®lesthatlive
in anexportedsubtree.

For protectionwe canencryptthe TCP circuit if we wish. The useof userlevel programsat
both endsmakesthat simple. We do usecryptographidechniquego generatehe ®lehandles,
protectingus againstguesses. (We are guardinghere againstattackerswho sendbogusNFS
request$o our servemprocess.)The®lesystememulatotincorporates useridenti®emap,which
facilitatesinteroiganizationalise: Thereis no needfor both endsto usethe samenumericuser
IDs.

Notethatwe havesaidnothingaboutwhichendinitiatesthe TCPcall. Generallyit will bethe
sidedoingthemount call, butit neednotbe. If it is easierto passhrougha ®rewallin the other
direction,the servercancall theclient. (But we do incorporatechallenge/responsaithentication
into our calling module.)

2The userlevel NFS codewas developedby NormanWilson, andwasinspiredby an earlierusermode®le system
written by PetelWeinbeger[Rago,1990.
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4.6

4.5.10 Installing NTP

Both INSIDE andouTsIDE needto know the correcttime. On ouTsIDE, weinstalledN TR, andhad
it talk to a carefully chosensetof servers. Using well-known time sourceds a goodidea;it's
harderto tamperwith amachinethatlots of peoplerely on, sincetheattackwould be morelikely
to benoticed.We alsocon®gureadur NTP daemorto rejectrequestgrom othersites.

We run NTP on INSIDE, too. It speakdNTP to ouTsIDE andto our internalNTP servers.The
time derivedfrom the insidemachineds exportedbackto ouTSIDE this providesan additional
measuref protectionagainstime-spoo®ng.

Thefollowing ruleshaveto beaddedo CHOKE:

action src port dest port "ags comment

allow  INSIDE 123 ouTtsipE 123 UDP
allow OUTSIDE 123 INSIDE 123 UDP

Notethatweonly permittheNTP daemonshemselveto speakNTPqueriesandcontrolmessages
from randomportsareblocked.

Protecting the Protectors

Thereare a few things our gatewaycant do for itself; it needsa bit of extraprotection. To
accomplistthis, we askedour regionalnetworkproviderto install a short,simple®lterlist on our
routerport. Thethreatsblockedare,for themostpart,low grade butthey're still worth avoiding.

Thebiggestproblemis thatmuchof our proxy functionalityis protectedby the TCPwrapper
programandit, in turn,reliesonthesourcelP addressWe thushavethe router®Iterout packets
that claim to be from the Inside net, sincesucha packetcant possiblybe legal. Similarly, we
deletepacketgurportingto befrom 127.0.0.1theloopbackaddress.

Next, we block anythingheadingtoward our syslogport, mostly to avoid denial-of-service
attacksonit. We couldaddthat checkto the daemonitself, especiallywith the routerblocking
forgedsourceaddresses.

Finally, asnotedearlier we block anythingfrom theoutsideheadingowardthe CHOKE router

This simplerulesetis probablyreliable. Filtering whole networksor hostsis morereliable
thantrying to ®lterontheservicelevel.

action external port local port comment

block 127.0.0.1 * * * no loopbackpretenders

block * * * 514 noconnectgo syslog

block * * CHOKE * nothinggoesto choke

block LocAL-NET  * * * nolocal netpacketdrom outside
allow * * * * all elseis ok
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4.7

Gateway Administration

Thefool says*Don't putall of your eggsin onebasket,’butthewise mansays®put
all your eggsin onebasketandwatchthatbasket!®

PP UDDIN'HEAD WILSON'S CALENDAR

TheexternahostouTsiDEeis fully exposedo the perilsof thelnternet.Onecantakeanumber
of stepgo keepaneyeon thatmachineandwatchfor trouble.

4.7.1 Logs

We've recommendedhat the externalmachinekeepextensivelogs, but theselogs canposea
problemfor the systemadministrator

They cantakelots of space.Our researclgatewaytypically generate20 to 30 MB of logs
daily. Thelogsshouldresidein their owndisk partition,with plentyof spaceor unusuahctivity.
Thereis no excuseo stinton disk space:Give it gigabytesf necessaryWe now getdisk space
atlessthan$400pergigabyte.

Keepyour logs for at leasta week. Most mail problemsarereportedwithin thattime. We
havefoundit usefulto extractkeyinformationandsavethatinde®nitely This providesinteresting
statisticalinformation,andcanhelpyou detectiong-termslow attacks.

Usedaily scriptsto extractessentiainformation. Our de®nitionof 2essential®hasbecome
muchmorerestrictiveovertime astheweightof probeshasburiedus. An essentiabventmightbe
anattempto rlogin asrootor to tftp the/etc/passwd ~ ®le. A daily mail messagevith asingle
line for eachkeyincidentonthepreviousdayisn't toobad. In mostcases/ou canprobablydetect
interestingor dangerousittacksbetterthanthe Al-basedapproaclsomepeopleareespousing.

Log ®leshavea lot of redundancyandareeasilycompressiblelf you're shorton spacetry
usinga compressiortommandon olderlog ®les. The trade-of, of coursejs thatit is harderto
scanacompresse®le.

The logs don't haveto be storedon the externalmachineandit is probablybetternot to.
Consideiimplementinga drop-safefor logs: awrite-only porton theinsidebackedoy a big disk.
If this portis usedto storethelogsin realtime, a successfuhackerwill be unableto deleteyour
logs andcoverhis tracks. The syslogfacility is quite usefulfor loggingin generalandmay be
usedfor sendinghelogsto thedrop-safe.

4.7.2 File Integrity

As usual,it is agoodideato backup the ®leson your gatewaymachine.Sinceyou presumably
donothavea signi®cantiserpopulationon thatmachine most®leswon't changevery often. We
like to copy whole ®le systemgo free partitionson hot sparedisks. Theseextradiskshelp us
getthevital gatewaymachinebackon line quickly whenoneof our disksdies,whichis thechief
failure modeon our gateways.
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Backupsshouldalsoincludesomeoff-machinebackup githerto anotheless-accessibleom-
puteroverthe networkor onto a tapeof somesort. Thoughthesebackupsareinfrequent,they
shouldbe keptfor along time. If you suddenlydiscoverthatyour computerwascompromised
nine monthsago,do you haveanolderbackupto fall backon? (Remembetheday0 backupwe
suggestee@arlier?)

It is very usefulto monitor changesn the contentsof importantdirectoriesand®les. In a
guietmomentate eachnight, createa list of all theset-useifid ®lesownedby root, bin, anduucp
anddetectandreportchangego thelist. Reportchangedo anyimportantdirectory especially
thosethatcontainprogramghatrootmayuseatanytime,includingsystemstartupandcronjobs.
Figure4.8 showshow we generateur checklistandcheckit.

If you canafford to runyour checksmoreoften,do so;you maycatcha hackerafterhe or she
hasbrokenin, but beforeeverythinghasbeenresetto aninnocuousstate.

We useour proxy NFS to run the checksfrom the inside. One canrun thesecheckson
the gatewaycomputeritself, althougha successfulskilled hackercould corruptthesechecksor
modify the databas®f known-validchecksums(An evenmoresubtlepersoncould corruptour
network®lesystenserverandachievethe sameresult,or pointthe mountpointatanunmodi®ed
copy of the ®lesystem. This is muchmorework thanmosthackersarewilling to try, andsuch
meddlingincreasesherisk of detection.If the hackersstartdoingsuchthings,you couldinstall
adual-porteddisk andreadit directly)

These®lechecksarewell worth doing. Most of the ®lechangesaremadeby friendly ®ngers
or glitchesin the machine. In any case,one canhuntdown and understandhe sourceof these
changesndcorrectthembeforethe Bad Guysnoticeandtakeadvantag®f them.

Thetripwire program[Kim and Spaford, 1993,1994a,1994l takesa goodshotat solving
theseproblemsandmore. You shouldconsiderusingit.

4.7.3 Other ltems

A numberof otherthingsshouldbe considered:

How do administratorgget accesgo INSIDE and (especially)ouTsIDE? Apart from the
consoleaccessye run a vanilla telnetdon a variantport, suitably protectedby the TCP
wrapperprogram.

How arenewbinariesinstalledon ouTsIDE from theinside? DoesoneuseFTPto transfer
them?Our proxy NFSarrangemenivould be suitable.

How do internalusersupdate®lesin the FTP distributiondirectory? Our latestsolutions
involve theuseof FTPitself or perhapgproxy NFS.

How canthe internal usersbe noti®edof gateway-relateschews? It's hardin our case,
becauseve havetensof thousand®f potentialusers.We try to keepa mailing list of the
majorcontactsandourrelayandproxylogscontainuser/machinaddressesbtainedrom
the proxy protocol.
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cat <<! >checklist
/unix

/bin/*

Jusr/bin/*

lusr/net/*

lusr/ucb/*

Jusr/etc/*

{usr/Ibin/*

Jusr/new/*

/bsd43/bin/*
letc/gated.conf
letc/syslog.conf
/etc/inetd.conf
/etc/passwd

/etc/group
letc/named.d/*
lusr/spool/cron/atjobs
/usr/spool/cron/crontabs/*
/usr/adm/rotatelogs
/usr/adm/periodic/driver
lusr/lib/sa/sal

lusr/lib/sa/sa2
!

eval Is -d ‘cat checklist v >filelist.new
echo

echo "™** changes to the list of files checked:"
diff  filelist filelist.new

echo

echo "™** changes in files:"

>>sum.new

for i in rcat filelist N

do

echo "$i ‘hash2.0 4 256 <$i *" >>sum.new
done

diff  sum sum.new

Figure 4.8: The hash2.0usesthe 4-pass,256-bit output versionof Merkle's snefrualgorithm [Merkle,
19904 to computethe checksum.Don't usesuminstead.Many hackershavetools thatlet themtailor the
outputof the sumcommand. Otherchecksumsvould be more secure;seeSection13.1.7. Onemight be
temptedo just usea simplesecretchecksumlike a variationon the standardsumcommand.This is abad
ideabecaus¢he secretmaygetout.
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Logsshouldberotated.We keepthemonthemachingor aweek,andcopysomeof themoff
to Plan9's WORM drivesforever Theideais to makethesegatewaysasmaintenance-free
aspossible andgrowinglogscancreepup on a systemadministratar

Whatkind of hackingreportsaregeneratedor the systemadministrator?DoesCERT get
acopy, too?

4.8 Safety AnalysisbWhy Our Setup Is Secure and Fail-Safe

As we havestatedrepeatedlyit is not enoughfor a gatewayto be secure.You mustalsoknow
thatit is secureandthatyou havecon®gured properly You shouldalsoseewhatwill happerif
your analysisis wrongbi.e., if your gatewayis not secure.Canthe Bad Guysgetin? How far
cantheyget?

We havesomegroundrulesfor performingour analysis. We trust simplethingslike ®les,
programsor very shortrouter®lterrules. We don't trustcomplicatedhings. We're happiemwhen
we haveall thesourcecode becauseave canthenassesthe complexityof anyprivilegedsections
of code.

Herearetheservicesve runandour analysisof them:

FTP: Protectedy earlychroot ; mostof it doesnotrun privileged.

SMTP: Usestheupasmailer, whichwe believeto be moresecurahansendmail talksonly to upas
ONRESEARCH

telnet Connectsdirectly to INSIDE, but only to a small programthat doeschallenge/response
authentication.

printer. Protectedy the TCPwrapper;connectnly to atrusteddestination.

MBone: SimpleprogramjustrelaysUDP packetgo knowndestinationsFutureexpansiorworries
us,asdoestheoutgoingchannel Multicasthasimportantsecurityimplications.

proxynfs Protectedy thewrapper;acces®nly from INSIDE. Runsin achroot partition.

proxy. Protectedby the TCP wrapper;accesnly from INSIDE. Wrapperfailuresonly permit
connectioraundering.

proxyd Testversionof proxy, usedfor debuggingchangesand enhancementsNormally it isn't
activated.

insidetelnet Protectedby the TCP wrapper;accesonly from INSIDE. Wrapperfailure just givesour
harmlesgroxy serviceamenu.

secettelnet Protectedythe TCPwrapper;acces®nly from INSIDE. Givesyouareallogin prompt,but
thereareno realuserloginsonthemachine.
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Asyoucanseeyeryfew servicesbjustFTR SMTPR proxynfs andsecettelnebgive anyreal
accessvhatsoeveto ouTsiDEitself, andtwo of themarewalledoff by chroot . Oneof thoseis
protectecby the TCP wrapperaswell, andseckettelnetpresentsan intruderwith alogin prompt
for asystenthathasexactlyonerealentryin /etc/passwd

Threeservicesarerelayeddirectly to INSIDE. The MBonerelay is harmlessasis the print
service.ThemostdangerousnebtelneBis protectedy asimplebutstrongauthenticator(Not
thatthatis perfect;we havehadproblemswith thatservice thoughonly after authenticationWe
werethusexposedo risksfrom insidersonly.) Our X11 relayis alwaysinitiatedfrom Inside,thus
obviatingthe needto exposeahatserviceto Outsiders.

Thebiggestrisk hereis with SMTP. If themaileris buggyon ouTsIDE, it is likely to bebuggy
on RESEARCHaswell. A common-moddailure herecouldindeedendangeus. Forthatreason,
we havecontemplatedisinga differentprotocolto movethe mail from OUTSIDE to RESEARCH
onethat presumablywould not sharethe samehypothetical aws. Failing that, thereare few
compellingreasongvento spoolthe mail on oUTSIDE, we couldjust userelayto passt directly
to theinsidemail relay, thoughthereis someperformancdene®to doingmailing list expansion
ontheoutside.

If, despitetheseprecautionspuTsIDE wereto be compromisedthe attackemnwvould still have
a dauntingtask. The CHOKE router providesaccesgo very few inside servicesandthereis no
way to connecto it from anyexternalmachine.Nor canpacketshe routedthroughit; we do not
advertisdnternalroutesto the outside nor do we permitsource-routegackets.

SupposeheworsthappensWe haveafew otherspecial-purposmachine®nouroutsidenet;
certainly oneof themcouldbecompromisedandanintrudercoulduseit to monitorour gateway
network,perhapgickinguptherootpasswordo ouTsIDE (Thiswould only occurif we usedthe
secettelnetserviceto login. The consoldogin doesnt travel overthe externalnetwork.)

It wouldn't dothehackemuchgood: Thee'snowayto useit fromoutside. Theadministrative
loginmechanisnusegheTCPwrapperplockinganyacces$rom outside.Evenif thatmechanism
wereto bedefeatedtheability to log in to OUTSIDE, evenasroot, givesyoujustthatonemachine.
Furtherentryto Insideis restrictedoy thechallenge/responseithenticatioonechanisnonINSIDE.
At most,the hackerscouldtry to subverttherelay programto try to capturea legitimatesession.
Butthat'sarisk we're willing to takefor anyconnectiongrom theoutside thesubvertednachine
couldaseasilybeauniversitymachineasouTsIDE. Our expose®ewallhasnospecialprivileges
excepffor theright to forward mail andlogin requestg$o INSIDE.

It is not enoughto worry aboutthe exteriorof a ®rewall;,gateway<anbe attackedrom the
insideaswell, if the intruderhasanotherpathin [Hafnerand Markoff, 1991. Here,too, we
believewe aresafe: INSIDE is con®guredimostthe sameway asOUTSIDE Agdain, thereareno
ordinaryuseraccountsnor any gratuitousservices.In fact, it's moresecurejt only relaysmail
andrunsthe authenticatorThelogin serviceis relayedto the gatewayservicemenuon OUTSIDE
andthereisno FTR

Similarly, directaccesgo the outsidevia CHOKE mustberestrictedaswell. Mostor all of the
precautionghataretakenon its outsidenetshouldbe takenon its insidenetaswell. Thatis, it
shouldnotadvertiseor listento anyroutesjt shouldhavestrictaccesgontrollists specifyingonly
INSIDE, andthe otherroutersandcomputeron theinsidenetshouldbe blockedfrom speakingo
it, preferablyatthelink level.
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4.9

4.10

Performance

Performances not our primary concern.Safetyis. But a gateways performanceandictateits
longevity If it is too slow, internalusersarelikely to pressfor other lesssecuresolutions. Soit
is importantfor usto seehow fastwe canpushbytesthrough.

Firstwe usedttcp to measurdghethroughputrom a MIPS Magnumto a MIPS M/120 on our
outsidenet. It ran at about420 KB/sec. Next, we useda versionof ttcp that wasconvertecto
useour proxy protocolto talk to the sametargetthroughthe proxy gateway This versionran at
about210KB/sec. Obviously thereis a signi®cantoss. But 210 KB/secis about110% of the
throughpuof aDS1(i.e. T1) line, sowe arenot particularlydispleased.

A morerealistictestis how fastwe cantransferdatato a machineelsewheren the Internet.
A ttcp run from ouTsIDE ran at 50 KB/secb25% of the line speedbwhilethe proxy versionto
thesamedestinatiorranat about48 KB/sec. Obviously thereis somelossof performancebut it
isbto usbwell within theacceptableange andquitelikely within experimentaérror

Finally, we've hadvery few complaintsof networkthroughputfrom our usersthatcould be
tied to our arrangement. There have beensomecomplaintsaboutcall setuptime: the proxy
arrangementloesinvolve someoverhead.lt showsup in FTP's MGETcommandandin certain
xmosaicapplications.We may be ableto improvethis with a modi®edrelay programthat pre-
establishesonnectiongrom INSIDE to OUTSIDE beforea call is received,andusesthe select
systemcall to avoidthe contextswitchingtime of our forked processes.

The TIS Firewall Toolkit

The mostcompletefreely available®rewallpackages the TIS Firewall Toolkit, from Trusted
InformationSystemgqTIS) [Avolio andRanum,1994. It's worth takinga look at how it works
andwhatit provides.

First of all, the Toolkit is just that: a kit. You can deploy the featuresyou need,delete
othersandimplementnewones.Thetoolssuppliedincludea programsimilarin functionalityto
Venemas TCPwrapperandafairly generaliserauthenticatiorserverincludinganadministrative
interface.

Philosophically the Toolkit is an applicationgateway It canbe con®guredo work in any
of the single-machineon®gurations/e havediscussedhowever thereis no circuit-level proxy
protocolfor a dual-machinesolutionsuchasours. Authenticationof outgoingcallsis supported
for rlogin, telnetandftp; for thelatter, the administratoicancontrolthe directionof permissible
transfers.To connecto outsidemachinesusersconnectinsteado the correspondingporton the
gatewaymachine;they then specify the actualtarget desired. If authenticatioris usedon that
machinetheusemrequestadestinatiorof actual-usemame@\CTUAL .DESTINATION. Theintentis
to permitconnectiongrom unmodi®edlient programsalbeitat the expensef a changean user
behavior

IncomingSMTPtraf®cis handledby a smallfront endto sendmail this deniesattackerghe
opportunityto speakdirectly with a possiblybuggydaemon. The existenceof a front endalso
providesa hookfor anynecessarpre®lteringof letterbombs.
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4.11

Incomingtelnetcalls aredirectedto an authenticatiorserver Variousmechanismsre sup-
ported,includingseveratypesof one-timepasswordschemes.

Direct TCPtunnelsareimplementedy a programvery similar to our relaycommand.

AnonymousFTP is protectedby a chroot executedbeforeftpd is run. The subtreemade
availablecould containthe /etc/passwd  ®le that would be usedby the regularftpd login
mechanismthis ®leis distinctfrom thereal/etc/passwd  ®le,andcontrolsaccesdo the FTP
serviceonly. It is thuspossibleto implementvarying permissiondor FTP users,mediatedoy
passwordsanonymoud-TR apartfrom havingits own userID, could do anotherchroot to a
smallersubtree.n practice thedevelopersisetheir standarchetworkauthenticatiomechanism,
ratherthan/etc/passwd , butthebasicapproachs applicableto anyftpd.

Theimplementerof the Toolkit havea philosophysimilar to ours. Programsaresmalland
simpleand,to the extentpossible all componentsely on structuralsecuritymechanismsuchas
chroot . Thedocumentatiomcludesa safetyanalysissimilarin spiritto ours.

Evaluating Firewalls

Whetheryou buy acommercia®rewallproductor build your own, you mustevaluatehowwell it
meetsyour needs.Thesames truefor componentshatyou mightusein buildinga®rewall such
asapacket-®Ilteringouter Hereis alist of questiongyyoumaywantto ask. Two questionsthough,
are paramount:Doesthe solutionmeetyour securityneeds anddoesit meetyour connectivity
needs?

4.11.1 Packet Filters
Whereis ®lteringdone?Input? Output?Both?

Whatattributescanbe checkedProtocol?Sourceport? Destinationport? Both?
Canyou ®lteron established¢onnections?

How areprotocolsotherthanTCPandUDP handled?

Canyou ®lteron arbitrarybit ®elds?

Canyou ®lterroutingupdatesninput, output,or both?
Cansource-routepacketdberejected?

How comprehensibles the®lterlanguageTanyou controlthe orderof applicationof the
rules?

How easyis it to con®gurghe rules? Whatis the userinterfacelike? Menusystemsare
super®ciallyattractiveand are easierto usethe ®rsttime or two, but they're muchless
convenientwhen generatingsequencesf similar rulesthan, say a "at ®legeneratedy
awk
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Whathappengo rejectedpackets?Are theylogged?How?

4.11.2 Application Gateways

Whatapplicationsaresupported?
Are specializectlientprogramseeded?
How arethedif®cultservicessuchasFTPandX11, handled?

How openis the platform? Canyou addyour own applicationrelays? Are the logging,
accesgontrol,and®lteringroutinesadequatelylocumented?

How usableis the administrativeinterface? Is it more dif®cultto administeryour own
additions?

Whatsortsof logsaregeneratedAre theredatareductionpackagegrovided?

What sortsof authenticatiormechanismsre providedfor incoming usersand outgoing
calls? Canyou addyourown?

Are anytrapsor luresprovided?

Canyou addyourown?

4.11.3 Circuit Gateways

How portableis theapplicationlibrary? How easyis it to convertyour applications?
Whatapplicationshavetheyconvertedor you?

Is authenticatiompossiblefor outgoingcalls? Incoming?Whattypes,andcanyou addyour
own?

Is theresuf®cientoggingof outgoingcalls?

How easyis it to build singleapplicationghatcantalk bothinternallyandexternally?
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4.12 Living Without a Firewall

Whatif youcant run a®rewall?Whatshouldyou dothento protectyourself?

First, of course pneshouldpracticeall the standarchostsecuritymeasuresgoodpasswords,
up-to-datenetwork software,etc. Oneshoulddo thatin any event,of course but the lack of a
®rewallmeanghatmorecaremustbetaken,for moremachines.To avoidany passwordise,try
to installaprogramlike S/Key.

The secondpart of the answey though,comesfrom applyingour basicprinciples. Not all
servicemneedbe offeredon all machinesporto all comers.Carefulanalysisnay showyou alot
of serviceghatcaneitherbeturnedoff or restricted.

ConsidefTFTR for example.You mayneedto runit to permitdisklessworkstationgo boot.
Butthatisn't afacility therestof theworld needso use. Youshouldrestrictit via eithera®Itering
routeror the TCPwrapper

Otherserviceshouldreceivehesamdreatment.Theresgenerallynoneedo runftpdonmost
machinesturnit off ontheothers.CERT publisheslist of dangerouports(seeSectionA.5.1);
blocktheseat thefront doorif youcan.

The®lteringcon®guratioshouldnotbeconsideredtatic. If someonéstravelingoff-premises,
any necessargervicescanbe enabledfor the duration. Thus,accesgo X11 canbe turnedon,
but only for a givensetof machines Be very careful,though,to keeptrack of such®emporary®
changesa formal mechanisnfor trackingandundoingthemis useful.

Finally, makesurethatyou knowwhich machinesaretrusted.Your subneimaybesecurebut
if you permitrlogins from the outside your machinesnay be compromisedia anindirectpath.
Again, packet®lters,wrapperspor evenan enforceablgrohibitionontheuseof .rhosts  ®les
shouldbeused.



