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How to Build an
Application-Level Gateway

In this chapterwe build anapplication-levelgatewaywith a high level of security. Thecon®gu-
rationdescribedis actuallyin useasthegatewayservingtheresearchcommunityat AT&T Bell
Laboratories.Notice thatwe do not mind describingthis gatewayin detail. Thesecurityof the
gatewaydoesnotdependonsecrecyor onªsecurityby obscurity.º Therearenohiddentrapdoors
or secretentrances.In fact,earlyin theinstallationtheoutsidemachinebecamesosecurewe lost
theability to log in to it!

We built thegatewaywith standardUNIX computers,off-the-shelfrouters,somesimplesoft-
waretools,andsomepublicly availableBSD-derivednetworkdaemons.We havecon®guredthe
gatewayto supplymostof thecurrentfunctionssucha gatewaycansafelyhandle.You canbuild
averysimilarone.

Building this gatewayis not hard,but it doestakesometime. Lots of assemblyis required.
Your gatewaymay well differ from this one in detail. The differencesmay be basedon cost,
complexity, and safety/hubris/stance.Any of thesevariationscan erecthugeobstaclesto the
hacker, while giving reasonableserviceto theauthorizeduser.

If this constructionprojectseemsdauntingor unnecessaryto you, seethe lastsectionin this
chapteron commercialproducts.We hopethatafteryou readthis, you canevaluatethevarious
commercialproductsyourselfto determinetheirsuitability.

4.1 Policy

Ourgatewayis constructedbasedon thefollowing policiesandassumptions:
� We cannottrustcorporatesystemadministratorsto keeptheirmachinessecure.Wearenot

evensurethatwe cando it, exceptperhapsin thecaseof a minimalistgatewaymachine.
Therefore,we cannotafford to allow IP connectivitybetweenthecorporatenetworksand
theInternet.
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86 How to Build anApplication-LevelGateway

� We trustinternalusersto keepourcompany's secretsto themselves.We arenotconcerned
aboutour peopleusingftp to sendout our secrets.If theywant to stealinformation,there
areeasierways for themto do it. As we discussedearlier, levelsof securityshouldbe
commensurate.There's no point to building a very high wall againstoutgoingftp, while
not worryingaboutpocket-sizedtape cassettesthathold severalgigabytesof data.Others
differ on this point; theypreferto install protectionagainstsoftwarebeingshippedout by
anoutsiderwhohaspenetratedtheir internalnetworks.

� Wedon't trustanyoneontheInternetwithoutstrongauthentication.Passwordsarenotgood
enough.Theyaretooeasilyguessedor stolen.

� We will allow throughwhatserviceswe can. Therestremainunavailableto our users.If
thereis averystrongbusinesscasefor moreaccess,asacri®cialhostmaybeplacedoutside
the®rewall.Themachine'sadministratorstakeresponsibilityfor keepingit secure.

� Ourgatewayonly minimizestheconsiderablethreatfrom themassesontheInternet.There
arenumerousothersecuritythreatsto thecompany.

4.2 Hardware Con®gurationOptions

We haveusedthreegeneralapplicationgatewaycon®gurations.Theyareshownin Figure4.1.
PlanA is single-machinewith a port in eachworld. Our ®rstgatewayhadthis con®guration.It
is equivalentto thebasicschematicshownearlierin Figure3.1,wherethehostitself incorporates
both®lters.Thoughit is muchmoresecurethana packet®lteringrouter, it hassomeannoying
con®gurationproblemsandlacksa fail-safedesign.Con®gurationquestions:

1. How doestheDomainNameServerprovidehostaddresstranslationsfor both insideand
outsideaccess,without leakingnaminginformationto the outside?This requirescareful
andtricky DNScon®guration.

2. CanIP routing be turnedoff in the host? Canyou be sureit hasbeenturnedoff? Will
ICMP Redirect schangethisbehavior?WhataboutIP sourcerouting?Answersto these
questionsmustcomefrom competentanalysisof the kernel's sourcecode,backedup by
carefulexperimentation.

3. This host will offer different serviceson eachinterface. What mechanismis usedto
implementthis? On mosthosts,the sameservicesareofferedon all networkinterfaces.
Standardsoftwaretendsto lackamechanismfor restrictingaccessin thisway.

4. Whataretheconsequencesif a hackersubvertsthegatewayhost?How would you detect
thisevent?

Despitetheseproblems,manypeople(andmostcommercialproducts)implementa ®rewallthis
way. We believethatour futuregateway, whichwill haveto supportvideorateconnections,will
haveto useamodi®edPlanA for ef®ciencyreasons.
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Figure4.1: Threecon®gurationsfor anapplication-levelgateway.
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OurManyGateways

AT&T' s®rstgatewayto theArpanetusedPlanA. It keptout theBadGuys,includingthe
InternetWorm. Someluck wasinvolved,though,andthebasicdesigncouldhaveallowed
theWormthrough.

This led to the secondgateway, which usedPlanB. This workedfor a numberof
years,butbecameswampedwith theload. Themajorbottleneckwastheprivatenetwork
connection,which we implementedwith a Datakit VCS. This researchinterfaceto the
Datakitnetworkwasslow(30KB/sec).anda little ¯aky underheavyloads.

This led to therecentinstallationof thethird gateway, whichusesPlanC. PlanC was
selectedbecausethesparehostswehavelying around,MIPSMagnums,onlyhaveasingle
Ethernetconnection.DoubleEthernetconnectionslet ushidetheprivatelink behindthe
outsidemachine,which is a bit safer. Our PlanC gatewaycantransferdataat betterthan
200KB/sec,morethanenoughto saturateour link to theInternet.

PlanB, the ªbelt-and-suspendersºcon®gurationof Figure3.11, greatlyimprovesthe stance
overPlanA. Theoutsideandinsidehostsarelinked by a privatenetwork. Theonly destination
theoutsidehostcanreachis theinsideone.Theinsidemachinedoesnot trusttheoutsidehost. It
offersacoupleof servicesto theoutsidehost,typically anauthenticatedlogin andamail gateway.
Anotherservicemight bea loggingdrop-safe.Theoutsidemachineofferstheoutsideworld the
usualarrayof services:externalDNS, FTP, SMTP mail, andtelnetaccessto the authenticated
login.

PlanC is aanotherpopularcon®guration.It is oftenusedwith routersthat®lteronoutputonly
(Figure3.10).Theoutsidebastionhostprovidesthosepopular, dirty networkservicesto theworld.
Thechokemachine,which canbe a routeror packet-screeninghost,limits accessto the inside.
Theinsidemachinecanprovidea contactpoint for insideaccess.Althoughthetopologydiffers
from PlanB, it implementsalmostthesamedivision of functions. Thechokerouterenforcesa
privatelink betweenthebastionhostandtheinsidemachine.

PlanC offerstheoutsideworld two pointsof attack:thebastionhostandthechokemachine.
In particular, CHOKE mustbeprotectedvery carefully, sinceit is connectedto bothsides. If the
routeris compromised,thegatewayis breached.

In all threeplans,theoutgoingservicesmaybebridgedat theapplicationlevelaswell. In our
case,weprovideaTCPcircuit-levelservicefor our internalusers.

Thekeypointto thisgatewayis thatthetwo machinesprovideabelt-and-suspendersapproach
to security. Theoutsidemachinetakesits bestshotat beingsecure,but the two simpleservices
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on theinsidemachineensurethata successfulhackeron theoutsidecomputerfacesanabruptly
simpleandimpenetrableinterfaceon theinnercomputer.

It is PlanC that we describehere. It is trickier to implementthanPlanB is, andprovides
a numberof usefulillustrationsof theproblemsandapproachesinvolved. For our example,we
will usetwo MIPSMagnums(plusaspare)with plentyof diskspaceandatwo-portCiscorouter.
(Nothingwe did wasMIPS-speci®c;we just happenedto havethenecessarymachinesavailable.
Wecouldhavebuilt theexactsamegatewayusingvirtually anymodernUNIX system.Thereader
maypreferto usetheBSDI UNIX system,sincethesourcecodeis inexpensiveandthesystemhas
severalprovisionsfor gatewayuse. Linux is anothergoodchoice.) The Magnumsarerunning
RISC/OS4.52,which is old but reliable. We don't plan to upgradetheoperatingsystemon the
Magnums.We will upgradethe®rmwareon theCiscorouteraftera respectablesoakingperiod.
Theleadingedgeis oftenthebleedingedge;wearein norushto upgrade.

4.3 Initial Installation

Before the computersare connectedto any networks,we arrangeto get easyaccessto their
consoles.Theseshouldbe throughseriallinesguardedby passwordsandaccessibleby dialing
in from home. We havea switch installedthatselectsbetweena local consoleterminalandthe
remoteaccess.(Of course,theswitch is alwaysin theªlocalº positionwhenonetries to access
theconsoleremotely.) It is importantnot to connectto theseconsolesfrom theoutsideInternet.
If someonetapsthatsession,theoutsidemachineis breached.

Thesystemadministrationisbetterdonethroughtheconsolethananetworkconnection,which
couldbetapped.Physicalaccessto theconsoleis lessconvenientfor systemadministration,but
shouldbeimpossiblefor a typicalhacker.

During initial con®guration,it makessenseto connectthe hoststo a safeinternalnetwork.
Herearesomeof thestepsto remember:

� ForPlansA andB, turnoff IP forwardingand sourceroutingin thekernels.Gethelpfrom
thevendorif you can't ®gureout how to do this. With PlanC, thesearenot so important,
but you still mustensurethat source-routedpacketsdo not passthroughCHOKE, andyou
needto protectOUTSIDEagainstsource-addressspoo®ng.

� The kernel may well needsomerecon®guration,becausethesegatewaymachineshave
unusualusagepatterns.Somethingsto check:

± Is it con®guredfor enoughprocesses?For our arrangement,eachTCP connection
requirestwo processes(wedon't useselect for portabilityreasons). Wehave2000
processescon®gured.

± Is theper-accountprocesslimit highenough,probablynearlythesameasthenumber
of processes?Therelayprograms(seeSection4.4.2)generallyall rununderthesame
username.

± Are there enoughmbuf 's con®gured? TheseTCP-basedsolutionsare network-
intensive.
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± Whataboutotherresources,suchasmemorymanagementtables,open®ledescriptor
tables,etc.?

� Don't skimpon thehardwaresuppliedfor eachmachine.Useplentyof memory, andmake
sureit is easyto get more. We run with 32 MB on eachhost. Haveplenty of large disk
drives.FTP, thelogs,andthespooldirectoryall needplentyof space.Rememberthatdisks
eventuallygobad;havesparepartitionsanddrivesready.

� BSD-basedkernelsrequirea lot of swapspaceif therearea lot of processes,eventhough
wedon't planto swapasinglebyteto disk.

� Deleteall networkservicesfrom both machines.This meansthe /etc/inetd.conf
shouldcontainonly commentlines. In the startup®les,commentout NFS,NIS (Yellow
Pages),sendmail, andeverythingelsethatstartsupanetworkconnection.

� Removethecompilersandanyotherunneededsoftwarefromtheexternalhost.In particular,
removesetuid programsthataren't neededor understood.

� Removeanyunneededaccountsfrom bothsystems.Thereshouldn't beanyaccountsother
thanroot andthe usualsystemadministrationaccounts.Printerspoolers,administration
menus,andthelike arenotneeded.Deletethem.

� Rebootthesemachinesandchecknetstat -a to makesureall networkservicesare
gone.

� Set/etc/motd to warnall usersthat they might be monitoredandprosecuted.On the
insidemachine,warnanyuserthattheyarenotallowedonthemachine.Thewarningagainst
unauthorizeduseis probablysuper¯uous,althoughfolklore indicatesotherwise.Thenotice
aboutmonitoringis considerednecessaryby somelegalauthorities;seeChapter12.

� Con®gurethe disk partitions. Rememberthat the outsideworld hasthe ability to ®ll the
logs,spooldirectory, andFTPdirectories. Eachof theseshouldbein aseparatelargedisk
partition.

� Connecttheexternalhostto its ®nallocationon theexternalnetwork.

� Add theappropriatepermanentARPentryfor therouteronbothhosts.If therouterdoesn't
announceits ARPinformation,only our two hostswill knowhowto reachit.

� On theexternalhost,addtheappropriatedefaultstaticrouting. Do not run routedon the
externalhost:whoseinformationwouldyoutrust,anyway?Justsetthedefaultrouteto the
regionalnetwork's router;theycandealwith externalroutingconcerns.

� Takeafull dumpof bothcomputersandsavethetapesforever. Makesuretheyarereadable.
Do thisbeforepluggingin thecablethatallowsexternalaccessfor the®rsttime. Theseare
ªday 0 backups,ºandtheyareyour lastresortif someonebreaksinto yourmachines.
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Now it is time to con®gureCHOKE, the router. This router hasan unusualcon®guration,
becauseonly two hostsneedto useit. Herearesomethingsto do:

� Turn off telnetaccessto therouter. On theCisco,this involvessettingaccesscontrolson
thevirtual terminals.All accessshouldbefrom theconsole.

� Turnoff ARPandrouteprocessingontherouter. Everythingwill bedonewith statictables.
In particular, theroutershouldnot respondto ARP requests.Here's a list from our Cisco
router:

no service finger
no ip redirects
no ip route-cache
no ip proxy-arp
no mop enabled
no ip unreachables

Someof thesego in theinterfacede®nitions.Othersaregeneralto thewholerouter.

� Install anARP entryfor theexternalandinternalhost. No routingtablesareneeded: the
routerwill talk only to thetwo locally connectednetworks.

� Setup an initial packet®lterthatdeniesall accessto all hosts. Onecould thenpermitall
accessbetweenthe insideandoutsidehost. We preferto openspeci®cconnectionsin the
styleof aclassicpacket®lter.

� Justfor safety, con®guretheexternalrouteron theregionalnetworkto block anypackets
to CHOKE's Ethernetaddress.If your externalrouterwon't let you do this, install a phony
staticARPentryinstead.

The gateway's skeletonis now ready. We needsomesimple tools beforewe install each
service.

4.4 Gateway Tools

Herearesomesimpletoolsthatarevital for constructingagateway. Wewill discussotherslater.

4.4.1 A TCP Wrapper

In aBSD-basedsystem,aprogramcancreateandlistento its ownsocket,or thedaemoninetdcan
listenfor callsonbehalfof theserviceandcall theappropriateprogramwith thesocketconnected
to the standardinput andoutputof the process.A programmustcreateits own socketswhen
multiple connectionsarehandledby thesameprocess.But mostservicesusea separateprocess
for eachserviceinvocation.

A gatewaydesignerprefersservicesthat canbe implementedusing inetd. It hasa simple
interfaceandasingle®le(/etc/inetd.conf ) to watch.A verysimple/etc/inetd.conf
®lemight look like this:
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#
# Internal procedures
#
echo stream tcp nowait root internal
discard stream tcp nowait root internal
chargen stream tcp nowait root internal
daytime stream tcp nowait root internal
time stream tcp nowait root internal
echo dgram udp wait root internal
discard dgram udp wait root internal
chargen dgram udp wait root internal
daytime dgram udp wait root internal
time dgram udp wait root internal
#
# real services
#
smtp stream tcp nowait uucp /v/lib/upas/smtpd smtpd -H

In this example,all lines exceptthe last implementstandardand probablyharmlessnetwork
services.ThelastlinesupportstheSMTPservicewith theupasdaemon/v/lib/upas/smtpd ,
which runsunderaccountuucp. The programneedonly readandwrite to standardinput and
standardoutputto providetheservice.It is easyto implementasimpleservicewith ashellscript,
andweoftendosowith ourTCPtrapsandsensors.

Hackersarevery interestedin seeing/etc/inetd.conf : It givesthema list of services
to attack.Our pethackerBerferd(seeChapter10) tried to obtainthis ®leseveraltimes,andwas
quite interestedin it whenhewasin theJail. We hadto takespecialcareto makesuretheJail's
versionof this®lematchedBerferd'sconceptof oursimulatedmachine.

In the®rstversionof ourgateway, weaddedloggingto inetdto trackall connectionattempts:

Jun 30 09:19:16 inet inetd[121]: smtp request from 128.174.5.98 pid 2655
Jun 30 09:19:36 inet inetd[121]: exit 2655

On our gateway, this log is half a megabytelong eachday. We've seldomusedit exceptwhen
there'sserioushostileactivitygoingon;then,it' sextremelyusefultoseewhatservicestheattacker
is investigating.

A betterway to implementthat sort of logging is to useWietseVenema's TCP wrapper
[Venema,1992]. Apart from loggingall connectionrequests,it providesa convenienthook for
accesscontrol. To usethe wrapper, you install it in /etc/inetd.conf as the programto
executefor theprotectedservices.Whenit is done,it exec 's theactualserver.

A wrappedversionof theearlierSMTPsamplemightbe:

smtp stream tcp nowait uucp /v/gate/tcpd /v/lib/upas/smtpd

Thewrapper(/v/gate/tcpd ) checks/etc/hosts.allow to decidewhetherto acceptthe
connection.TheTCPwrapperscansdownthe®leuntil a matchis found. A correspondingverb,
suchasaccept, deny, log, etc.,is thenapplied.If thereisnomatch,theconnectionwouldbedenied.
(We muchpreferthis approachto the older one,which usedtwo ®les,/etc/hosts.allow
and/etc/hosts.deny . We'd beevenhappierwith a versionthatuseda ®leperservice.It' s
mucheasierin thatcaseto seeall of therulesthatapplyto agivenservice,andto avoidaccidental
changesto oneservicewhenmodifying therulesfor another.)
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CanYouTrusttheTCPWrapper?

The TCP wrapperprovidesfor accesscontrol on the basisof sourceIP address.But is
thatreallysecure?Elsewhere,we've indicatedthatwedon't trustthatasanauthentication
mechanism.

Theanswerhereis thatwe don't trustit thatmuch.Primarily, we useit to distinguish
betweenªinsideº andªoutsideºmachines.For that, it canbe trusted,sincethe routeris
con®guredto preventaddressspoo®ng.Second,we useonly numericIP addressesin
our accesslists, not hostnames. That avoidsany relianceon the integrity of the name
service. Third, on thoseoccasionswherewe do grantsomeprivilege to outsidersbased
on their IP address,we eitherdemandadditionalstrongauthentication,or we give away
comparativelytrivial resources.

Evenif thesefeaturesarenot trusted,awrapperis still usefulfor logging.
It' salsoworthaskingif thewrapperprogramitself is trustworthy. We're happywith it

for now, althoughit' sgettingabit toobigandfeature-fullfor ourtastes.Wemayeventually
replaceit with asimplerprogrambasedon theregularexpressionlibrary.

A quirk of thewrapper's implementationrequiresthat thewrapperbe ableto determinethe
caller's hostname,evenif only addressesareusedin thepermissions®le.Thismayrequirea bit
of extraeffort; OUTSIDEwill receivemanycallsfrom INSIDE, amachinethatisn't accessiblefrom
the Internet,andhencemaynot be listed in theordinaryDNS database.In fact, we havefound
this lookupto beaneedlessperformanceproblem.

TheTCPwrapperis a ®netool for enforcinggatewayconnectionpolicy. This is particularly
true in a PlanC arrangement,wheretherewill be privateconnectionsbetweenthe internaland
bastionhoststo implementvariousrelays.Wedon't wantoutsidersusingtheseservicesdirectly.

4.4.2 Relay

Relayis a handytool for an application-levelgateway. It is a small programthat copiesbytes
betweentwo network connections:The computeractsas a wire. For example,imaginethat
we wish to offer an externalmachineour printing service: TCP port 515, which is listed in
/etc/services asprinter . We wish to relayanyconnectionto this port to thesameport
onourprinterserverinside.The/etc/inetd.conf entrywouldbe:

printer stream tcp nowait daemon /v/gate/relay relay \
tcp!pserver!printer

Relayopensaconnectionto theprinterportonPSERVER, thencopiesbytesin bothdirectionsuntil
the connectioncloses. Obviously, the CHOKE routerwould haveto be con®guredto allow this
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connection.TheTCPwrappercouldrestrictthisprint serviceto particularexternalmachines.
Relaymayappearto bea simpleprogramfor theC novice,but thereareseveralsubtletiesto

it. First,aTCPconnectioncanªhalf-close,ºleavingonedirectionopenandtheotherclosed.The
programmustbecarefulto useshutdown callsto signalaclose,andlistenfor hang-upsignals.
Theshutdownsequencecanbeespeciallyimportantif two relays arerunningback-to-backin a
multimachinegateway. Connectionsmustcloseproperlywithout leavingspareprocesseslying
around.Thechoiceof usingtwo processesversusasingleoneusingselect hasportabilityand
ef®ciencyconcerns.Our versiondoesnot passon theTCPURGENTpointer;it probablyshould.
Finally, it mightbeusefulto implementa timeoutin somecircumstances.

4.4.3 A Better Telnetd

Thestandardtelnetdcommanddoesagoodjob handlingthetelnetprotocol.But it is less¯exible
thanit shouldbe whentalking to the host. We've madea numberof changes,notablyto let it
invokesomeprogramotherthanlogin (seetheboxonpage97)andto createashellenvironment
variableidentifying thesourceof thecall. (Cometo think of it, theTCPwrappercoulddo this,
too.)

4.4.4 Support for Outgoing FTP Access

As wehavedescribed,outgoingFTPsessionsnormallyrequireanincomingTCPcall. To support
this, our proxy servicecanlistenon a newly createdsocket.Theport numberis passedbackto
thecaller, which generatestheappropriateFTPPORTcommand.Thecall is thusoutgoingfrom
theuser'smachineto the®rewall,but incomingfrom theFTPserver.

We don't let thesesocketshangaroundlong. If the serverdoesn't establishits connection
quickly enough,thesocketwill beclosedandtherequestaborted.

4.5 Installing Services

We now havethe tools to start installing services. Theseshouldbe installedcarefully, oneby
one,with plentyof testingandparanoia.In thefollowing steps,theexternalbastionhostis called
OUTSIDE andthe internalhost INSIDE. In the actualcon®gurationof the ®lesandrouter, either
the actualdomainnameor numericIP addressis needed.We leaveit to the readerto supply
theappropriatevalues. Note that if you supplya name,andthenametranslationmechanismis
subverted,thenyou canloseeverything. In our gateway, we usethe lessconvenientbut safer
numericIP addresses.A reasonablecompromisemightbeto build the®lesusingmachinenames,
andto havea trustedpreprocessordo thetranslationsfor us.

4.5.1 Mail Delivery

In our gateway, the bastionhost receivesand sendsall mail to externalhosts. The mailer is
con®guredto handleMXentries,incorrectheaders,andothermail problems.All incomingand
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Figure 4.2: Passingmail throughthe®rewall.Thedashedlinesshowoutboundmail; thedottedlinesshow
inboundmail. ThecirclesshowthesendingandreceivingSMTPprocesses.

outgoingmailgetsstoredonOUTSIDE, if only for afewmoments.(Gatewaytransittimeis typically
undertwo minutes.)Wealsohaveapreexisting,well-knowninternalmail hubnamedRESEARCH.
Thismachineis distinctfrom INSIDE, thoughit certainlydoesn't haveto be. Still, wepreferit that
way; INSIDE doessomesensitivethings,andwe don't really want to exposeit to thevagariesof
theuucpsubsystemthatRESEARCHhasto run.

WewishtohaveOUTSIDEdeliverincomingmail to theSMTPportonRESEARCH. Wealsowish
to haveany internalmachinedeliver outgoingmail directly to OUTSIDE without going through
RESEARCH. Wegrantbothof thesewishesusing®xedTCPtunnelsthroughINSIDE:

� Con®gurethe mailer on OUTSIDE to deliver incomingmail to INSIDE on port 26! We've
pickedthisportnumberat randomandwill dedicateit to relayingSMTPconnectionsfrom
OUTSIDE throughINSIDE to RESEARCH.

� On CHOKE,

action src port dest port ¯ags comment

allow OUTSIDE
� 1023 INSIDE 26

allow INSIDE 26 OUTSIDE
� 1023 ACK

whichallowstheincomingconnection.
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� On INSIDE, addto /etc/inetd.conf

port26 stream tcp nowait daemon /v/gate/tcpd /v/gate/relay tcp!research!25

andcon®guretheTCPwrapperto permittheconnectiononly from OUTSIDE. (In this case,
it doesn't matter:Whocaresif aninternaluserlaundersaconnectionto RESEARCH?) Don't
forgetto addport26 to /etc/services .

For a direct connectionto OUTSIDE from any inside machine,add this entry to INSIDE's
/etc/inetd.conf ®le:

smtp stream tcp nowait daemon /v/gate/relay relay tcp!outside!25

andlet it throughtherouter:

action src port dest port ¯ags comment

allow INSIDE
� 1023 OUTSIDE 25

allow OUTSIDE 25 INSIDE
� 1023 ACK

That is, callersto INSIDE's SMTP port will speakdirectly to OUTSIDE. Mail is not spooledby
INSIDE. Ourmail setupis shownin Figure4.2.

Notice that if our routerdoesn't havethe ªestablishedºkeyword,or if it doesn't work, then
we alreadyallow all TCP connectionsto andfrom the nonprivilegedportsbetweenINSIDE and
OUTSIDE. In othercircumstances,thiswouldbeaserioushole,buthereit is notsobad.Themajor
restrictiononOUTSIDE'saccessto INSIDE'sservicesis enforcedby INSIDE, not therouter. CHOKE's
vital roleis to restricttheinternalmachinesOUTSIDEcanaccess,nottheservices.Routersarevery
effectiveathost-basedrestrictions.Also,sinceINSIDE will havenoextraneoususers,therewill be
nooneto exploit thehigh-numberedports.

4.5.2 Incoming Telnet

Incomingauthenticatedlogins are providedvia the telnet service. The remoteusertelnets to
OUTSIDEandlogsin with usernameguard. Thisusesrelayto connecttheuserto theauthenticator
programon INSIDE. If theauthenticationsucceeds,theguardprogramon INSIDE calls rlogin to
connecthim or herto thedesiredhost.

Rememberthatweareauthenticatinguserswith somesortof hand-helddevice,calledatoken.
Passwordsarenotusedhere.Wewanttheuser'sproperresponseto bedifferentfor eachlogin, so
aneavesdroppercan't learnhowto do it.

Unfortunately, rlogin connectionscanresult in a passwordprompt, if the userhasnot pre-
authorizedconnectionsfrom INSIDE. If you wish to guardagainstthis, havethe authenticator
programattemptan rsh ®rst;the rlogin shouldbe doneif andonly if the rsh succeedswithout
askingfor apassword.
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Telnetvs. login

Telnetassumesthat the caller shouldbe connectedthroughlogin. This is certainly its
standarduse. But in our case,login is just anextrabureaucraticstep. We aredoingour
ownauthenticationfurtherdowntheline.

In fact, the useof login actually weakensour gateway. If all our maintenanceis
performedthroughtheconsole,wedon't needtelnetaccessto OUTSIDEatall. Thepresence
of login givesexternalfolks anunnecessaryshotat loggingin. Therehavebeenproblems
with login, especiallyon systemswhereenvironmentvariablescanbeassignedvaluesat
login time,andweusetheenvironmentto passinformationaround.

Theobviousresponseis to plug a relaycall in wherethetelnetdcall wouldgo,sothe
bytessimply ¯y throughto INSIDE. Thenwe'd needtelnetdandlogin on INSIDE, resulting
in thesameproblem.Ourinclinationat thispointwasto relaydirectlyto theauthorization
program.But thenwehadcharacterechoingandotherterminalsettingproblems,because
therewasnotaprogramto processthetelnetdprotocol.

Oneneedsto havea telnetdat theotherendof a telnetsessionto executetheserver's
partof thetelnetprotocol.We endedup addinga parameterto telnetdthatletsusspecify
thedesiredªloginº program.Thentelnetdcanperformits terminalsettingfunctions,but
we can avoid the unnecessarylogin invocation. We've sincefound otherusesfor the
modi®edtelnetd, suchasthegatewayservicesmenudescribedin Section4.5.4.

Anotherapproachis to replacethelogin commanditself. Youcanmakeit dowhatyou
want,andinstall strongauthentication.But takecareif you intendto permit local logins
via thismechanism;onsomeplatforms,login doessomeunusualthings,suchasenforcing
licenserestrictionsonhowmanyusersareallowedto connectatonce.

We install theservice:
� If youdon't haveamodi®edtelnetd, install userguard in /etc/passwd on OUTSIDE:

guard::14:14:security guard:/v/gate/usr/guard:/v/ gat e/ gua rd

� Turnonthetelnetdservice.Here,it is agoodideato call theTCPwrapper, sinceits logging
canbeuseful:

telnetd stream tcp nowait root /v/gate/tcpd /usr/etc/telnetd

If youdohaveamodi®edtelnetd, this line shouldsimplybeacall to relay(thoughtheTCP
wrapperloggingis still useful).
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� /v/gate/guard is asimpleshellscript:

#!/bin/sh
/v/gate/relay tcp!inside!666

� PermitconnectionsthroughtheCHOKE:

action src port dest port ¯ags comment

allow OUTSIDE
� 1023 INSIDE 666

allow INSIDE 666 OUTSIDE
� 1023 ACK

� Add theserviceon INSIDE:

port666 stream tcp nowait root /v/gate/guard guard

Add port666 to /etc/services .

Of course,we haven't mentionedtheactualguardprogramandits database.TheTIS toolkit
containsasuitableversion.Thebasicprogramis verysimple:wewrotetheoriginal in amorning.
Thehardpartsarelearninghowthehardwaretokenencryptsthechallenge,and®guringouthowto
keepthekeydatabasesecure.Thelatterincludesexpirationof accounts,logging,andprovisions
to shutdownanaccountwhentoomanyunsuccessfulattemptsoccur.

In this arrangement,thedatabasecouldbekepton INSIDE, which is a securemachine.In our
environmentweusethePlan9 [Pikeetal., 1990] authenticationserver.

If anauthenticationserversoundstoocomplicated,here's a shellscriptthatmakesa passable
skeletonfor anauthenticationservice:

#!/bin/sh

read username
challenge=� makechallenge�
echo "Challenge: " "$challenge"
echo -n " Response: "
read response

if [ verifychallenge "$username" "$challenge" "$response" ]
then

echo OK
else

echo NO
fi

A programis abetterchoice.
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4.5.3 Proxy Services

OutgoingTCPcallsmustalsopassthroughthe®rewall.Ouroutgoingproxycircuit-levelservice
is easyto install:

� On INSIDE, relayconnectionsto OUTSIDE. Weuseport402for proxyservice.Add port402
to /etc/services andaddto /etc/inetd.conf :

proxy stream tcp nowait daemon /v/gate/relay relay tcp!outside!proxy

� Permittheoutgoingconnectionson CHOKE:

action src port dest port ¯ags comment

allow INSIDE
� 1023 OUTSIDE 402

allow OUTSIDE 402 INSIDE
� 1023 ACK

� Add theserviceon OUTSIDE:

proxy stream tcp nowait daemon /v/gate/tcpd /v/gate/proxy

� Add port402to OUTSIDE's /etc/services .

� Don't forget to limit theconnectionsto this serviceon OUTSIDE from INSIDE via theTCP
wrapper.Otherwise,carefullyequippedoutsiderscouldlaunderconnectionstootheroutside
machinesthroughyourproxyservice!

For single-machineapplicationgateways,onecouldusesocksto implementtheTCPcircuit
gatewayonasingle-machine(PlanA) gateway. Asof thiswriting, sockswon't work if theexternal
Internetnameserviceis notavailableto internalmachines,becauseit directlyreplacessocketcalls
thatuseIP numbers,not names.It would not behardto extendit with anRgethostbyname
routinethatlookedupexternalnameson theclienthost.

It is not dif®cult to arrangeto bring externalnamelookupsto internalmachines. A large
companywith anapplicationgatewayusuallyhasits ownrootnameserverfor internalmachines.
This canbeextendedto look up externaladdressesfor internalusers(seeSection3.3.4). Many
gatewaydesignsadoptthisapproachand,again,socksrequiresit. But this is harderthanit seems.
You haveto watch for contaminationof the internalDNS with addressesof unreachableroot
servers.Wearetroubledenoughby thisproblemthatwehavenot implementedit in ourgateway,
andarereluctantto recommendit to others.

4.5.4 A Gateway Service Menu

We do not install generaluseraccountson our gateways.We only give theseaccountsto system
administratorswith aclearneedfor them.Thislackof directusersisanimportantsecurityfeature.
User-controlledsecurityfeatureslike .rhosts anduser-selectedpasswordstendto be a weak
link in asystem'ssecurity.
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$ telnet proxy
This is the new inet. Authorized use only.

stty erase ÃH kill ÃU intr ÃC nl tabs
9:50pm up 1 day, 9:30, 1 user, load average: 0.26, 0.20, 0.24

This is the research gateway services menu.
Watch this space for gateway information. Please send
complaints and comments to ches@research.att.com.

Enter � help� for command list.

research gateway> help

ping <destination>
traceroute <destination>
dig <parameters>
telnet <destination> [port]
quit

research gateway> quit

Figure4.3: Ourgatewayservicesmenu.

But theaverageuser, or internalsystemadministrator, doeshavea legitimateneedto access
someexternalnetworkfunctions. While we could write versionsof thesethat usedthe proxy
library, wehavefoundthatnearlyall theseneedscanbemetwith asimplecaptiveshellscripton
thegatewaymachine,accessiblefrom theinside.

Figure4.3showsthemenuour userssee.Theservicesincludeping andtracerouteto probe
for networkproblems,dig for nameservicelookupanddebugging,andtelnet. Thislastis ahandy
servicefor internaluserswho don't havea convertedversionof telnet. In fact, if outgoingtelnet
serviceis all thatis desired,theinstallercanskip theproxygatewayaltogetherandjustusethis.

On single-hostgateways,onecouldaddan FTPserviceto themenuusingan FTP gateway
like Digital'sor theToolkit from theTrustedInformationSystemsToolkit. It is harder, thoughnot
impossible,to makeanFTPservicelike this throughadouble-machinegateway.

Thecircuit connectionsfor ourservicemenuareeasy:

� On INSIDE, relaytelnetconnectionsto OUTSIDE. We needto inventa privateTCPport for
this link, sincethetelnetserviceonOUTSIDEis alreadyservingtheoutsideworld with guard
service:

telnet stream tcp nowait daemon /v/gate/tcpd \
/v/gate/relay tcp!outside!667



InstallingServices 101

� Permittheoutgoingconnectionson CHOKE:

action src port dest port ¯ags comment

allow INSIDE
� 1023 OUTSIDE 667

� Add theserviceon OUTSIDE:

port667 stream tcp nowait root /v/gate/tcpd \
/v/gate/serviced -l /v/gate/serviced.sh

In this case,/v/gate/serviced is a link to telnetd. We hadto do this becauseof how
theTCPwrapperworks: It usestherealdaemonnameasthesearchkey for accesscontrol.
By usinganalias,wecancon®guretheTCPwrapperto limit thisserviceto originatefrom
INSIDE. Noticealsothatwe usedour modi®edtelnetddaemon(describedearlier)to avoid
involving login in this operation.We haveto run telnetdasroot, so that it canallocatea
pseudo-tty.

As usual,carelessshell programming,or thosewretchedshell escapes(thoseinternalcom-
mandsthat someprogramshave that give the usera shell prompt) from assortedotherwise-
innocuousprograms,offer the largestsecuritythreatsto this service. It might bea goodideato
implementthis servicein a chroot environmenton OUTSIDE in casesomeoneescapesfrom a
menuprogram.Noneof theseservicesneedsto runasroot.

Ourserviced.shscriptis shownin ®gure4.4.

4.5.5 Anonymous FTP

It is prettyeasyto setup ananonymousFTPservice.For theconcernedgatekeeper, theproblem
lies in selectingtheversionof ftpd to install. In general,thedefaultftpd thatcomeswith asystem
lackssuf®cientlogging for theparanoidgatekeeper. Thegatekeeperwantsthesessionslogged.
The®leproviderswantthe®leaccessesloggedto keeptabsonthepublic interestin the®lesthey
publishwith FTP. Versionsof ftpd rangefrom inadequateto dangerouslybaroque.

Wemadeour®rstftpdby modifyingabasicBSDversionavailableonthenetwork.Weadded
a few syslogcalls,andrippedout mostof the login features,makinganonymous(a.k.a. ftp) the
only permittedlogin. (Historically, therehavebeenbugsin theFTPlogin code.Why do people
try to replicatethis vital function in differentplaces,ratherthanperformingit oncein common
code?)

Our latestftpd startsfrom similar roots. This time, though,we rippedout all of the login
codeandall of thecodethatrequiredanyrootprivilegesto execute.Thebodyof theserverdoes
nothingbutexecutethebasicprotocol.Wealsodeletedcodeof dubiousmerit,suchascommands
to let theuserchange®lepermissionsor theumask setting.(Thosechangeswereindependentof
theusewe makeof thepermissionscheme,asdescribedlater. Rather, theyderivefrom elements
of ourbasicphilosophy:Thesystemmanagersshouldsetthesecuritypolicy, andhencetheaccess
rights,notanonymoususerson theInternet.)
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#!/bin/sh

stty erase "ÃH" kill "ÃU" intr "ÃC" tabs
echo stty erase "ÃH" kill "ÃU" intr "ÃC" tabs
/usr/ucb/uptime
echo
trap "" 2

cat /v/adm/motd
echo "Enter � help� for command list."
while true
do

trap � continue� 2
echo "research gateway> \c"
if read line
then

case "$line" in
"") continue;;
esac

set -- $line
case "$1" in
help) echo " ping <destination>"

echo " traceroute <destination>"
echo " dig <parameters>"
echo " telnet <destination> [port]"
echo " finger <destination>"
echo;;

ping) shift
/usr/etc/ping $*;;

traceroute)
shift
/v/bin/traceroute $*;;

dig) shift
/v/bin/dig $*;;

telnet) shift
/usr/ucb/telnet $*;;

finger) shift
/usr/ucb/finger $*;;

exit) break;;
quit) break;;
*) echo "Unknown command - $line."

echo "Enter � help� for command list";;
esac

else
break

fi
done
exit

Figure4.4: Ourgatewayservicesmenuprogram.
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Login is handledby a seriesof separateprograms. Accessto the individual programsis
regulatedby the TCP wrapperprogram. Sinceonly anonymousFTP is offered to the outside
world, the FTP login programthat is executedimplementsonly anonymouslogins, and does
nothingelse. It immediatelychroot 's to /usr/ftp , andthenexecutesthe real daemon.If
someonedoesescapefrom ftpd somehow, theyarenot in a very interestingplace,andthe login
programitself is smallenoughthatwearecon®dentit works. (Wehavecontemplateddispensing
with theanonymouslogin programentirely. Why go throughtheritual of askingfor information
thatyou don't needif theclient is honest,andthatyou can't verify if theclient is dishonest?Of
course,somepeopleusethe voluntarily suppliedelectronicmail addressesto notify peopleof
softwareupdates,etc.)

WeusetheordinaryUNIX systempermissionmechanismsto defendagainstoursystembeing
usedasa transferpoint. The umask for outsideusersis setto 422 8. That is, ®lescreatedby
anonymoususersarecreatedwithout readpermissionby theowner: ftp, or write permissionby
groupor other. In otherwords,thedaemonwill create®lesthat it doesnot havepermissionto
read. Executeandwrite permissionis permitted,so that usablesubdirectoriescanbe created.
InternalusersaccessFTPvia oneof the®rewallgateways;thismakesit easyto con®guretheTCP
wrapperto let AT&T usersrun undera differentanonymousaccount,with a moreconventional
umask. Thus,theycanreadthe®lesvia theªgroupº or ªotherº permissionbit. Similarly, ®les
theycreateareworld-readable,andthusavailableto outsiders.No complicatedmode-checking
needbedoneby ourserver.

We do needto be carefulaboutinstalling anythingelseon OUTSIDE, suchasgopherd or an
FTP-by-emailserver, that might itself initiate an FTP session.Sucha sessionwould appearto
be from thesamemachineastheproxy relay, andhencewould appearto comefrom inside. A
numberof solutionssuggestthemselves.We couldhavesuchserversusea specialrangeof port
numberswheninitiating FTPconnections.Our proxy gatewaywould usea disjoint range,thus
permitting®lteringto takeplace.Or wecoulduseaspecialpasswordfor anonymousFTPlogins,
requestinglessprivilege. Bestof all, we couldrun theseservers(includingFTP, if desired)on a
separatemachinefrom theproxygateway, whichwould totally eliminatetheproblem.

Permanent®lesaredepositedby insiderswho connectto port 221 (a more-or-lessrandom
number)on thegateway. This port numberusesa differentlogin program,onethatdoesrequire
a usernameandpassword. It still doesa chroot . We could install individual maintenance
accounts,but haveneverfelt the needto do so in our comparativelysmall communityof users
whopublishvia FTP.

Most implementationsof ftpd needto retainroot privilegesso that theycanbind to port 20
for thedatachannel,asis requiredby theprotocol.Oursinvokesa small,stupidprogramnamed
port20. It checksto seeif ®ledescriptor0 is a TCPstreamboundto port 21 or port 221. If it is,
theprogrambinds®ledescriptor1 to port 20 or port 220. In otherwords,if theprogramis the
FTPserver, it is entitledto usetheserver's datachannel.Othernecessaryrituals,suchasissuing
theSOREUSEADDRcall, aredoneby thecaller; it, beingunprivileged,haslessat stake,andthe
privilegedprogramshouldbeassmallaspossible.

Theactualsetupof ananonymousFTPserviceis describedwell in thevendormanualpage,
thoughsomevendorsarerathercarelessaboutsecurityconsiderations.Threecaveatsareworth
repeating,though:Beabsolutelycertainthattherootof theFTPareaisnotwritablebyanonymous
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users,besurethatsuchuserscannotchangetheaccesspermissions,anddo not put a copyof the
real/etc/passwd ®leinto theFTParea(evenif themanualtellsyouto). If yougetthe®rsttwo
wrong,anintrudercandeposita .rhosts ®lethere,anduseit to rlogin asftp, andtheproblems
causedby thethird errorshouldbeobviousby now.

4.5.6 The MBone

The MBone providesmulticastaudioon the Internet. It' s usedfor IETF meetings,andfor the
InternetTalk Radio. Lots of folks insideour ®rewallwantto participate.However, MBoneuses
UDP, soour normalproxymechanismsdo notwork. Instead,we usea specialprogramudprelay
to copyexternalMBonepacketsto selecteddestinationhostsandportson theinside.An internal
redistributiontreeis usedto limit bandwidthconsumption.

A morecompletesolutioninvolvesextendingtheMBoneto insidenetworks,includinguseof
IP encapsulationandDVMRP. Thedangercomesfrom abuseof thesemechanismsÐwhichafter
all, constitutea fairly generalpacketroutingandrelaydeviceÐto deliverothersortsof packets.
Althoughour solutionis not yet ®nal,we intendto ®lterandmodify incomingMBonepackets.
First, only multicastaddressesandthe properprotocolswill be passed.Second,the UDP port
numberwill be changedto oneresidingin a rangethat we believeis safe. Third, the session
directorypacketswill bemodi®edto containthenewportnumbers.

Therearehooksin thesessiondirectoryprogramthatcanbeusedto inform thegatewaywhen
multicastreceptionhasbeenrequestedfor a givenport. Althoughin principlethis a goodidea,it
doesraisethetroublingnotionthatausercouldabusethemechanismto openthe®rewallfor any
UDPports.

Outboundtraf®craisesits own setof concerns,includingthepossibilityof inadvertentªbug-
gingº of our of®cesvia a microphoneinstalledon a workstation.Anything saidnearthatwork-
stationwill berelayedvia theMBone,to anyonewhois listening.1 Similarconcernswouldapply
to any outboundvideo feed,electronicconferencingsystem,etc. Perhapsthe gatewayshould
block outgoingtraf®c,but providea meansfor temporarilyenablingtransmissionby theuseron
aper-stationbasis.

4.5.7 X11

X11 posesproblems.Fromasecuritystandpoint,theX11 usersimplygivesawaycontrolof hisor
herscreen,mouse,andkeyboard.Fromauser'spointof view, X11 is thebasic,essentialsoftware
platform. It oftenmakesgoodbusinesssenseto useX11,evenif thereis nosecurebasisto trustit.

So if an X11 terminal is on the Inside,how can the usergive awaya little accesswithout
giving awaythestore?We developeda pairof programscalledxp11 andxgate(Figure4.5). The
formeris invokedby userprocesses;thelatterrunsonawell-knownportonthegatewaymachine.
Xgatelistensto a port numbered6000plusa randominteger, andreturnsthatport to xp11. Xp11
generatesandprints an X11 $DISPLAY settingsuitablefor connectingto that port. The user

1SeeCERT AdvisoryCA-93:15,October21,1993.
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xp11
DISPLAY=

our.machine:1.2

xp11 1

xp11 2

X11 Server
DISPLAY=

our.machine:1.2

xgate
DISPLAY=

OUTSIDE:234.2

xgate1

xgate2

DISPLAY=
OUTSIDE:234.2
X11 application1

DISPLAY=
OUTSIDE:234.2
X11 application2

Initial
Call

DISPLAY=
our.machine:1.2

xterm
login shellptelnetthrough®rewall

FirewallUser's InsideMachine OutsideMachine

Figure4.5: A call diagramfor xp11. Arrowsshowthedirectionof eachcall.

mustsendthis displayvalueto theexternalX11 application,which thenhasanexternalport to
which it canconnect.Whena connectionrequestcomesin, xgatecreatesa newrandomsocket,
andtells xp11 aboutit. A smallwindow popsup (we usexmessageto do this; why reinventyet
anotherwheel?);if theusergivespermission,xp11 callsboththenewxgatesocketandtheactual
X11 server, andrelaysthebytesbackandforth. Thisdesignavoidscomplicatedcodeto multiplex
manydifferentcircuitsandalsoavoidshavingto handleincomingcallsfrom OUTSIDE.

We usea similarprogram,px11, for situationswheretheX11 serveris on theoutsideandthe
applicationis on theinside.It is invokedas

px11 real-$DISPLAY [ application [args ����� ]]

whereªreal-$DISPLAY º is thenameor IP addressof theactualserver, andªapplication º
is theprogramyou want to run, by defaulta shell. It operatesby invoking theapplicationin an
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X11 Server
DISPLAY=

outside.org:1.2

our.machine
px11

DISPLAY=
outside.org:1.2

xterm

authenticated
telnet

through
®rewall

DISPLAY=
127.0.0.1:234.2

X11 application1

DISPLAY=
127.0.0.1:234.2

X11 application2

Relay2

Relay1

Firewall

Figure4.6: A call diagramfor px11. Arrowsshowthedirectionof eachcall.

environmentwhere$DISPLAY pointsto a socketopenedby px11, andthenby openinga proxy
TCPcall to theoutsideserverfor eachincomingconnection(Figure4.6). In effect, it andxp11
operateasspecializedversionsof relay.

Xforward, aprogramsimilarto xp11, hasbeenimplementedatDigital EquipmentCorporation
[TreeseandWolman,1993]. Its behavioris similar to ourprogram's: Youprovideit with a list of
authorizedclientmachines,andit popsupacon®rmationwindowfor eachrequest.

35

Evenwith thesesolutions,X11 is still dangerous.Theªsecurityºonly worksdownto the
hostlevel, which meansthatanotheruseron theexternalservermachinemaybeableto
stepin ®rstanddo harm. Also, if anX11 sessionis hijacked,moreextensivecontroland

buggingof theterminalis possible.WehavecontemplatedanactiveX11 ®lteronthegatewaythat
understandsthezillions of X11 primitivesandonly permitsthesafeandauthorizedonesthrough.
Unfortunately, by its naturesuchaprogramwouldbequitecomplex,sowewouldhavenoreason
to trustit.
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4.5.8 WAIS, WWW, and Friends

Theseservicesare relatively new and obviously quite attractiveto users. They representa
signi®cantsteptowardtheconstructionof anautomatedInternet-basedªcyberspace.ºTheearly
servershavescaredusÐwe areeasilyscaredbybignewprograms.Our®rstresponsetosupplying
theworld with ourownservicehasbeento install themonadedicatedsacri®cialmachineoutside
ourgateway.

Theproblemis that theserversaretoo powerful. With httpd, a commonWWW server, the
really interestinganswersaretypically generatedby shellor perl scripts.Not only dowenot trust
thescripts,wedonotwantsuchpowerfulinterpreterslying around.

Similar concernsapply to gopherd, especiallyif theserversharesa ®lesystemsubtreewith
FTP. In thatcase,anattackercandeliverharmfulshellscriptsvia FTP, andthentry to persuade
gopherd to executethem.Our impressionis thatnotmuchpersuasionis needed.

Morerecently, ourZ39.50[ANSI, 1988] developer(Z39.50,theancestorof WAIS, is a library
informationprotocol)hasconvincedus that he cansupplyhis servicewithout giving awaythe
store.Weplanto tunneltheserviceto his internalmachinein thesamewayastheprinterexample
discussedin Section4.4.2.Evenso,hisserverwill likely run in achroot 'ed environment.

Giving ourinternalusersaccessto theseOutsideserviceshasinvolvedconvertingthexmosaic
programto usetheproxy library. This hasworkedfairly well, but themaintainerscomplainthat
themodi®edprogramis (quitenaturally)notsupportedby theoriginaldevelopers.Modi®cations
for socksarewidely available,butweareunableto providesockssupport(seeSection4.5.3).The
newlyannouncedxmosaicgatewayfunctionÐin effect,anapplication-levelgatewayfor itÐmay
proveto betheultimatesolution.

In any case,the modi®edxmosaicis potentiallydangerous.Someof thesenew database
servicesare,in effect, MIME, andhavethesamesetof concerns.Thedevelopersaregrappling
with theseissues.

4.5.9 Proxy NFS

As mentionedearlier, we havedevelopeda proxy versionof NFSthat is not only safer, but also
letsususeNFSthroughthe®rewall.We useit for auditingour disksandwe mayuseit to allow
insidersto make®lesavailablefor anonymousFTP. To understandhow our proxy versionis
implemented,it is ®rstnecessaryto knowabit abouthowNFSworks.

Whena systemwishesto accessa remote®lesystem,thelocal mountcommandcontactsthe
remotemountdaemon,rpc.mountd. After doing the usual(inadequate)accesscontrol checks,
it passesbacktheproperIP address,UDP port number,and®lehandlefor the root nodeof the
requested®lesystem.Themountcommandthenpassestheseitemsto thekernel.

Whatis importantto realizehereis thatthekernelneitherknowsnorcaresexactlywhatisatthe
otherendof thatUDPport. All thatmattersis thatit speaktheNFSprotocol;it neednotbeareal
diskonanothermachine.Examplesincludetheautomountdaemons[CallaghanandLyon,1989;
Pendry, 1989] andanencrypted®lesystem[Blaze,1993].

We usethe sametrick. On the NFS clientÐthe machinethat actually issuesthe mount
systemcallÐwe runadaemonontheloopbackinterface(127.0.0.1).It receivestheNFSrequests,
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Appl.
NFS
Relay

Kernel

User-Mode
NFS

Server

Authenticated TCPcall

Client ServerFirewall

Figure4.7: A proxyNFSconnection.

packagesthem,andshipsthemoutvia TCPto theactualserver.
Theservercouldperformtheotherhalf of theprocess.Thatis, it couldtaketherequest,and

useits own loopbackinterfaceto forwardthemessagedirectly to its local NFSserverport. But
thatwould requirethat themachineoffer NFSservices,which we areloatheto do. Instead,we
passit to a user-levelprocessthatemulatesNFSvia ordinary®lesystemcalls: open , close ,
read , write , etc.2

Going throughthe ®lesystemhasmany advantages.One is alreadyobvious: We do not
needto run NFSon thegateway. Anotheradvantageis moresubtle: we cantakeadvantageof
theprotectionmechanismsthat the UNIX systemhasto offer, suchaschroot , userandgroup
names,and®lemodes.Thesetraditionalkernel-levelprotectionsarewell-knownandprobably
moretrustworthy. If our user-level serveris compromised,we losecontrolof thedatait offers,
but whenit is run in a chroot 'ed subtree,nothingelseis exposed.This givesusa much®ner
granularityof protectionthandoesNFS's entire-®le-systemapproach.Similarly, theserverneed
not evenrun asroot, if a singlepermissionlevel wouldsuf®ce.This letsusprotect®lesthatlive
in anexportedsubtree.

For protection,we canencrypttheTCPcircuit if we wish. Theuseof user-level programsat
both endsmakesthat simple. We do usecryptographictechniquesto generatethe ®lehandles,
protectingus againstguesses.(We are guardinghereagainstattackerswho sendbogusNFS
requeststo ourserverprocess.)The®lesystememulatorincorporatesauseridenti®ermap,which
facilitatesinterorganizationaluse: Thereis no needfor bothendsto usethesamenumericuser
IDs.

NotethatwehavesaidnothingaboutwhichendinitiatestheTCPcall. Generally, it will bethe
sidedoingthemount call, but it neednotbe. If it is easierto passthrougha ®rewallin theother
direction,theservercancall theclient. (But wedo incorporatechallenge/responseauthentication
into ourcallingmodule.)

2The user-level NFS codewasdevelopedby NormanWilson, andwasinspiredby an earlieruser-mode®lesystem
writtenby PeterWeinberger[Rago,1990].
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4.5.10 Installing NTP

Both INSIDE andOUTSIDEneedto knowthecorrecttime. On OUTSIDE, we installedNTP, andhad
it talk to a carefully chosensetof servers.Using well-known time sourcesis a goodidea; it' s
harderto tamperwith amachinethatlotsof peoplerely on,sincetheattackwouldbemorelikely
to benoticed.Wealsocon®guredourNTPdaemonto rejectrequestsfrom othersites.

We run NTP on INSIDE, too. It speaksNTP to OUTSIDEandto our internalNTP servers.The
time derivedfrom the insidemachinesis exportedbackto OUTSIDE; this providesanadditional
measureof protectionagainsttime-spoo®ng.

Thefollowing ruleshaveto beaddedto CHOKE:

action src port dest port ¯ags comment

allow INSIDE 123 OUTSIDE 123 UDP
allow OUTSIDE 123 INSIDE 123 UDP

NotethatweonlypermittheNTPdaemonsthemselvestospeak;NTPqueriesandcontrolmessages
from randomportsareblocked.

4.6 Protecting the Protectors

Thereare a few things our gatewaycan't do for itself; it needsa bit of extra protection. To
accomplishthis,weaskedour regionalnetworkproviderto installashort,simple®lterlist onour
routerport. Thethreatsblockedare,for themostpart,low grade,but they'restill worthavoiding.

Thebiggestproblemis thatmuchof ourproxy functionalityis protectedby theTCPwrapper
program,andit, in turn,relieson thesourceIP address.Wethushavetherouter®lteroutpackets
that claim to be from the Insidenet, sincesucha packetcan't possiblybe legal. Similarly, we
deletepacketspurportingto befrom 127.0.0.1,theloopbackaddress.

Next, we block anythingheadingtowardour syslogport, mostly to avoid denial-of-service
attackson it. We couldaddthatcheckto thedaemonitself, especiallywith the routerblocking
forgedsourceaddresses.

Finally, asnotedearlier, weblockanythingfrom theoutsideheadingtowardtheCHOKE router.
This simplerulesetis probablyreliable. Filtering whole networksor hostsis morereliable

thantrying to ®lteron theservicelevel.

action external port local port comment

block 127.0.0.1 * * * no loopbackpretenders
block * * * 514 noconnectsto syslog
block * * CHOKE * nothinggoesto choke
block LOCAL-NET * * * no localnetpacketsfrom outside
allow * * * * all elseis ok
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4.7 Gateway Administration

Thefool saysªDon't put all of youreggsin onebasket,ºbut thewisemansaysªput
all youreggsin onebasketandwatchthatbasket!º

ÐP UDDIN' HEAD WILSON' S CALENDAR

TheexternalhostOUTSIDEis fully exposedto theperilsof theInternet.Onecantakeanumber
of stepsto keepaneyeon thatmachineandwatchfor trouble.

4.7.1 Logs

We've recommendedthat the externalmachinekeepextensivelogs, but theselogs canposea
problemfor thesystemadministrator.

Theycantakelots of space.Our researchgatewaytypically generates20 to 30 MB of logs
daily. Thelogsshouldresidein theirowndiskpartition,with plentyof spacefor unusualactivity.
Thereis no excuseto stint on disk space:Give it gigabytesif necessary. We now getdisk space
at lessthan$400pergigabyte.

Keepyour logs for at leasta week. Most mail problemsarereportedwithin that time. We
havefoundit usefulto extractkeyinformationandsavethatinde®nitely. Thisprovidesinteresting
statisticalinformation,andcanhelpyoudetectlong-termslowattacks.

Usedaily scriptsto extractessentialinformation. Our de®nitionof ªessentialºhasbecome
muchmorerestrictiveovertimeastheweightof probeshasburiedus. An essentialeventmightbe
anattemptto rlogin asrootor to tftp the/etc/passwd ®le.A daily mail messagewith asingle
line for eachkeyincidentonthepreviousdayisn't toobad.In mostcasesyoucanprobablydetect
interestingor dangerousattacksbetterthantheAI-basedapproachsomepeopleareespousing.

Log ®leshavea lot of redundancyandareeasilycompressible.If you're shorton space,try
usinga compressioncommandon older log ®les.Thetrade-off, of course,is that it is harderto
scanacompressed®le.

The logs don't haveto be storedon the externalmachineand it is probablybetternot to.
Considerimplementingadrop-safefor logs: awrite-onlyporton theinsidebackedby abig disk.
If this port is usedto storethelogsin realtime,a successfulhackerwill beunableto deleteyour
logsandcoverhis tracks. Thesyslogfacility is quiteusefulfor logging in general,andmaybe
usedfor sendingthelogsto thedrop-safe.

4.7.2 File Integrity

As usual,it is a goodideato backup the®leson your gatewaymachine.Sinceyou presumably
donothaveasigni®cantuserpopulationonthatmachine,most®leswon't changeveryoften. We
like to copy whole ®lesystemsto free partitionson hot sparedisks. Theseextradiskshelp us
getthevital gatewaymachinebackon line quickly whenoneof ourdisksdies,which is thechief
failuremodeonourgateways.
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Backupsshouldalsoincludesomeoff-machinebackup,eitherto anotherless-accessiblecom-
puterover the networkor ontoa tapeof somesort. Thoughthesebackupsareinfrequent,they
shouldbekept for a long time. If you suddenlydiscoverthatyour computerwascompromised
ninemonthsago,do you haveanolderbackupto fall backon? (Remembertheday0 backupwe
suggestedearlier?)

It is very useful to monitor changesin the contentsof importantdirectoriesand®les. In a
quietmomentlateeachnight,createa list of all theset-user-id ®lesownedby root, bin, anduucp,
anddetectandreportchangesto the list. Reportchangesto any importantdirectory, especially
thosethatcontainprogramsthatrootmayuseatanytime,includingsystemstartupandcron jobs.
Figure4.8showshowwegenerateourchecklistandcheckit.

If youcanafford to runyourchecksmoreoften,doso;youmaycatchahackerafterheor she
hasbrokenin, butbeforeeverythinghasbeenresetto aninnocuousstate.

We useour proxy NFS to run the checksfrom the inside. One can run thesecheckson
thegatewaycomputeritself, althougha successful,skilled hackercouldcorruptthesechecksor
modify thedatabaseof known-validchecksums.(An evenmoresubtlepersoncouldcorruptour
network®lesystemserverandachievethesameresult,or point themountpointatanunmodi®ed
copyof the®lesystem.This is muchmorework thanmosthackersarewilling to try, andsuch
meddlingincreasestherisk of detection.If thehackersstartdoingsuchthings,you couldinstall
adual-porteddiskandreadit directly.)

These®lechecksarewell worthdoing. Mostof the®lechangesaremadeby friendly ®ngers
or glitchesin the machine. In anycase,onecanhuntdownandunderstandthesourceof these
changesandcorrectthembeforetheBadGuysnoticeandtakeadvantageof them.

The tripwire program[Kim andSpafford, 1993,1994a,1994b] takesa goodshotat solving
theseproblemsandmore.Youshouldconsiderusingit.

4.7.3 Other Items

A numberof otherthingsshouldbeconsidered:

� How do administratorsget accessto INSIDE and (especially)OUTSIDE? Apart from the
consoleaccess,we run a vanilla telnetdon a variantport, suitablyprotectedby the TCP
wrapperprogram.

� How arenewbinariesinstalledon OUTSIDE from theinside?DoesoneuseFTPto transfer
them?OurproxyNFSarrangementwouldbesuitable.

� How do internalusersupdate®lesin theFTPdistributiondirectory? Our latestsolutions
involve theuseof FTPitself or perhapsproxyNFS.

� How can the internal usersbe noti®edof gateway-relatednews? It' s hard in our case,
becausewe havetensof thousandsof potentialusers.We try to keepa mailing list of the
majorcontacts,andourrelayandproxylogscontainuser/machineaddresses,obtainedfrom
theproxyprotocol.
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cat <<! >checklist
/unix
/bin/*
/usr/bin/*
/usr/net/*
/usr/ucb/*
/usr/etc/*
/usr/lbin/*
/usr/new/*
/bsd43/bin/*
/etc/gated.conf
/etc/syslog.conf
/etc/inetd.conf
/etc/passwd
/etc/group
/etc/named.d/*
/usr/spool/cron/atjobs
/usr/spool/cron/crontabs/*
/usr/adm/rotatelogs
/usr/adm/periodic/driver
/usr/lib/sa/sa1
/usr/lib/sa/sa2
!

eval ls -d � cat checklist� >filelist.new
echo
echo "*** changes to the list of files checked:"
diff filelist filelist.new

echo
echo "*** changes in files:"
>>sum.new
for i in � cat filelist�
do
echo "$i � hash2.0 4 256 <$i� " >>sum.new
done

diff sum sum.new

Figure 4.8: The hash2.0usesthe 4-pass,256-bit output versionof Merkle's snefrualgorithm [Merkle,
1990a] to computethechecksum.Don't usesuminstead.Many hackershavetools that let themtailor the
outputof the sumcommand.Otherchecksumswould be moresecure;seeSection13.1.7. Onemight be
temptedto just usea simplesecretchecksum,like a variationon thestandardsumcommand.This is a bad
ideabecausethesecretmaygetout.
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� Logsshouldberotated.Wekeepthemonthemachinefor aweek,andcopysomeof themoff
to Plan9'sWORM drivesforever. Theideais to makethesegatewaysasmaintenance-free
aspossible,andgrowinglogscancreepuponasystemadministrator.

� Whatkind of hackingreportsaregeneratedfor thesystemadministrator?DoesCERT get
acopy, too?

4.8 Safety AnalysisÐWhy Our Setup Is Secure and Fail-Safe

As we havestatedrepeatedly, it is not enoughfor a gatewayto besecure.You mustalsoknow
thatit is secureandthatyouhavecon®guredit properly. Youshouldalsoseewhatwill happenif
your analysisis wrongÐi.e., if your gatewayis not secure.CantheBadGuysget in? How far
cantheyget?

We havesomegroundrulesfor performingour analysis. We trust simplethings like ®les,
programs,or veryshortrouter®lterrules.Wedon't trustcomplicatedthings.We'rehappierwhen
wehaveall thesourcecode,becausewecanthenassessthecomplexityof anyprivilegedsections
of code.

Herearetheserviceswerunandouranalysisof them:

FTP: Protectedby earlychroot ; mostof it doesnot runprivileged.

SMTP: Usestheupasmailer, whichwebelieveto bemoresecurethansendmail; talksonly to upas
on RESEARCH.

telnet: Connectsdirectly to INSIDE, but only to a small programthat doeschallenge/response
authentication.

printer: Protectedby theTCPwrapper;connectsonly to a trusteddestination.

MBone: Simpleprogram;just relaysUDPpacketsto knowndestinations.Futureexpansionworries
us,asdoestheoutgoingchannel.Multicasthasimportantsecurityimplications.

proxynfs: Protectedby thewrapper;accessonly from INSIDE. Runsin achroot partition.

proxy: Protectedby the TCP wrapper;accessonly from INSIDE. Wrapperfailures only permit
connectionlaundering.

proxyd: Testversionof proxy; usedfor debuggingchangesandenhancements.Normally it isn't
activated.

insidetelnet: Protectedby the TCP wrapper;accessonly from INSIDE. Wrapperfailure just givesour
harmlessproxyservicesmenu.

secrettelnet: Protectedby theTCPwrapper;accessonly from INSIDE. Givesyouareallogin prompt,but
thereareno realuserloginson themachine.
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As youcansee,veryfew servicesÐjustFTP, SMTP, proxynfs, andsecrettelnetÐgive anyreal
accesswhatsoeverto OUTSIDE itself, andtwo of themarewalledoff by chroot . Oneof thoseis
protectedby theTCPwrapperaswell, andsecrettelnetpresentsan intruderwith a login prompt
for asystemthathasexactlyonerealentryin /etc/passwd .

Threeservicesarerelayeddirectly to INSIDE. The MBone relay is harmless,asis the print
service.ThemostdangerousoneÐtelnetÐis protectedby asimplebutstrongauthenticator. (Not
thatthatis perfect;wehavehadproblemswith thatservice,thoughonly afterauthentication.We
werethusexposedto risksfrom insidersonly.) OurX11 relayis alwaysinitiatedfrom Inside,thus
obviatingtheneedto exposethatserviceto Outsiders.

Thebiggestrisk hereis with SMTP. If themaileris buggyonOUTSIDE, it is likely to bebuggy
on RESEARCHaswell. A common-modefailure herecouldindeedendangerus. For that reason,
we havecontemplatedusinga differentprotocolto movethe mail from OUTSIDE to RESEARCH,
one that presumablywould not sharethe samehypothetical̄ aws. Failing that, thereare few
compellingreasonsevento spoolthemail on OUTSIDE; we couldjust userelayto passit directly
to theinsidemail relay, thoughthereis someperformancebene®tto doingmailing list expansion
on theoutside.

If, despitetheseprecautions,OUTSIDE wereto becompromised,theattackerwould still have
a dauntingtask. The CHOKE routerprovidesaccessto very few insideservices,andthereis no
way to connectto it from anyexternalmachine.Nor canpacketsberoutedthroughit; we do not
advertiseinternalroutesto theoutside,nordowepermitsource-routedpackets.

Supposetheworsthappens.Wehaveafew otherspecial-purposemachinesonouroutsidenet;
certainly, oneof themcouldbecompromised,andanintrudercoulduseit to monitorourgateway
network,perhapspickinguptherootpasswordto OUTSIDE. (Thiswouldonly occurif weusedthe
secrettelnetserviceto login. Theconsolelogin doesn't travelovertheexternalnetwork.)

It wouldn't dothehackermuchgood:There'snowaytouseit fromoutside.Theadministrative
loginmechanismusestheTCPwrapper,blockinganyaccessfromoutside.Evenif thatmechanism
wereto bedefeated,theability to log in to OUTSIDE, evenasroot, givesyoujust thatonemachine.
Furtherentryto Insideis restrictedby thechallenge/responseauthenticationmechanismon INSIDE.
At most,thehackerscouldtry to subverttherelayprogramto try to capturea legitimatesession.
But that'sarisk we'rewilling to takefor anyconnectionsfrom theoutside;thesubvertedmachine
couldaseasilybeauniversitymachineasOUTSIDE. Ourexposed®rewallhasnospecialprivileges
exceptfor theright to forward mail andlogin requeststo INSIDE.

It is not enoughto worry abouttheexteriorof a ®rewall;gatewayscanbeattackedfrom the
insideaswell, if the intruderhasanotherpath in [HafnerandMarkoff, 1991]. Here, too, we
believewe aresafe: INSIDE is con®guredalmostthesameway asOUTSIDE. Again, thereareno
ordinaryuseraccounts,nor anygratuitousservices.In fact, it' s moresecure;it only relaysmail
andrunstheauthenticator. Thelogin serviceis relayedto thegatewayservicemenuon OUTSIDE

andthereis noFTP.
Similarly, directaccessto theoutsidevia CHOKE mustberestrictedaswell. Mostor all of the

precautionsthataretakenon its outsidenetshouldbe takenon its insidenetaswell. That is, it
shouldnotadvertiseor listento anyroutes,it shouldhavestrictaccesscontrollistsspecifyingonly
INSIDE, andtheotherroutersandcomputerson theinsidenetshouldbeblockedfrom speakingto
it, preferablyat thelink level.
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4.9 Performance

Performanceis not our primaryconcern.Safetyis. But a gateway's performancecandictateits
longevity. If it is too slow, internalusersarelikely to pressfor other, lesssecuresolutions.Soit
is importantfor usto seehowfastwecanpushbytesthrough.

Firstwe usedttcp to measurethethroughputfrom a MIPSMagnumto a MIPSM/120on our
outsidenet. It ran at about420 KB/sec. Next, we useda versionof ttcp that wasconvertedto
useour proxy protocolto talk to thesametarget throughtheproxy gateway. This versionranat
about210KB/sec. Obviously, thereis a signi®cantloss. But 210KB/secis about110%of the
throughputof aDS1(i.e. T1) line, sowearenotparticularlydispleased.

A morerealistictestis how fastwe cantransferdatato a machineelsewhereon theInternet.
A ttcp run from OUTSIDE ranat 50 KB/secÐ25% of the line speedÐwhiletheproxy versionto
thesamedestinationranatabout48KB/sec.Obviously, thereis somelossof performance,but it
isÐto usÐwell within theacceptablerange,andquitelikely within experimentalerror.

Finally, we've hadvery few complaintsof networkthroughputfrom our usersthatcouldbe
tied to our arrangement.Therehavebeensomecomplaintsaboutcall setuptime: the proxy
arrangementdoesinvolve someoverhead.It showsup in FTP's MGETcommand,andin certain
xmosaicapplications.We maybe ableto improvethis with a modi®edrelay programthatpre-
establishesconnectionsfrom INSIDE to OUTSIDE beforea call is received,andusestheselect
systemcall to avoidthecontextswitchingtimeof our forkedprocesses.

4.10 The TIS Firewall Toolkit

The mostcompletefreely available®rewallpackageis the TIS Firewall Toolkit, from Trusted
InformationSystems(TIS) [Avolio andRanum,1994]. It' s worth takinga look at how it works
andwhatit provides.

First of all, the Toolkit is just that: a kit. You can deploy the featuresyou need,delete
others,andimplementnewones.Thetoolssuppliedincludeaprogramsimilar in functionalityto
Venema'sTCPwrapperandafairly generaluserauthenticationserver, includinganadministrative
interface.

Philosophically, the Toolkit is an applicationgateway. It canbe con®guredto work in any
of thesingle-machinecon®gurationswe havediscussed;however, thereis no circuit-levelproxy
protocolfor a dual-machinesolutionsuchasours. Authenticationof outgoingcalls is supported
for rlogin, telnetandftp; for thelatter, theadministratorcancontrol thedirectionof permissible
transfers.To connectto outsidemachines,usersconnectinsteadto thecorrespondingporton the
gatewaymachine;they thenspecify the actualtarget desired. If authenticationis usedon that
machine,theuserrequestsadestinationof actual-user-name@ACTUAL .DESTINATION. Theintentis
to permitconnectionsfrom unmodi®edclient programs,albeitat theexpenseof a changein user
behavior.

IncomingSMTPtraf®cis handledby a small front endto sendmail; this deniesattackersthe
opportunityto speakdirectly with a possiblybuggydaemon.The existenceof a front endalso
providesahookfor anynecessarypre®lteringof letterbombs.
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Incomingtelnetcalls aredirectedto an authenticationserver. Variousmechanismsaresup-
ported,includingseveraltypesof one-timepasswordschemes.

DirectTCPtunnelsareimplementedby aprogramverysimilar to our relaycommand.
AnonymousFTP is protectedby a chroot executedbeforeftpd is run. The subtreemade

availablecould containthe /etc/passwd ®le that would be usedby the regularftpd login
mechanism;this ®leis distinctfrom thereal/etc/passwd ®le,andcontrolsaccessto theFTP
serviceonly. It is thuspossibleto implementvarying permissionsfor FTP users,mediatedby
passwords;anonymousFTP, apartfrom havingits own userID, coulddo anotherchroot to a
smallersubtree.In practice,thedevelopersusetheirstandardnetworkauthenticationmechanism,
ratherthan/etc/passwd , but thebasicapproachis applicableto anyftpd.

The implementersof theToolkit havea philosophysimilar to ours. Programsaresmalland
simpleand,to theextentpossible,all componentsrely on structuralsecuritymechanismssuchas
chroot . Thedocumentationincludesasafetyanalysissimilar in spirit to ours.

4.11 Evaluating Firewalls

Whetheryoubuyacommercial®rewallproductor build yourown,youmustevaluatehowwell it
meetsyourneeds.Thesameis truefor componentsthatyoumightusein buildinga®rewall,such
asapacket-®lteringrouter. Hereisalist of questionsyoumaywanttoask.Twoquestions,though,
areparamount:Doesthesolutionmeetyour securityneeds,anddoesit meetyour connectivity
needs?

4.11.1 Packet Filters
� Whereis ®lteringdone?Input?Output?Both?

� Whatattributescanbechecked?Protocol?Sourceport?Destinationport?Both?

� Canyou®lteronestablishedconnections?

� How areprotocolsotherthanTCPandUDPhandled?

� Canyou®lteronarbitrarybit ®elds?

� Canyou®lterroutingupdates?On input,output,or both?

� Cansource-routedpacketsberejected?

� How comprehensibleis the®lterlanguage?Canyoucontroltheorderof applicationof the
rules?

� How easyis it to con®gurethe rules? What is theuserinterfacelike? Menusystemsare
super®ciallyattractiveandareeasierto usethe ®rsttime or two, but they're much less
convenientwhengeneratingsequencesof similar rulesthan,say, a ¯at ®legeneratedby
awk.
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� Whathappensto rejectedpackets?Are theylogged?How?

4.11.2 Application Gateways
� Whatapplicationsaresupported?

� Are specializedclientprogramsneeded?

� How arethedif®cultservices,suchasFTPandX11, handled?

� How openis the platform? Canyou addyour own applicationrelays? Are the logging,
accesscontrol,and®lteringroutinesadequatelydocumented?

� How usableis the administrativeinterface? Is it more dif®cult to administeryour own
additions?

� Whatsortsof logsaregenerated?Are theredatareductionpackagesprovided?

� What sortsof authenticationmechanismsare providedfor incomingusersandoutgoing
calls?Canyouaddyourown?

� Are anytrapsor luresprovided?

� Canyouaddyourown?

4.11.3 Circuit Gateways
� How portableis theapplicationlibrary? How easyis it to convertyourapplications?

� Whatapplicationshavetheyconvertedfor you?

� Is authenticationpossiblefor outgoingcalls?Incoming?Whattypes,andcanyouaddyour
own?

� Is theresuf®cientloggingof outgoingcalls?

� How easyis it to build singleapplicationsthatcantalk bothinternallyandexternally?
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4.12 Living Without a Firewall

Whatif youcan't runa®rewall?Whatshouldyoudo thento protectyourself?
First,of course,oneshouldpracticeall thestandardhostsecuritymeasures:goodpasswords,

up-to-datenetworksoftware,etc. Oneshoulddo that in any event,of course,but the lack of a
®rewallmeansthatmorecaremustbetaken,for moremachines.To avoidanypassworduse,try
to installaprogramlike S/Key.

The secondpart of the answer, though,comesfrom applyingour basicprinciples. Not all
servicesneedbeofferedon all machines,nor to all comers.Carefulanalysismayshowyou a lot
of servicesthatcaneitherbeturnedoff or restricted.

ConsiderTFTP, for example.You mayneedto run it to permitdisklessworkstationsto boot.
But thatisn't afacility therestof theworld needsto use.Youshouldrestrictit via eithera®ltering
routeror theTCPwrapper.

Otherservicesshouldreceivethesametreatment.There'sgenerallynoneedtorunftpdonmost
machines;turn it off on theothers.CERT publishesa list of dangerousports(seeSectionA.5.1);
block theseat thefront doorif youcan.

The®lteringcon®gurationshouldnotbeconsideredstatic.If someoneistravelingoff-premises,
any necessaryservicescanbe enabledfor the duration. Thus,accessto X11 canbe turnedon,
but only for a givensetof machines.Be very careful,though,to keeptrackof suchªtemporaryº
changes;a formalmechanismfor trackingandundoingthemis useful.

Finally, makesurethatyouknowwhichmachinesaretrusted.Yoursubnetmaybesecure,but
if you permitrlogins from theoutside,your machinesmaybecompromisedvia anindirectpath.
Again, packet®lters,wrappers,or evenanenforceableprohibitionon theuseof .rhosts ®les
shouldbeused.


